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1. Installation and Usage

Installing Moxa Proactive Monitoring Software

This section provides detailed instructions on installing Proactive Monitoring v3.0 and dependent software.

Prerequisites

1. Download and install the necessary drivers for your target platform from the Moxa official website.
The drivers are Moxa-certified versions that have undergone rigorous system testing before being
officially released.

2. Verify that the target platform has the following software and tools required by Proactive Monitoring
Vv3.0:

a. Moxa GenerallO
b. Microsoft Visual C++ 2022 x64 Redistributable
c. .NET 8 Runtime

To install the Proactive Monitoring software, do the following:

1. Click on MoxaProactiveMonitoring_V3.0.exe file to open the file and then click Yes to continue the
installation.

User Account Control X

Do you want to allow this app to make
changes to your device?

Q Moxa Proactive Monitoring

Verified publisher: MOXA INC.
File origin: Hard drive on this computer

Show more details

Yes No

2. In the "Welcome..." window, click Next to proceed with the installation.
If you want to quit the installation process, click Cancel.

Q Setup - Moxa Proactive Monitoring - X

Welcome to the Moxa Proactive
Monitoring Setup Wizard

This will install Moxa Proactive Monitoring 3.0 on your computer.
It is recommended that you close all other applications before continuing.

Click Next to continue, or Cancel to exit Setup.

&

Next Cancel
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3. Inthe "License Agreement" window, select I accept the agreement and click Next to continue with
the installation.

Q Setup - Moxa Proactive Monitoring -

License Agreement
Please read the following important information before continuing.

9.

Please read the following License Agreement. You must accept the terms of this agreement before continuing
with the installation.

'MOXA SOFTWARE NOTICE A
copyright (c) 2025 Moxa Inc. All rights reserved.

This software — Moxa Proactive Monitoring is copyrighted and
owned by Moxa Inc., or any of its
affiliates (collectively referred to as "Moxa").

Unless otherwise provided herein or agreed by Moxa, you shall
not (a) modify,

distribute, alter, tamper with, repair, or otherwise create
derivative works of

the Software, (b) reverse engineer, disassemble, or decompile
the Software or v

OT accept the agreement

@1 do not accept the agreement

Back Next Cancel

4. Click Install to start installing the software.

Q Setup - Moxa Proactive Monitoring - X

Ready to Install
Setup is now ready to begin installing Moxa Proactive Monitoring on your computer.

Click Install to continue with the installation.

Back Cance

5. Wait for the installation to complete and click Finish to exit the installer.

Q Setup - Moxa Proactive Monitoring -

Completing the Moxa Proactive
Monitoring Setup Wizard

Setup has finished installing Moxa Proactive Monitoring on your computer.

Click Finish to exit Setup.

Proactive Monitoring Software User Manual



Monitoring the System Status

Proactive Monitoring provides real-time system monitoring capabilities to detect the status of key resources
such as CPU, memory, hard drive, network, and power. This helps users understand the system's
operational status. Furthermore, it integrates the detected status information into Windows Management
Instrumentation (WMI), allowing users to easily access the data through native Windows tools like
PowerShell, WMIC, and other applications and monitoring tools. The following sections will detail the key
system resources and their statuses that can be monitored.

CPU

Monitors CPU usage to ensure your system is running smoothly and helps avoid overload.

WMI Location

< .- Update
Namespace Property Description Frequency
root\MoxalPC [PM_CPU [Name WMI Instance Name, default is "Total" String 10 sec
root\MoxalPC [PM_CPU |ProcessorCount |Number of logical processors Int 10 sec

Overall CPU Utilization, value range is

root\MoxalPC |[PM_CPU |Utilization 0% - 100%

Int 10 sec

Proactive Monitoring Software User Manual 7



Disk

Monitors the usage and status of disk slots in the system, confirming if a hard drive is inserted into the slot

and its health status.

WMI Location

... Data
P D
E roperty escription Type

Namespace

Update

Frequency

The number of times the hard drive has been
written to. A high number of writes may lead to
root\MoxalIPC|PM_Disk |EraseCount |hard drive data corruption. Int 15 sec
If -1 is returned, it indicates that reading the
write count is not supported.
Hard drive health status; returns the status
according to the following configurations:
root\MoxaIPC|PM_Disk |HealthStatus ,,GOOd. ) r|ard dl‘lve.IS norm.al. String |15 sec
Warning" - Hard drive has issues.
"No Disk" - No hard drive is currently inserted in
this Disk Slot.
Disk Slot has a hard drive inserted; returns the
status according to the following configurations:
root\MoxaIPC|PM_Disk |IsExist True - A hard drive is currently inserted in this Bool 15 sec
Disk Slot.
"False" - No hard drive is currently inserted in
this Disk Slot.
root\MoxalPC|PM_Disk |LocationID Disk Slot's SCSI Location ID on the system. Int 15 sec
H i | inf ion; ret Null if
root\MoxalPC|PM_Disk |Model ard dr.lve .dee information; returns Null if no String 15 sec
hard drive is inserted.
root\MoxalIPC|PM_Disk [Name Disk Slot's SCSI location name on the system. String |15 sec
root\MoxalIPC|PM_Disk |PortNumber |Disk Slot number on the device. Int 15 sec
root\MoxalIPC|PM_Disk |SerialNumber _D'_S" Serial Number; returns Null if no hard drive String |15 sec
is inserted
Disk Slot status; returns the status according to
the following configurations:
"Active" - A hard drive is detected in the Disk
. Slot and it is in a normal state. .
root\MoxalPC|PM_Disk |SlotStatus "No Disk” - No hard drive was inserted in this String |15 sec
Disk Slot before the service started.
"Unplugged" - The hard drive in this Disk Slot
was removed after the service started.
Memory
Monitors memory usage to ensure your system runs smoothly and helps avoid overload.
WMI Location
. .. Update
N Cl P t D t Data T
amespace ass roperty escription ata Type e
root\MoxalIPC |PM_Memory |AvailableSize The rema!nlng available capacity of Int 60 sec
Memory, in MB
The name of the WMI Instance;
M IPC |PM_M N ! i
root\MoxalIPC |[PM_Memory [Name Default is "Physical Memory" String 60 sec
root\MoxalPC [PM_Memory |TotalSize The total capacity of Memory, in MB |Int 60 sec
root\MoxalPC [PM_Memory |Utilization Memory usage, the value range is Int 60 sec
0% - 100%
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Network

Monitors network usage, connection speed, and connection status to ensure the system runs smoothly and
helps avoid overload.

WMI Location

Namespace

. Data Update
P D
E FOPEHY sseription Type _|Frequency

Network Adapter connection status
root\MoxaIPC|PM_Network |ConnectionStatus|Display "Connected" or "Not String 30 sec

Connected"
root\MoxalIPC|PM_Network [Description T,he name'of the'Network Adapter String 30 sec

displayed in Device Manager

The current connection speed of the
root\MoxaIPC|PM_Network |LinkSpeed Network Adapter Int 30 sec

Displays "10", "100", or "1000"
root\MoxalIPC|PM_Network [Name Connection ID of Network Adapter String 30 sec
root\MoxalPC|PM_Network |PNPDevicelD Network Adapter's PNPDeviceID String 30 sec

- Network Adapter usage, value range

root\MoxalIPC|PM_Network |Utilization The range is %% ) 10%% 9 Int 30 sec

Partition

Monitors the usage and remaining available space in system partitions to ensure that the system has
sufficient storage space.

WMI Location

Namespace

Class

Property

Description

Data Type

Update

Frequency

root\MoxalPC|PM_Partition |AvailableSize The rem.allnlng available capacity of Int 60 sec
the partition, in MB
root\MoxaIPC|PM_Partition |DriveType Drive Type String 60 sec
root\MoxalPC|PM_Partition |Name Drive Letter String 60 sec
root\MoxalPC|PM_Partition |TotalSize H:Be total capacity of the Partition, in Int 60 sec
root\MoxalPC |PM_Partition |Utilization Partition usage, the value range is Int 60 sec
- 0% - 100%
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Power Indicator

Monitors the usage and status of the power modules to ensure uninterrupted system operation.

WMI Location

. Data Update

root\MoxaIPC|PM_PowerlIndicator|Name The namel?f the WMI. Insta"nce String |60 sec
Default is "Power Indicator

Status of Power module 1

If the feature is supported and

working properly, it will show

. "Active" )

root\MoxalIPC|PM_PowerlIndicator|PowerModulel If this feature is supported and has String |60 sec

failed, "Failed" will be displayed.

If this feature is not supported, null

is displayed.

Status of Power module 2

If the feature is supported and

working properly, it will show

. "Active" )

root\MoxaIPC|PM_PowerIndicator|PowerModule2 If this feature is supported and has String |60 sec

failed, "Failed" will be displayed.

If this feature is not supported, null

is displayed.

root\MoxalIPC|PM_PowerlIndicator|Support Is this feature supported? Bool 60 sec

Processor

Monitors the usage of the logical processor to ensure system runs smoothly and helps avoid overload.

WMI Location

. .. Update
Namespace |Class Property [Description Data Type Frequency
root\MoxalPC |PM_Processor|Name Processor ID String 10 sec
Monitor logical processor usage to ensure
root\MoxalPC |PM_Processor |Utilization |system runs smoothly and avoid Int 10 sec
overload.

RAID

Monitors the settings and status of Intel® RST RAID and Microsoft SW RAID to ensure normal system
operation.

WMI Location

Update
N | P t D ti Data T

root\MoxalIPC |PM_RAID |Mode RAID mode String 10 sec
root\MoxalPC |PM_RAID |Name RAID volume name String 10 sec
root\MoxaIPC |PM_RAID |RedundancyStatus |RAID volume redundancy status String 10 sec

Intel RST RAID

root\MoxalIPC |PM_RAID |Type Microsoft SW RAID

String 10 sec

Proactive Monitoring Software User Manual 10



RAID Disk

Monitor the usage and status of the disks that make up the Intel® RST RAID to ensure that the disks are

operating normally.

WMI Location

. Data Update
root\MoxalPC |PM_RAIDDisk |Firmware Disk Firmware Version String 10 sec
root\MoxalIPC |PM_RAIDDisk |Mode Disk model name String 10 sec
root\MoxalIPC |PM_RAIDDisk |[Name Intel RST disk ID String 10 sec
root\MoxalIPC |PM_RAIDDisk |Port Intel RST RAID port Int 10 sec
root\MoxalIPC |PM_RAIDDisk |RAIDVolume |Intel RST RAID volume name String 10 sec
root\MoxalIPC |PM_RAIDDisk |SerialNumber |Disk serial number String 10 sec
root\MoxalPC |PM_RAIDDisk (Size Disk capacity String 10 sec

Disk current status
If the disk status is normal, it will display
root\MoxaIPC |PM_RAIDDisk |Status "Normal" String 10 sec
If the Disk status is abnormal, "Missing" will
be displayed.
Serial Port
Monitors the usage and related settings of the serial ports.
WMI Location
. .. Update
N Cl P t D t Data T
amespace ass roperty escription ata Type e
root\MoxaIPC |PM_SerialPort |BaudRate Baud rate Int 60 sec
root\MoxalIPC |PM_SerialPort |BitsPerByte Bits per byte Int 60 sec
root\MoxalIPC |PM_SerialPort |InstanceName |Device Manager instance name String 60 sec
root\MoxalIPC |PM_SerialPort |IsBusy Serial port status Bool 60 sec
root\MoxalIPC |PM_SerialPort |[Name Serial port name String 60 sec
root\MoxalIPC |PM_SerialPort |StopBits Stop bits Int 60 sec
Temperature
Monitors the temperature at specific locations on the system.
WMI Location
. .. Update
N Cl P t D t Data T
amespace ass roperty escription ata Type e
root\MoxaIPC |[PM_Temperature |Name Detected temperature item name |String 10 sec
root\MoxalPC |PM_Temperature |Support Is this feature supported? Bool 10 sec
root\MoxalPC |[PM_Temperature |Temperature |Temperature in °C Int 10 sec
Voltage
Monitors the voltage at a specific location in the system
WMI Location
Namespace Class Property |Description Data Type ::E’eia::ncy
root\MoxaIPC |PM_Voltage [Name Detected temperature item name String 10 sec
root\MoxalPC |PM_Voltage |[Support Is this feature supported? Bool 10 sec
root\MoxaIPC |PM_Voltage |Voltage Temperature in °C Double 10 sec
Proactive Monitoring Software User Manual 11




Accessing WMI Windows Management
Instrumentation (WMI)

WMI is a powerful framework for managing and querying Windows system information. You can access WMI
using PowerShell as well as third-party WMI Explorer tools.

Accessing WMI Using PowerShell

PowerShell provides a built-in command to query WMI classes and instances.

Get-WmiObject cmdlet (Get-CimInstance in newer scripts)

Launching PowerShell

Press Windows + R keys, type powershell, and press Enter.

Alternatively, search for "PowerShell" in the Start Menu and select "Run as administrator" to obtain the
necessary permissions.

Querying WMI Classes

Use the Get-WmiObject cmdlet command to query system information.

hell

amespace

Detailed information about the network is displayed.

PS C:\windows\system32> Get-WmiObject

| GENUS
| _cLass

| SUPERCLASS

| DYNASTY

| RELPATH

| PROPERTY_COUNT
| DERIVATION

| SERVER

[ NAMESPACE

PNPDeviceID
Utilization
PSComputerName

| GENUS
| cLass

| SUPERCLASS

[ DynasTy

| RELPATH

| PROPERTY_COUNT
| DERIVATION

| SERVER

| NAMESPACE

PSComputerName

H
: PM_Network

1 PM_Network

: PM_Network.Name="Ethernet 2"

6

{2

: WINDOWS-4HQELG4

: ROOT\MoxaIPC

¢ \\WINDOWS-4HQELG4\ROOT\MoxaIPC:PM Network.Name="Ethernet 2"
: Not Connected

: Intel(R) I210 Gigabit Network Connection

5 @

: Ethernet 2

: PCI\VEN_8086&DEV_1533&SUBSYS_00000000&REV_03\48&4997D4D&OROOE3
H ]

: WINDOWS-4HQELG4

P2
: PM_Network

¢ PM_Network

: PM_Network.Name="Ethernet"

H )

: ()

: WINDOWS-4HQELG4

¢ ROOT\MoxaIPC

¢ \\WINDOWS-4HQELG4\ROOT\MoxaIPC:PM_Network.Name="Ethernet"
: Connected

: Intel(R) Ethernet Connection (13) I219-LM

: 1000

: Ethernet

: PCI\VEN_8086&DEV_15FB&SUBSYS_00008086&REV_20\3&1158365981&FE
H*)

: WINDOWS-4HQELG4

Proactive Monitoring Software User Manual 12



Filtering the Results

You can use the Where-Object parameter to filter the results.

PowerShell

Get-WmiObject -Namespace "root\MoxaIPC" -Class "PM Network" | Where-Object

{$_.Name -eqg "Ethernet"}

PS C:\windows\system32> Get-WmiObject | where-object {$_.Name

| GENUS 12
| CLASS : PM_Network
| SUPERCLASS H
| DYNASTY : PM_Network
| RELPATH : PM_Network.Name="Ethernet"
| PROPERTY_COUNT : 6
| DERIVATION : {3
| SERVER . WINDOWS-4HQELG4
| NAMESPACE : ROOT\MoxaIPC
|__PATH ¢ \\WINDOWS-4HQELG4\ROOT \MoxaIPC:PM_Network.Name="Ethern
Connectionstatus : Connected
Intel(R) Ethernet Connection (13) I219-LM
1000
Ethernet
: PCI\VEN_8086&DEV_15FB&SUBSYS_00008086&REV_20\3&11583659&1&FE
H]
PSComputerName : WINDOWS-4HQELG4

Accessing WMI via a Third-party WMI Explorer

WMI explorer tools provide a graphical interface, making it easy to explore the complete range of WMI

management classes, objects, and their properties without needing to write scripts.

The following WMI explorer tool is used in the instructions.
https://www.ks-soft.net/hostmon.eng/wmi/index.htm

WM Explorer
Action Search Help
Classes I Query I

in32_COMApplicationS ettings ‘Win32_DCOMApplication Win32_DiskDrivePhysicalMedia

in32_COMClass ‘Win32_DCOMApplicationdccessillowedS etting Win32_DiskDriveT oDiskPartition

in32_ComClassfutoE mulator Win32_DCOMApplicationlaunchéllowedSetting Win32_DiskPartition

in32_ComClassE mulator Win32_DCOMApplicationSetting Win32_DiskQuota

in32_CommandLineAccess ‘Win32_Defraganalysis ‘Win32_DisplayConfiguration

in32_ComponentCategory ‘Win32_DependentService ‘Win32_DisplayContrallerConfiguration
132 Shi ‘Win32_Desktop Win32_DMAChannel

in32_Desktophonitor Win32_DriverForDevice

) ComputerSy Win32_DeviceBus Win32_DuplicateFileAction
in32_ComputerSystemProcessor Win32_DeviceChangeE vent Win32_Environment
in32_ComputerSystemProduct ‘Win32_DeviceMemarydddress Win32_EnvironmentSpecification
in32_COMSetting ‘Win32_DeviceSettings Win32_Extensionlnfadction
in32_Condition Win32_DisNode Win32_Fan
in32_ConnectionShare Win3Z_DisNodeT arget Win32_FileS pecification
in32_ControllerHasHub Win32_DisTarget Win32_FolderRedirection
in32_CreateFolderaction ‘Win32_Directory ‘Win32_FolderRedirectionHealth
in32_CurrentProbe ‘Win32_DirectarySpecification Win32_FolderRedirectionHealthConfiguration
in32_CurrentTime ‘Win32_DiskDrive Win32_FolderRedirectionl) serConfiguration
< >
Instances Properties 1 Mekhndgl
Property Valug ~
Caption WINDOWS-4HOELG4
ChassisBootupState 3
ChassisSKUNumber
CreationClassName: Win32_ComputerSystem
CurrentTimeZone -420
DaylightinE ffect True
Description AT/AT COMPATIBLE
DNSHostName WINDOWS-4HOELG4
Domain WORKGROUP
NmainRola n v
Query ‘select‘ivumWin32_CDmputerSystem LI Execute
‘Iu(slhnst root\cimv2 Classes: 1212 |Instances: 1

Proactive Monitoring Software User Manual
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Reading Data via a WMI Explorer

1. Open the WMI explorer, click on the Action menu and select Connect to host/namespace....

Fwmi Explorer - O X
Search Help
£2 Connect to host/namespace...
Refresh F5 win32_DCOMApplication in32_DiskDrivePhysicaMedia
5 n Win32_DCOMApplicationdccessbllowedSetting Win32_DiskDriveT oDiskPartition
“Win32_DCOMApplicationLaunchéllowedS etting Win32_DiskPartition
Alt+X Wwin32_DCOMApplicationS etting ‘Win32_DiskQuota
o= Win32_Defraghnalysis ‘Win32_DisplayConfiguration
'in32_CaomponentCategory Win32_DependentService ‘Win32_DisplayContrallerConfiguration
i mputerS hutdownE vent '/in32_Desktop Win32_DMaChannel

in32_DesktopMoritor Win3Z_DriverFarDevice
in32_ComputerSystemE vent Win32_DeviceBus ‘win32_DuplicateFilesction
ih32_CaomputerSystemProcessar Win32_DeviceChangeE vent ‘Win32_Enviranment
ih32_ComputerSystemProduct Win32_DeviceMemorybddress Win32_EnvironmentS pecification
in32_COMSetting Win32_DeviceSettings Win32_Estensionlnfadction

in32_Condition Wwin32_DfsNode Win32_Fan

'in32_ConnectionShare Win32_DfsMNodeT arget ‘Win32_FileSpecification

in32_CantrallerH asHub Win32_DFsT arget ‘Win32_FolderRedirection

'in32_CreateF olderdction Win32_Directary ‘Win32_FolderRedirectionHealth
in32_CurrentProbe Win32_DirectorySpecification Win32_FolderRedirectionHealthConfiguration
in32_CurentTime: Win32_DiskDrive Win32_FolderR edirectionl serConfiguration

< >

Instances Properties | Melhodsl
Wi ! Property [ivalue ~
Caption WINDOWS-4HOELG4
ChassisBootupState 3
ChassisSKUNumber
CreationClassMame ‘Win32_ComputerSystem
CurentTimeZone -420
DaylightinE ffect True
Description AT/AT COMPATIBLE
DNSHostName WINDOWS-4HIELGS
Domain WORKGROUP
Nomainfle n v
Query Iselect * from 'Win32_ComputerSystem LI Execute
localhost root\cimv2 ‘Classes: 1212 ‘Instances: 1 ¥

2. Click the book icon corresponding to Namespace.

Connect to X

Haost IIDcthosl _| @l OK |
Mame space |f°°"‘-°im\f2 _I Cancel |

Auth. level |Delault ;I

Login |

Password |

3. Select MoxalIPC and click OK to confirm.

Choose namespace

X
=~ Root -~
- subscription
- DEFALLT

- CIW2 Cancel |
- msdtc

- Cli

- Intel_ME

- SECURITY

- shmp

- SecurtyCenters

- RSOF

- PEH v
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4. Confirm that the Namespace location has been modified and click OK.

Connect to

X

Host IIDcthosl

Name space] |Root\MoxalPC

OK |

Cancel |

Auth. level |Delaull

Login I

Password |

You will now be able to read Proactive Monitoring related data via the WMI explorer.

FwWMmi Explorer - O X
Action Search Help
Classes | Query |
|__ObjectProviderRegistration CIM_ClassDeletion PM_Metwark Configuration
| _PARAMETERS CIM_ClassIndication PM_Partition
| PropertyProviderRegistiation CIM_ClassModification PM_ParitionConfiguration
| Provider CIM_Error Pr_Powerlndicator
|__ProviderRegistration CIM_Indication PM_PowerlndicatorConfiguration
|_Q0SFailureEvent CIM_InstCreation PM_Processar
|__SecurityDescriptor CIM_InstDeletion PM_RAID
|__SecurityRelatedClass CIM_Instindication PM_RaIDConfiguration
[ SystemClass CIM_InstModification PM_RAIDDisk
| SystemEvent MSFT_ExtendedStatus Pr_RalDDiskConfiguration
|__SystemSecurity MSFT_\WriE rrar PM_SerialPart
|__thisNAMESPACE P! t_Temperature
|__TimerEvent Ph_| Configuration PM_TemperatureConfiguration
[ Timerlnstiuction PM_Disk PM_Valtage
| TimerNextFiring PM_DiskConfiguration Pr_VoaltageConfiguration
| Trustee PM_Memary
|__Win32Pravider PM_MemaryCanfiguration
CIM_ClassCreation PM_Network
< >
Instances Properties | Methods |
Property alue
Name Total
ProcessoriCount 2
Utilization 17
Query |select * from PM_CPU L] Execute
localhost Root\MoxalPC Classes: 87 [instances: 1

4

Reading Data via Query Command in WMI Explorer

Select the Query tab to read data using the WQL syntax as shown in the following example:

FIWMI Explorer - m] X
Action Search Help
Classes  Query I
Query ISELEET *FROM PM_Network| LI Execute | ‘
¥__ ConnestionStatus | Description | LinkSpeed | Name | PNPDevicelD | Utiization
Connected Intel(R) Ethernet Connection (13) ... 1000 Ethemet PCINVEN_S086%DEYV_15FBR.. 0
Not Connected Intel(R) 1210 Gigabit Network Con... 0 Ethernet 2 PCINVEN_S08EXDEY_15338S... 0
< >
localhost Root\MoxalPC Classes: 87 y
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Setting Up System Alerts

Proactive Monitoring can monitor various system statuses in real-time, including CPU usage, memory
status, and disk space. In addition to its monitoring capabilities, Proactive Monitoring also features an alert
mechanism that allows users to set up alert rules based on conditions and thresholds. When a system
state exceeds a predefined threshold, the software will automatically trigger an alert and notify users
through various methods, ensuring potential issues can be addressed promptly, thereby enhancing system
stability and reliability. The alert mechanisms include running a specified program in the background or
writing to the event log.

CPU Configuration

WMI Location

Launch Windows

root\MoxaIPC|PM_CPUConfiguration|EnableEventLog Bool
Event Log
. . . . Needs to be used
root\MoxalIPC|PM_CPUConfiguration|EnableGracePeriod Launch Grace Period |Bool ) .
with Grace Period
Needs to be used
with Lower
root\MoxalPC|PM_CPUConfiguration|EnableLowerAlarm Launch Lower Alarm |Bool [threshold to
monitor CPU
Utilization
root\MoxalPC|PM_CPUConfiguration|EnableSNMPTrap Launch SNMP Trap Bool
Needs to be used
with Upper
root\MoxaIPC|PM_CPUConfiguration|EnableUpperAlarm Launch Upper Alarm |Bool |threshold to
monitor CPU
Utilization.
When the monitored
value exceeds the
Threshold, the Alarm
root\MoxalPC|PM_CPUConfiguration|GracePeriod will only be actually |Int
triggered after the
Grace Period count is
reached.
When the Lower
root\MoxaIPC|PM_CPUConfiguration|LowerAlarmProgramPath AIarm Is triggered, String Run in the
specify the program background.
to execute.
root\MoxalIPC|PM_CPUConfiguration|LowerThreshold Lower threshold Int Range: 0~100
The Instance name
root\MoxaIPC|PM_CPUConfiguration|Name corres.ponf:is to t_he String
detection items in
PM_CPU.
When the Upper
. . Alarm is triggered, . |Runin the
root\MoxalIPC|PM_CPUConfiguration|UpperAlarmProgramPath specify the program String background.
to execute.
root\MoxaIPC|PM_CPUConfiguration|UpperThreshold Upper threshold Int Range: 0~100
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Example:
Scpuconfig = (Get-WmiObject -Namespace "root/MoxalIPC" -Class
"PM CPUConfiguration")

Set-WmiInstance -Path S$cpuconfig -Arguments @{EnableEventLog=S$true;
EnableGracePeriod=$true; EnableSNMPTrap=S$true;
GracePeriod=5;EnableUpperAlarm=$true; UpperThreshold=50;
UpperAlarmProgramPath="C:\Windows\System32\notepad.exe"}

Result:

PS C:\windows\system32> $cpuconfig (Get-WmiObject
PS C:\windows\system32> Set-WmiInstance $cpuconfig @{EnableEventlLog=%true; EnableGracePeriod
$true; EnableSNMPTrap=%true; GracePeriod=5;EnableUpperAlarm=$true; UpperThreshold=50; UpperAlarmProgramPath

}

GENUS H

CLASS : PM_CPUConfiguration

SUPERCLASS 3

DYNASTY ¢ PM_CPUConfiguration

RELPATH : PM_CPUConfiguration.Name="Total"
PROPERTY_COUNT P12

DERIVATION : {}

SERVER : WINDOWS-4HQELG4

NAMESPACE ¢ ROOT\MoxaIPC

PATH ¢ \\WINDOWS-4HQELG4\R0OOT \MoxaIPC:PM CPUConfiguration.Name="Total"
AlarmBackgroudwWoker : False
EnableEventLog 1 True
EnableGracePeriod 1 True
EnablelLowerAlarm : False

EnableSNMPTrap : True
EnableUpperAlarm 1 True
GracePeriod S
LowerAlarmProgramPath :
H ]
1 Total
UpperAlarmProgramPath : C:\Windows\System32\notepad.exe
UpperThreshold 1 50
PSComputerName : WINDOWS-4HQELG4

Disk Configuration

WMI Location

D
Namespace |Class Property Description T:;: Notes
When the Alarm is Run in the
t\M IPC |PM_DiskConfi ti Al P Path |tri d ify th Stri
root\Moxa _DiskConfiguration [AlarmProgramPa riggered, specify the ring background.

program to execute.

Monitoring Disk

root\MoxalIPC |PM_DiskConfiguration [EnableAlarm Enable Alarm Bool Health Status

root\MoxaIPC |PM_DiskConfiguration |[EnableEventLog Il:zgnch Windows Event Bool
root\MoxalIPC |PM_DiskConfiguration |[EnableSNMPTrap Enable SNMP Trap. Bool
The Instance name
corresponds to the
monitoring items in
PM_Disk.

root\MoxalPC |PM_DiskConfiguration |Name String
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Example:

PowerShell
Sdiskconfig = (Get-WmiObject -Namespace "root/MoxaIPC" -Class
"PM DiskConfiguration" -Filter "Name='Bus 0, Port 0, Id 0'")

Set-WmiInstance -Path $diskconfig -Arguments @{EnableEventLog=S$true;
EnableAlarm=Strue; }

Result:
PS C:\windows\system32> $diskconfig (Get-wmiobject

PS C:\windows\system32> Set-WmiInstance $diskconfig @{EnableEventLog=%true; EnableAlarm=$Tru
e;}

GENUS )
CLASS : PM_DiskConfiguration
SUPERCLASS
DYNASTY : PM_DiskConfiguration
RELPATH : PM_DiskConfiguration.Name="Bus @, Port @, Id @"
PROPERTY_COUNT 1 6
DERTVATION 1 {3
SERVER : WINDOWS-4HQELG4
NAMESPACE : ROOT\MoxaIPC
¢ \\WINDOWS-4HQELG4\R0OOT\MoxaIPC:PM_DiskConfiguration.Name="Bus @, Port @, Id @"
AlarmBackgroudWoker :
AlarmProgramPath
: True
: True
. False
: Bus @, Port @, Id @
PSComputerName ¢ WINDOWS-4HQELG4

Memory Configuration

WMI Location

. .- Data

Enable Windows

root\MoxaIPC|PM_MemoryConfiguration EnableEventLog Event Log Bool
Enable Grace Needs to be
root\MoxalIPC|PM_MemoryConfiguration|EnableGracePeriod Period Bool |used with Grace
Period
Needs to be

Enable Lower used with Lower

root\MoxaIPC|PM_MemoryConfiguration|EnableLowerAlarm Alarm Bool |threshold to
monitor Memory
Utilization.
root\MoxalIPC|PM_MemoryConfiguration|EnableSNMPTrap Enable SNMP Trap |Bool
Needs to be

used with Upper
Bool |threshold to
monitor Memory
Utilization.

Enable Upper

root\MoxaIPC|PM_MemoryConfiguration|EnableUpperAlarm Alarm

When the
monitored value
exceeds the
Threshold, the
root\MoxalIPC|PM_MemoryConfiguration|GracePeriod Alarm will only be |Int
actually triggered
after the Grace
Period count is
reached
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Data
N P D ipti
SHESPace _ FOPSt sseription Type

root\MoxalIPC|PM_MemoryConfiguration|LowerAlarmProgramPath|specify the

When the Lower

Alarm is triggered, Run in the

String background

program to
execute

root\MoxalIPC|PM_MemoryConfiguration|LowerThreshold

Lower threshold Int Range : 0~100

root\MoxaIPC|PM_MemoryConfiguration|Name

The name of the
instance will
correspond to the
monitoring item in
PM_Memory

String

root\MoxalPC|PM_MemoryConfiguration UpperAlarmProgramPath|specify the

When the Upper

Al is tri
arm is triggered, Run in the

String background

program to be
executed

root\MoxaIPC|PM_MemoryConfiguration|UpperThreshold

Upper threshold Int Range : 0~100

Example:

PowerShell

Smemoryconfig =

(Get-WmiObject -Namespace "root/MoxaIPC" -Class

"PM MemoryConfiguration")

Set-WmiInstance -Path S$memoryconfig -Arguments @{EnableEventLog=S$Strue;
EnableUpperAlarm=$true; UpperThreshold=50;}

Result:

PS C:\windows\system32> $memoryconfig

PS C:\windows\system32> Set-WmiInstance

(Get-Wmiobject

$memoryconfig @{EnableEventLog=$true; EnableUpperAla

m=%$True; UpperThreshold=50;}

GENUS

CLASS

SUPERCLASS

DYNASTY

RELPATH

PROPERTY_COUNT

DERIVATION

SERVER

NAMESPACE

PATH

plarmBackgroudWoker

nableEventLog
nableGracePeriod
nableLowerAlarm
nableSNMPTrap
nableUpperAlarm
racePeriod

_owerThreshold
ame

pperThreshold
PSComputerName

2
¢ PM_MemoryConfiguration

: PM_MemoryConfiguration

: PM_MemoryConfiguration.Name="Physical Memory"
P12

: {}

! WINDOWS-4HQELG4

: ROOT\MoxaIPC

¢ \\WINDOWS-4HQELG4\ROOT\MoxaIPC:PM_MemoryConfiguration.Name="Physical Memory"
. False

: True

: False

: False

: False

: True

H )

LowerAlarmProgramPath :

H )

: Physical Memory

pperAlarmProgramPath :

. 50

. WINDOWS-4HQELG4
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Network Configuration

WMI Location

Data

Namespace |Class Property Description Type Notes
When the alarm is Run in the
root\MoxaIPC|PM_NetworkConfiguration|AlarmProgramPath|triggered, specify the |String
background
program to be executed
Monitor Network
. . Adapter
root\MoxalIPC|PM_NetworkConfiguration|EnableAlarm Start Alarm Bool .
Connection
Status
root\MoxalIPC|PM_NetworkConfiguration|EnableEventLog Eg;ble Windows Event Bool
root\MoxalPC|PM_NetworkConfiguration|EnableSNMPTrap |Enable SNMP Trap Bool
The name of the
Instance will
root\MoxaIPC|PM_NetworkConfiguration|Name correspond to the String
monitoring item in
PM_Network

Example:

PowerShell

Snetworkconfig (Get-WmiObject -Namespace "root/MoxaIPC" -Class
"PM NetworkConfiguration" -Filter "Name='Ethernet'")

Set-WmiInstance -Path $networkconfig -Arguments @{EnableEventLog=S$true;
EnableAlarm=Strue; }

Result:

PS C:\windows\system32> $networkconfig

PS C:\windows\system32> Set-WmiInstance

true;}

| GENUS
[ cLass

| SUPERCLASS
[ DvNASTY
R EN

| DERTVATION
| SERVER

| NAMESPACE
| PATH

)

(Get-WmiObject

$networkconfig

¢ PM_NetworkConfiguration

¢ PM_NetworkConfiguration
: PM_NetworkConfiguration.Name="Ethernet"
| PROPERTY_COUNT 6

: {}
: WINDOWS-4HQELG4
: ROOT\MoxaIPC

¢ \\WINDOWS-4HQELG4\ROOT\MoxaIPC:PM_NetworkConfiguration.Name="Ethernet”
[AlarmBackgroudWoker :

False

lAlarmProgramPath

EnableAlarm
EnableEventLog
EnableSNMPTrap
Name
PSComputerName

: True

: True

: False

: Ethernet

: WINDOWS-4HQELG4

@{EnableEventLog=%$true; EnableAlarm=$%
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Partition Configuration

WMI Location

Namespace [Class

Property

Description

root\MoxaIPC|PM_PartitionConfiguration|EnableEventLog Enable Windows Bool
Event Log
Needs to be
root\MoxalPC|PM_PartitionConfiguration|EnableGracePeriod Enable Grace Period |[Bool |used with
Grace Period
Need to be
used with
Lower
root\MoxalIPC|PM_PartitionConfiguration|EnableLowerAlarm Enable Lower Alarm |Bool |threshold to
monitor
Partition
Utilization
root\MoxaIPC|PM_PartitionConfiguration|EnableSNMPTrap Enable SNMP Trap |Bool
Need to be
used with
Upper
root\MoxalPC|PM_PartitionConfiguration|EnableUpperAlarm Enable Upper Alarm [Bool |threshold to
monitor
Partition
Utilization
When the
monitored value
exceeds the
Threshold, the
root\MoxalIPC|PM_PartitionConfiguration|GracePeriod Alarm will only be |Int
actually triggered
after the Grace
Period count is
reached
When the Lower
. . . Alarm is triggered, . |Runin the
root\MoxaIPC|PM_PartitionConfiguration|LowerAlarmProgramPath . String
specify the program background
to execute
root\MoxalIPC|PM_PartitionConfiguration|LowerThreshold Lower threshold Int Range : 0~100
The name of the
Instance
root\MoxalIPC|PM_PartitionConfiguration|Name corresponds to the |String
monitoring item in
PM_Partition
When the Upper
root\MoxalIPC|PM_PartitionConfiguration|UpperAlarmProgramPath Alarm is triggered, String Run in the
- specify the program background
to be executed
root\MoxaIPC|PM_PartitionConfiguration|UpperThreshold Upper threshold Int Range : 0~100

Example:

PowerShell

$partitionconfig =
"PM PartitionConfiguration" -Filter "Name='C'")

(Get-WmiObject -Namespace "root/MoxaIPC" -Class

Set-WmiInstance -Path $partitionconfig -Arguments @{EnableEventLog=$true;

EnableUpperAlarm=$true; UpperThreshold=50;}
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Result:

PS C:\windows\system32> $partitionconfig = (Get-WmiObject

PS C:\windows\system32> Set-WmiInstance $partitionconfig @{EnableEventlLog=$true; EnableUpper
IAlarm=%$true; UpperThreshold=50;}

| GENUS 12

| CLASS : PM_PartitionConfiguration
| SUPERCLASS 3

[ DYNASTY : PM_PartitionConfiguration
| RELPATH : PM_PartitionConfiguration.Name="C"
| PROPERTY_COUNT 12

| DERIVATION : {}

| SERVER : WINDOWS-4HQELG4

| NAMESPACE : ROOT\MoxaIPC

| PATH ¢ \\WINDOWS-4HQELG4\ROOT\MoxaIPC:PM_PartitionConfiguration.Name="C"
[AlarmBackgroudWoker : False

EnableEventLog : True

EnableGracePeriod : False

EnableLowerAlarm : False

EnableSNMPTrap : False

EnableUpperAlarm 1 True

GracePeriod H]

LowerAlarmProgramPath :

LowerThreshold H]

Name H®

UpperAlarmProgramPath :

UpperThreshold : 50

PSComputerName : WINDOWS-4HQELG4

Power Indicator Configuration

WMI Location

When the alarm is

root\MoxalIPC|PM_PowerIndicatorConfiguration|AlarmProgramPath triggered, specify the String Run in the
program to be background
executed
Monitor
Power
Module 1
root\MoxalIPC|PM_PowerIndicatorConfiguration|EnableAlarm Start Alarm Bool |[Status and
Power
Module 2
Status
root\MoxalPC|PM_PowerIndicatorConfiguration|EnableEventLog Enable Windows Bool

Event Log
root\MoxalPC|PM_PowerIndicatorConfiguration|EnableSNMPTrap |Enable SNMP Trap Bool
The name of the
instance corresponds
root\MoxalPC|PM_PowerIndicatorConfiguration|Name to the monitoring String
item in
PM_PowerlIndicator

Example:
PowerShell

Spowerindicatorconfig = (Get-WmiObject -Namespace "root/MoxaIPC" -Class
"PM PowerIndicatorConfiguration")

Set-WmiInstance -Path $powerindicatorconfig -Arguments @{EnableEventLog=S$Strue;
EnableAlarm=Strue; }
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Result:

PS C:\windows\system32> $powerindicatorconfig

PS C:\windows\system32> Set-WmiInstance

Alarm=$true;}

GENUS

CLASS
SUPERCLASS
DYNASTY
RELPATH
PROPERTY_COUNT
DERIVATION
SERVER
NAMESPACE

PATH

AlarmProgramPath
EnableAlarm
EnableEventLog
EnableSNMPTrap
Name
PSComputerName

WMI Location

(Get-wmiobject

$powerindicatorconfig @{EnableEventLog=%true; Enable

5 %
: PM_PowerIndicatorConfiguration

: PM_PowerIndicatorConfiguration

: PM_PowerIndicatorConfiguration.Name="Power Indicator"

-

{2

: WINDOWS-4HQELG4

: ROOT\MoxaIPC

¢ \\WINDOWS-4HQELG4\ROOT\MoxaIPC:PM_PowerIndicatorConfiguration.Name="Power Indicator"
AlarmBackgroudWoker :

False

i True

: True

: False

: Power Indicator
: WINDOWS-4HQELG4

RAID Configuration

Data

Namespace |Class Property Description Type Notes
When the alarm is Run in the
root\MoxalIPC|PM_RAIDConfiguration|AlarmProgramPath|triggered, specify the String
background
program to be executed
Monitoring
root\MoxalPC|PM_RAIDConfiguration|EnableAlarm Start Alarm Bool |Redundancy
Statistics

root\MoxalIPC|PM_RAIDConfiguration|EnableEventLog

Enable Windows Event Log |Bool

root\MoxalPC|PM_RAIDConfiguration|Name

The name of the instance
will correspond to the
monitoring item in
PM_RAID

String

Example:
PowerShell

Sraidconfig =

(Get-WmiObject -Namespace "root/MoxaIPC" -Class

"PM RAIDConfiguration" -Filter "Name='Volumel'")

Set-WmiInstance -Path $raidconfig -Arguments @{EnableEventLog=S$true;
EnableAlarm=S$Strue; }
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Result:

PS C:\windows\system32> $raidconfig

PS C:\windows\system32> Set-WmiInstance

| GENUS
__cLass

| SUPERCLASS
| pvnasTY

[ RELPATH

| DERIVATION
| SERVER

| NAMESPACE
| PATH

EnableAlarm
EnableEventLog
Name
PSComputerName

(Get-WmiObject

$raidconfig @{EnableEventLog=%true; EnableAlarm=%$true;}

H
: PM_RAIDConfiguration

: PM_RAIDConfiguration

: PM_RAIDConfiguration.Name="Volumel"
| PROPERTY_COUNT :
s ()

: WINDOWS-UG5IVVO

: ROOT\MoxaIPC

: \\WINDOWS-UG5IVVO\ROOT\MoxaIPC:PM_RAIDConfiguration.Name="Volumel"
AlarmProgramPath :

i True

: True

: Volumel

: WINDOWS-UG5IVVO

4

RAID Disk Configuration

WMI Location

D
Namespace |Class Property Description T:;: Notes
When the alarm is Run in the
root\MoxalPC|PM_RAIDDiskConfiguration|AlarmProgramPath|triggered, specify the String
background
program to be executed
Monitor Disk
root\MoxaIPC|PM_RAIDDiskConfiguration|EnableAlarm Start Alarm Bool Stzrtnjgr 1S
root\MoxaIPC|PM_RAIDDiskConfiguration|EnableEventLog Egsble Windows Event Bool
The name of the instance
root\MoxaIPC|PM_RAIDDiskConfiguration|Name will ;orr.esand t? the String
monitoring item in
PM_RAIDDisk

Example:
PowerShell

Sraiddiskconfig =

(Get-WmiObject -Namespace "root/MoxaIPC" -Class

"PM RAIDDiskConfiguration" -Filter "Name='2-2-0-0'")

Set-WmiInstance -Path $raiddiskconfig -Arguments @{EnableEventLog=$true;
EnableAlarm=Strue;}

Result:

PS C:\windows\system32> $raiddiskconfig

PS C:\windows\system32> Set-WmiInstance

|_GENUS

| CcLASS

| SUPERCLASS
| DYNASTY
IGE

| PROPERTY_COUNT :

| DERIVATION
| SERVER

| NAMESPACE
| PATH

EnableAlarm
EnableEventLog
Name
PSComputerName

(Get-Wmiobject

$raiddiskconfig @{EnableEventLog=$true; EnableAlarm=$true;}

2
: PM_RAIDDiskConfiguration

¢ PM_RAIDDiskConfiguration
¢ PM_RAIDDiskConfiguration.Name="2-2-0-0"

4

s AY

¢ WINDOWS-UG5IVVO

: ROOT\MoxaIPC

¢ \\WINDOWS-UG5IVVO\ROOT\MoxaIPC:PM_RAIDDiskConfiguration.Name="2-2-0-0"
iAlarmProgramPath :

i True

1 True

1 2-2-0-0

¢ WINDOWS-UG5IVVO
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Temperature Configuration

WMI Location

Namespace [Class Property Description TD:;: Notes
root\MoxaIPC|PM_TemperatureConfiguration|EnableEventLog Enable Windows Bool
Event Log
Enable Grace Needs to be
root\MoxalIPC|PM_TemperatureConfiguration|EnableGracePeriod . Bool |used with
Period .
Grace Period
Need to be
used with
root\MoxalPC|PM_TemperatureConfiguration|EnableLowerAlarm Enable Lower Bool Lower
- Alarm threshold to
monitor
Temperature
root\MoxaIPC|PM_TemperatureConfiguration|EnableSNMPTrap _T_::;Ie SNMP Bool
Need to be
used with
root\MoxalIPC|PM_TemperatureConfiguration|EnableUpperAlarm Enable Upper Bool Upper
- Alarm threshold to
monitor
Temperature
When the
monitored value
exceeds the
Threshold, the
root\MoxalPC|PM_TemperatureConfiguration|GracePeriod Alarm will only be |Int
actually triggered
after the Grace
Period count is
reached
When the Lower
Alarm is Run in the
root\MoxaIPC|PM_TemperatureConfiguration|LowerAlarmProgramPath|triggered, specify |String background
the program to
execute
root\MoxalPC|PM_TemperatureConfiguration|LowerThreshold Lower threshold |Int
The name of the
instance will
root\MoxaIPC|PM_TemperatureConfiguration|Name corre.:sp(.)nd .to the String
monitoring item
in
PM_Temperature
When the Upper
Alarm is Run in the
root\MoxalPC|PM_TemperatureConfiguration|UpperAlarmProgramPath|triggered, specify |String background
the program to
be executed
root\MoxaIPC|PM_TemperatureConfiguration|UpperThreshold Upper threshold |Int

Example:
PowerShell

Stemperatureconfig

"PM TemperatureConfiguration" -Filter "Name='CPU'")

(Get-WmiObject -Namespace "root/MoxaIPC" -Class

Set-WmiInstance -Path S$temperatureconfig -Arguments @{EnableEventLog=S$true;
EnableUpperAlarm=$true; UpperThreshold=50;}
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Result:

PS C:\windows\system32> $temperatureconfig

PS C:\windows\system32> Set-WmiInstance

erAlarm=%true;

GENUS
CLASS
SUPERCLASS
DYNASTY
RELPATH

PROPERTY_COUNT

DERIVATION
SERVER
NAMESPACE
PATH

AlarmBackgroudwWoker

EnableEventLog

EnableGracePeriod
EnableLowerAlarm

EnableSNMPTrap

EnableUpperAlarm

GracePeriod

UpperThreshold=5@; }

A

(Get-WmiObject

$temperatureconfig

: PM_TemperatureConfiguration

: PM_TemperatureConfiguration
¢ PM_TemperatureConfiguration.Name="CPU"

12

: )

: WINDOWS-4HQELG4
: ROOT\MoxaIPC

@{EnableEventlLog=$true; EnableUpp

¢ \\WINDOWS-4HQELG4\ROOT\MoxaIPC:PM TemperatureConfiguration.Name="CPU"

: False
i True
: False
: False
: False
: True
H %)

LowerAlarmProgramPath :

LowerThreshold
Name

H%]
: CPU

UpperAlarmProgramPath :

UpperThreshold
PSComputerName

. 50
: WINDOWS-4HQELG4

Voltage Configuration

WMI Location

to execute

.. Data
root\MoxalPC|PM_VoltageConfiguration|EnableEventLog Enable Windows Bool
Event Log
Needs to be
root\MoxaIPC|PM_VoltageConfiguration|EnableGracePeriod Enable Grace Period [Bool |used with
Grace Period
Needs to be
used with
) . Lower
root\MoxalIPC|PM_VoltageConfiguration|EnableLowerAlarm Enable Lower Alarm |Bool
threshold to
monitor
Voltage
root\MoxaIPC|PM_VoltageConfiguration|EnableSNMPTrap Enable SNMP Trap Bool
Needs to be
used with
root\MoxaIPC|PM_VoltageConfiguration|EnableUpperAlarm Enable Upper Alarm |Bool Upper
- threshold to
monitor
Voltage.
When the monitored
value exceeds the
Threshold, the Alarm
root\MoxaIPC|PM_VoltageConfiguration|GracePeriod will only be actually |Int
triggered after the
Grace Period count is
reached
When the Lower
root\MoxalPC|PM_VoltageConfiguration|LowerAlarmProgramPath Alarm Is triggered, String Run in the
specify the program background
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Data
N P D [1514] N
Smespace _ roperty SSEHPHON Type otes

root\MoxalPC|PM_VoltageConfiguration|LowerThreshold Lower threshold Int
The name of the
instance corresponds
to the monitoring
item in PM_Voltage
When the Upper
Alarm is triggered, String Run in the
specify the program background
to be executed

root\MoxalIPC|PM_VoltageConfiguration|UpperThreshold Upper threshold Int

root\MoxalIPC|PM_VoltageConfiguration|Name String

root\MoxalPC|PM_VoltageConfiguration|UpperAlarmProgramPath

Example:

PowerShell

Svoltageconfig = (Get-WmiObject -Namespace "root/MoxalIPC" -Class
"PM VoltageConfiguration" -Filter "Name='Mainboard'")

Set-WmiInstance -Path $voltageconfig -Arguments @{EnableEventLog=S$true;
EnableUpperAlarm=$true; UpperThreshold=6;}

Result:

PS C:\windows\system32> $voltageconfig = (Get-WmiObject

PS C:\windows\system32> Set-WmiInstance $voltageconfig @{EnableEventLog=%$true; EnableUpperAl
arm=%true; UpperThreshold=6;}

GENUS 2
CLASS ! PM_VoltageConfiguration
SUPERCLASS 2
DYNASTY ¢ PM_VoltageConfiguration
RELPATH ¢ PM_VoltageConfiguration.Name="Mainboard"
PROPERTY_COUNT 11
DERIVATION : {3
SERVER . WINDOWS-4HQELG4
NAMESPACE : ROOT\MoxaIPC
PATH ¢ \\WINDOWS-4HQELG4\R0OOT \MoxaIPC:PM VoltageConfiguration.Name="Mainboard"
AlarmBackgroudhoker : False
EnableEventLog 1 True
EnableGracePeriod . False
EnableLowerAlarm ¢ False
EnableUpperAlarm 1 True
racePeriod ]
LowerAlarmProgramPath :
LowerThreshold ]
ame ! Mainboard
pperAlarmProgramPath :
pperThreshold 6
PSComputerName : WINDOWS-4HQELG4
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Event Log

Proactive Monitoring provides integrating with Windows Event Log for recording information on the system
statuses being monitored and abnormal events in the event log. Proactive Monitoring also defines a custom
event viewer path, which allows users to find relevant monitoring records more easily.

Event Viewer Path
Application and Services Log\Proactive Monitoring

To view the events in the event log, do the following:

1. Open the Event Viewer.
2. Inthe menu tree (on the left panel), expand Application and Services Log.
3. Click on Proactive Monitoring to view the event records.

12 Event Viewer - m] X
File Action View Help

e B m

2] Event Viewer (Local) Proactive Monitoring  Number of events: 73 Actions
[ Custom Views : L
[ Windows Logs Level Date and Time Source EventID Task Category " | | Proactive Monitoring -
v [ Applications and Services Log || £ Warning 3/19/2025 12:32.07 AM Proactive Monitoring 302 None = Open Saved Log..
£ Hardware Events /i Warning 3/19/2025 12:31:07 AM Proactive Monitoring 302 None ¥ Create Custom View..
I Intel /i Warning 3/19/2025 12:3007 AM Proactive Monitoring 302 None Import Custom View.
=] Internet Explorer /i Warning 3/19/2025 122907 AM Proactive Monitoring 302 None P
f£] Key Management Service| || /i\ Warning 3/19/2025 12:28:06 AM Proactive Monitoring 302 None Clear Log..
| Microsoft /i Warning 3/19/2025 12:27:06 AM Proactive Monitoring 302 None ¥ Filter Current Log..
=] Oneapp_iGce /i, Warning 3/19/2025 12:26:06 AM Proactive Monitoring 302 None B properties
| OpenSSH /i Warning 3/19/2025 122506 AM Proactive Monitoring 302 None @ Find
& Pff’ad‘ve Monitoring /i Warning 3/19/2025 12:24:06 AM Proactive Monitoring 302 None ind-
& Windows Powershell i\ Warning 3/19/2025 122306 AM Proactive Monitoring 302 None I Save All Events As..
21 Subscriptions /i Warning 3/19/2025 12:22:06 AM Proactive Monitoring 302 None v Attach a Task To this Log...
< >
View »
Event 302, Proactive Monitoring X |G Refresh
General Details Help 4
[Warning: Memory utilization (60%) exceeds the upper threshold (50%). Event 302, Proactive Monitoring =
[Z] Event Properties
] Attach Task To This Event...
5 copy 4
Log Name: Proactive Monitoring Jed Save Selected Events...
Source: i Logged: 321
Source Proactive Monitoring ogged: 3/19/2025 12:3207 AM & Refresh
Event ID: 302 Task Category: None
Help »
Level: Warning Keywords: Classic
User: N/A Computer  WINDOWS-4HQELG4
OpCode: Info
More Information:  Event Log Online Hel
< >

Integration of the Proactive Monitoring event logs with the Windows Event Log provides the following
benefits:

Centralized Management: All system events are recorded in the Windows Event Viewer for easy unified
management and review.

e History Tracking: Keeping a historical record of system status helps in subsequent problem analysis and
tracking.

e Automated Processing: Can be combined with event triggers or custom scripts to implement automated
response mechanisms.

L]

Enhanced Security: By monitoring and recording abnormal events, it helps administrators detect
potential security threats in real time.

This integration makes Proactive Monitoring more than just a real-time monitoring tool by adding system
maintenance and security management capabilities.

Event ID List:
EventID [Item  |Description

101 CPU CPU usage is lower than Threshold

102 CPU CPU usage is higher than Threshold

201 Disk Disk health status is "Warning"

301 Memory Memory usage is lower than the threshold

302 Memory Memory usage is higher than the threshold

401 Network Network adapter connection status is "Not Connected"
501 Partition Partition usage is lower than Threshold
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EventID [Item  |Description

502 Partition Partition usage is higher than Threshold

601 Power Indicator Power Module Status is "Failed"

701 RAID Intel RST RAID Redundancy Status is abnormal

801 RAID Disk The disks that make up the Intel RST RAID are abnormal.
901 Temperature Temperature below Threshold

902 Temperature Temperature higher than Threshold

1001 Voltage Temperature below Threshold

1002 Voltage Temperature higher than Threshold
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2. APIs

Overview

The Moxa Proactive Monitoring tools provides APIs to communicate with supported hardware devices. The
APIs are developed using the C programming language.

CPU Status

The CPUStatus API can get the following CPU information:

GetAverageCpuUsage

Gets the average CPU utilization
GetCpuUsage

Gets the CPU utilization per core

GetAverageCpuUsage

Syntax

int GetAverageCpuUsage (
int *value

) ;

Description
Retrieves the average usage of CPU.
Parameters

value:
CPU total usage in percent.

Return Value

If the CPU usage is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value Meaning
Return Value -1 Failed to retrieve CPU usage.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll
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GetCpuUsage

Syntax
int GetCpuUsage (
int index,

int* wvalue

)
Description
Retrieves the usage of each individual CPU logical processors.
Parameters

index:
The index of logical processors. When the input index is 0, it retrieves the total CPU utilization.

value:
Processor total usage in percent.

Return Value
If the processor usage is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value Meaning
Return Value -1 Failed to retrieve processor usage.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

Disk Health Status

GetDiskPort

Syntax
int GetDiskPort (
int index,

int *value

);

Description
Retrieves the port location of the disk in the slot.
Parameters

index:
The index of disk.

value:
The port location of the disk in the slot.

Return Value

If the port location of the disk in the slot is successfully retrieved, return 0; otherwise, return -1.

Error codes

Return Value -1 Failed to retrieve port location of the disk in the slot.
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Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetDiskEXxist

Syntax
int GetDiskExist (
int index,

bool *value

) ;

Description
Retrieves whether the disk in the specified slot exists or not.
Parameters

index:
The index of disk slot.

value:
The disk in the specified slot exists or not.

Return Value
If the slot status is successfully retrieved, return 0; otherwise, return -1.

Error codes

Name Value |Meaning
-1

Return Value Failed to retrieve the slot status.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetDiskExistInt

Syntax
int GetDiskExist (
int index,

int *value

) ;

Description
Retrieves whether the disk in the specified slot exists or not.
Parameters

index:
The index of disk slot.

value:
The disk in the specified slot exists or not. If the disk exists, return 1; if the disk is not present, return 0.

Return Value
If the slot status is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value Meaning
Return Value -1 Failed to retrieve the slot status.

Proactive Monitoring Software User Manual 32



Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetDiskHealthStatus

Syntax
int GetDiskHealthStatus(
int index,

int *value

) ;

Description
Retrieves the health status of the specified disk.
Parameters

index:
The index of disk slot.

value:

The health status of the disk:

e If no disk is inserted, return 1.

e If the disk status is "Good", return 2.

e If the disk status is "Warning", return 3.
e If the status is unknown, return -1.

Return Value
If the disk health status is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value Meaning
Return Value -1 Failed to retrieve the disk health status.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetDiskSerialNumber

Syntax
int GetDiskSerialNumber (
int index,

char *value

) ;

Description
Retrieves the serial number of the specified disk.
Parameters

index:
The index of disk slot.

value:
The serial number of the disk.
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Return Value

If the disk serial number of the disk is successfully retrieved, return 0; otherwise, return -1.

Error codes

Name [Value  |Meaning
-1

Return Value Failed to retrieve the disk serial number.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetDiskAvgEraseCount

Syntax

int GetDiskAvgEraseCount (
int index,

int *value

) ;
Description
Retrieves the erase count of the specified disk.
Parameters

index:
The index of disk slot.

value:
The erase count of the disk.

Return Value
If the disk erase count is successfully retrieved, return 0; otherwise, return -1.

Error codes

Name lValue  |Meaning
-1

Return Value Failed to retrieve the disk erase count.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

Memory Status

GetMemUsage

Syntax
int GetMemUsage (

int *value

)
Description
Retrieves the total usage of memory.
Parameters

value:
Memory total usage in percent.
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Return Value

If the memory usage is successfully retrieved, return 0; otherwise, return -1.

Error codes

Name [Value  |Meaning
-1

Return Value Failed to retrieve memory usage.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetMemTotalSize

Syntax
int GetMemTotalSize (
int *value

);

Description
Retrieves the total memory size.
Parameters

value:
Total memory size, measured in MB.

Return Value

If the total memory size is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value Meaning
Return Value -1 Failed to retrieve total memory size.

Requirements

Header HardwareMonitorApi.h

Library HardwareMonitorApi.lib

DLL HardwareMonitorApi.dll
GetMemAvailSize

Syntax

int GetMemAvailSize (
int *value

) ;

Description
Retrieves the available memory size.
Parameters

value:
Available memory size, measured in MB.

Return Value
If the available memory size is successfully retrieved, return 0; otherwise, return -1.

Error codes

Name \Value  |Meaning
-1

Return Value Failed to retrieve available memory size.
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Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

Ethernet Status

GetEthConnectionID

Syntax
int GetEthConnectionID (
int index,

char *value

) ;

Description
Retrieves the connection ID of the specified network adapter.
Parameters

index:
The index of network adapter

value:
The connection ID of the network adapter.

Return Value

If the network adapter connection ID is successfully retrieved, return 0; otherwise, return -1.
Error codes

Name Value Meaning

Return Value -1 Failed to retrieve the network adapter connection ID.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetEthDescr

Syntax
int GetEthDescr (
int index,

char *value

) ;

Description
Retrieves the description of the specified network adapter.
Parameters

index:
The index of network adapter.

value:
The description of the network adapter.

Return Value

If the network adapter description is successfully retrieved, return 0; otherwise, return -1.
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Error codes

Name Value Meaning

Return Value -1 Failed to retrieve the network adapter description.
Requirements

Header HardwareMonitorApi.h

Library HardwareMonitorApi.lib

DLL HardwareMonitorApi.dll

GetEthCount

Syntax
int GetEthCount (
int *value

) ;

Description
Retrieves the network adapter count on device.
Parameters

value:
The network adapter count.

Return Value

If the network adapter count is successfully retrieved, return 0; otherwise, return -1.

Error codes

Name \Value  |Meaning
-1

Return Value Failed to retrieve the network adapter count.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetEthSpeed

Syntax
int GetEthSpeed (
int index,

int *value

) ;

Description
Retrieves the current connection speed, which can be 0, 10, 100, or 1000.
Parameters

index:
The index of network adapter.

value:
The network adapter connection speed.

Return Value

If the network adapter count is successfully retrieved, return 0; otherwise, return -1.
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Error codes
Name Value (Meaning
Return Value -1 Failed to retrieve the network adapter connection speed.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetEthLink

Syntax
int GetEthLink (
int index,

int *value

)

Description
Retrieves the network adapter connection status.
Parameters

index:
The index of network adapter.

value:
The connection status of the network adapter. Return 0 for disconnected and 1 for connected.

Return Value
If the network adapter connection status is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value [Meaning
Return Value -1 Failed to retrieve the network adapter connection status.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetEthUsage

Syntax
int GetEthUsage (
int index,

int *value

) ;
Description
Retrieves the network adapter utilization.
Parameters

index:
The index of network adapter.

value:
The network adapter utilization.

Return Value

If the network adapter utilization is successfully retrieved, return 0; otherwise, return -1.
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Error codes

Name Value Meaning

Return Value -1 Failed to retrieve the network adapter utilization.
Requirements

Header HardwareMonitorApi.h

Library HardwareMonitorApi.lib

DLL HardwareMonitorApi.dll

Partition Status

GetPartitionUsage

Syntax

int GetPartitionUsage (
int index,

int *value

);

Description
Retrieves the utilization of the specified partition.
Parameters

index:
The index of partition.

value:
The utilization of partition.

Return Value

If the partition utilization is successfully retrieved, return 0; otherwise, return -1.

Error codes

Return Value -1 Failed to retrieve the partition utilization.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetPartitionTotalSize

Syntax

int GetPartitionTotalSize(
int index,

int *value

);

Description
Retrieves the total capacity of the specified partition.
Parameters

index:
The index of partition.
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value:
The total capacity of the partition.

Return Value

If the total capacity of partition is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value Meaning
Return Value -1 Failed to retrieve the total capacity of partition.

Requirements

Header HardwareMonitorApi.h

Library HardwareMonitorApi.lib

DLL HardwareMonitorApi.dll
GetPartitionName

Syntax

int GetPartitionName (
int index,

char *value

) ;

Description
Retrieves the label name of specified partition.
Parameters

index:
The index of partition.

value:
The label name of partition.

Return Value

If the partition label is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value Meaning
Return Value -1 Failed to retrieve the partition label.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetPartitionAvailSize

Syntax

int GetPartitionAvailSize(
int index,

int *value

) ;

Description
Retrieves the available capacity of the specified partition.
Parameters

index:
The index of partition.
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value:
The available capacity of partition.

Return Value
If the available capacity is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value |Meaning
Return Value -1 Failed to retrieve the available capacity of the specified partition.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

Mainboard Status

GetPwrStatus

Syntax
int GetPwrStatus (
int index,

int *value

);

Description
Retrieves the power status of specified power module.
Parameters

index:
The index of power module.

value:

Retrieve the power status of the specified power module. Return 0 if the power module has failed, and 1 if it
is active.

Return Value
If the power status of power module is successfully retrieved, return 0; otherwise, return -1.

Error codes

Name \Value  |[Meaning

Return Value -1 Failed to retrieve the power status of power module.

Requirements

Header HardwareMonitorApi.h

Library HardwareMonitorApi.lib

DLL HardwareMonitorApi.dll
GetPwrIndicator

Syntax

int GetPwrIndicator (

int *value

);

Description

Retrieves the power status of the power module.
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Parameters

value:

The power status of the power module with the following return values:
e 0: Not supported.

e 1: Modulel is Active and Module2 is Failed.

e 2: Modulel is Failed and Module2 is Active.

e 3: Both Modulel and Module2 are Active.

Return Value
If the power indicator value is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value Meaning
Return Value -1 Failed to retrieve the power indicator value.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

RAID Status

GetIntelRaidDiskCount

Syntax
int GetIntelRaidDiskCount (
int raidIndex,

int *value

) ;
Description
Retrieves the disk count of specified Intel® RAID volume.
Parameters

raidlndex:
The index of Intel® RAID volume.

value:
The disk count of Intel® RAID volume.

Return Value
If the disk count of Intel® RAID volume is successfully retrieved, return 0; otherwise, return -1.

Error codes

Name Value |Meaning

Return Value -1 Failed to retrieve the disk count of Intel® RAID volume.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll
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GetIntelRaidDiskSerialNumber

Syntax
int GetIntelRaidDiskSerialNumber (
int raidIndex,

int diskIndex,
char *value

Description
Retrieves the serial number of the specified disk within the designated Intel® RAID volume.
Parameters

raidlndex:
The index of Intel® RAID volume.

diskIndex:
The index of disk on the Intel® RAID volume.

value:
The serial number of disk.

Return Value
If the serial number of the disk is successfully retrieved, return 0; otherwise, return -1.

Error codes

Name Value [Meaning
Return Value -1 Failed to retrieve the serial number of disk on Intel® RAID volume.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetIntelRaidDiskPort

Syntax
int GetIntelRaidDiskPort (
int raidIndex,
int diskIndex,

int *value

Description
Retrieves the port number of the specified disk within the designated Intel® RAID volume.
Parameters

raidIndex:
The index of Intel® RAID volume.

diskIndex:
The index of disk on the Intel® RAID volume.

value:
The port number of disk.

Return Value

If the port number of disk is successfully retrieved, return 0; otherwise, return -1.
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Error codes
Name Value Meaning
Return Value -1 Failed to retrieve the port number of disk.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetIntelRaidDiskStatus

Syntax
int GetIntelRaidDiskStatus (
int raidIndex,
int diskIndex,

char *value

Description
Retrieves the RAID status of the specified disk within the designated Intel® RAID volume.
Parameters

raidlndex:
The index of Intel® RAID volume.

diskIndex:
The index of disk on the Intel® RAID volume.

value:
The RAID status of disk.

Return Value
If the RAID status of disk is successfully retrieved, return 0; otherwise, return -1.

Error codes

Name Value | Meaning
-1

Return Value Failed to retrieve the RAID status of disk.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetRaidCount

Syntax

int GetRaidCount (
int *value

);

Description
Retrieves the count of Intel® RAID and Software RAID arrays on the system.
Parameters

value:
The count of Intel® RAID and Software RAID arrays.

Return Value

If the count of RAID arrays is successfully retrieved, return 0; otherwise, return -1.
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Error codes
Name Value Meaning
Return Value -1 Failed to retrieve the count of RAID arrays.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetRaidMode

Syntax
int GetRaidMode (
int index,

int *value

) ;
Description
Retrieves the RAID mode of Intel® RAID and Software RAID arrays.
Parameters

index:
The index of RAID arrays on the system.

value:
The power status of power module.

The RAID mode of the RAID arrays with the following return values:

e 0: Intel® RAID - RAID 0; Software RAID - Stripe
e 1: Intel® RAID - RAID 1; Software RAID - Mirror
e 2: Software RAID - Spanned

e 5: Intel® RAID - RAID 5; Software RAID - RAID-5
e 10: Intel® RAID - RAID 10

Return Value
If the RAID mode of RAID arrays is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value Meaning
Return Value -1 Failed to retrieve the RAID mode of RAID arrays.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetRaidRedundancyStatus

Syntax

int GetRaidRedundancyStatus (
int index,

int *value

);

Description

Retrieves the redundancy status of specified disk.
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Parameters

index:
The index of disk.

value:
The redundancy status of disk.

Return Value
If the redundancy status of disk is successfully retrieved, return 0; otherwise, return -1.

Error codes

Name Value  [Meaning
-1

Return Value Failed to retrieve the redundancy status of disk.

Requirements

Header HardwareMonitorApi.h

Library HardwareMonitorApi.lib

DLL HardwareMonitorApi.dll
GetRaidVolumeName

Syntax

int GetRaidVolumeName (
int index,

char *value

);

Description
Retrieves the RAID volume name of specified disk.
Parameters

index:
The index of disk.

value:
The RAID volume name of disk.

Return Value
If the RAID volume name of disk is successfully retrieved, return 0; otherwise, return -1.

Error codes

Name Value  [Meaning
-1

Return Value Failed to retrieve the RAID volume name of disk.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetIntelRaidCount

Syntax
int GetIntelRaidCount (

int *value

);

Description

Retrieves the count of Intel® RAID arrays.
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Parameters

value:
The count of Intel® RAID arrays.

Return Value
If the count of Intel® RAID arrays is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value Meaning
Return Value -1 Failed to retrieve the count of Intel® RAID arrays.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

GetIntelRaidStatus

Syntax
int GetIntelRaidStatus (
int index,

int *value

) ;

Description
Retrieves the status of the disk on the Intel® RAID volume.
Parameters

index:
The index of disk.

value:
Retrieve the status of the disk on the Intel® RAID with the following return values:

e 0: Failed

e 1: Normal

e  2: Rebuilding

e 3: General Migration
e =-1: Unknown
Return Value

If the status of the disk is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value Meaning
Return Value -1 Failed to retrieve the status of the disk.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll
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GetIntelRaidVolumeName

Syntax

int GetIntelRaidVolumeName (
int index,

char *value

) ;

Description
Retrieves the Intel® RAID volume name of specified disk.
Parameters

index:
The index of disk.

value:
The Intel® RAID volume name of disk.

Return Value
If the Intel® RAID volume name of disk is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value (Meaning
Return Value -1 Failed to retrieve the Intel® RAID volume name of disk.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll

Serial Port Status

GetUartCount

Syntax
int GetUartCount (

int *value

) ;
Description
Retrieves the count of UART port.
Parameters

value:
The count of UART port.

Return Value
If the UART port count is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value Meaning
Return Value -1 Failed to retrieve the count of UART port.

Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll
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GetUartStatus

Syntax

int GetUartStatus (
int index,

int *value

)
Description
Retrieves the status of specified UART port.
Parameters

index:
The index of UART port.

value:
The status of UART port with the following return values:

0: Normal
1: Busy

Return Value

If the status of UART port is successfully retrieved, return 0; otherwise, return -1.

Error codes
Name Value Meaning
Return Value -1 Failed to retrieve the status of UART port.

Requirements

Header HardwareMonitorApi.h

Library HardwareMonitorApi.lib

DLL HardwareMonitorApi.dll
GetTemperature

Syntax

int GetTemperature (
int index,

int *value

) ;
Description
Retrieves the temperature of CPU, mainboard or memory.
Parameters

index:
The index of disk.

value:
The RAID volume name of disk.

Return Value

If the RAID volume name of disk is successfully retrieved, return 0; otherwise, return -1.

Error codes

Name Value  [Meaning
-1

Return Value Failed to retrieve the RAID volume name of disk.
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Requirements

Header HardwareMonitorApi.h
Library HardwareMonitorApi.lib
DLL HardwareMonitorApi.dll
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3. SNMP

Overview

Proactive Monitoring provides Simple Network Management Protocol (SNMP) functionality and supports
SNMP v2 and v3 versions. With this function, administrators can remotely monitor device status and
integrate them into the existing network management systems. SNMP v2 provides basic monitoring
capabilities, while SNMP v3 provides additional security enhancements that support encryption and user-
authentication mechanisms, making network management more secure and reliable.

Through these methods, you can effectively use scripted and graphical methods to collect system
information and choose the most appropriate tool based on your needs.

MIB File

Management Information Base (MIB) is a database that describes manageable objects on network devices.
It defines various parameters and states of devices in a hierarchical structure, allowing the management
system to query or set these parameters through SNMP.

Proactive Monitoring provides its own MIB file, which can be found at:

C:\Program Files\Moxa\Moxa Proactive Monitoring\SNMP\PROACTIVE-MONITORING-MIB.my

This MIB file allows users to easily integrate Proactive Monitoring into existing SNMP management systems
and query system status and event information.

OIDs

OID Name Data Access |Description
Type
1.3.6.1.4.1.8691.17.2.1.1  |cpuLogicCount e |read-  [The number of CPU logic

only processors.

read- Current overall CPU utilization,

.1.3.6.1.4.1.8691.17.2.1.2 cpuTotalUsage Int only measured in percentage, with a
range from 0% to 100%.

read- |Current CPU temperature,

only measured in Celsius.

read- |Current CPU voltage, measured in

only mV.

Each logical processor is assigned

read- a unique value.

.1.3.6.1.4.1.8691.17.2.1.5.1.1logicProcessorIndex Int only This value ranges from 1 to the
total number of logical processors

on the managed device

Current usage of each logical

read- |processor, measured in

.1.3.6.1.4.1.8691.17.2.1.3 cpuTemperature Int

.1.3.6.1.4.1.8691.17.2.1.4 cpuVoltage Int

.1.3.6.1.4.1.8691.17.2.1.5.1.2|logicProcessorUsage Int only percentage, ranges from 0% to
100%.
read- Current usage of memory,
.1.3.6.1.4.1.8691.17.2.2.1 memoryUsage Int onl measured in percentage, ranges
Y lfrom 0% to 100%.
1.3.6.1.4.1.8691.17.2.2.2  |memoryTotalSize e |read-  |Total memory capacity, measured
only in MB.
1.3.6.1.4.1.8691.17.2.2.3  |memoryAvailableSize  |Int :;TS Q"f’l'gb'e memory size, measured
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Type
1.3.6.1.4.1.8691.17.2.2.4  |dramVoltage e |read-  |Current DRAM voltage, measured
only in mV.
A unique value for each partition
read- on the managed device.
.1.3.6.1.4.1.8691.17.2.3.1.1.1|partitionStatusIndex Int only The ranges of this value from 1 to
the number of partition
on the managed device.
The partition friendly name on the
read- managed device.
.1.3.6.1.4.1.8691.17.2.3.1.1.2|partitionFriendlyName String only The value of this object should be
the drive letter.
(e.g., 'C' on the Windows system)
read- Current partition utilization,
.1.3.6.1.4.1.8691.17.2.3.1.1.3|partitionUsage Int only measured in percentage, ranges
from 0% to 100%.
1.3.6.1.4.1.8691.17.2.3.1.1.4| partitionTotalSize e |read-  |Current partition total size,
only measured in MB.
. . . read- |Available partition size, measured
.1.3.6.1.4.1.8691.17.2.3.1.1.5|partitionAvailableSize Int .
only in MB.
The mainboard power status.
A 'notsupport(0)' is returned when
the managed device does not
support the power indicator
read- function.
.1.3.6.1.4.1.8691.17.2.4.1 mainboardPowerlIndicator|Int only The 'pwrl(1)' is returned when
only power 1 is activated.
The 'pwr2(2)' is returned when
only power 2 is activated.
A 'dualpower(3)' is returned when
both powers are activated.
1.3.6.1.4.1.8691.17.2.4.2  |mainboardTemperature |Int |/ c2d- |Current mainboard temperature,
only measured in Celsius.
. read- |Current mainboard voltage,
.1.3.6.1.4.1.8691.17.2.4.3 mainboardVoltage Int .
only measured in mV.
The mainboard power 1 status.
The 'fail(0)' is returned when
power 1 is deactivated.
1.3.6.1.4.1.8691.17.2.4.4  |mainboardPoweriStatus |Int | c20~ |The activated(1)'is returned when
only power 1 is activated.
The 'notsupport(2)' is returned
when the managed device does not
support the power indicator.
The mainboard power 2 status.
The 'fail(0)' is returned when
power 1 is deactivated.
1.3.6.1.4.1.8691.17.2.4.5  |mainboardPower2Status |Int | c2d” |The ‘activated(1)'is returned when
only power 1 is activated.
The 'notsupport(2)' is returned
when the managed device does not
support the power indicator.
A unique value for each serial port
read- on the managed device.
.1.3.6.1.4.1.8691.17.2.5.1.1.1|portStatusIndex Int only The ranges of this value from 1 to
the number of serial port
on the managed device.
1.3.6.1.4.1.8691.17.2.5.1.1.2|serialPortFriendlyName  |String | 20~ | The serial port friendly name on
only the managed device.
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OID

.1.3.6.1.4.1.8691.17.2.5.1.1.3

pore S o

portStatusValue

Int

read-
only

The serial port status of managed
device.

If the serial port is available, the
value 'available(0)' is returned.

If the serial port is in use, the
value 'inuse(1)' is returned.

.1.3.6.1.4.1.8691.17.2.6.1.1.1

networkAdapterIndex

Int

read-
only

A unique value for each network
adapter on the managed device.
The ranges of this value from 1 to
the number of network adapters
on the managed device.

.1.3.6.1.4.1.8691.17.2.6.1.1.2

networkFriendlyName

String

read-
only

The network adapter friendly name
on the managed device.

.1.3.6.1.4.1.8691.17.2.6.1.1.3

connectionStatus

Int

read-
only

The network connection status.
If the network cable unplugged,
the value 'disconnected(0)' is
returned.

If the network cable plugged, the
value 'connected(1)' is returned.

.1.3.6.1.4.1.8691.17.2.6.1.1.4

linkSpeed

Int

read-
only

The current network link speed.
The unit of value is 'M'. Represent
its status to '10M' or '100M' and
'1000M'.

.1.3.6.1.4.1.8691.17.2.6.1.1.5

networkUtilization

Int

read-
only

Current network adapter
utilization, measured in
percentage, ranges from 0% to
100%.

.1.3.6.1.4.1.8691.17.2.7.1.1.1

diskStatusIndex

Int

read-
only

A unique value for each disk on the
managed device.

The ranges of this value from 1 to
the number of disk

on the managed device.

.1.3.6.1.4.1.8691.17.2.7.1.1.2

diskSlotStatus

Int

read-
only

The slot status on the managed
device.

If the disk doesn't insert into the
slot when the Proactive Monitoring
service start, the value 'nodisk(1)’
is returned.

If the disk insert into the slot, the
value 'good(2)' is returned.

If the disk had been unplugged
from slot, the value 'unplugged(3)'
is returned.

.1.3.6.1.4.1.8691.17.2.7.1.1.3

diskPort

Int

read-
only

The disk port number on the
managed device.

The ranges of this value from 0 to
the port number of disk

on the managed device.

.1.3.6.1.4.1.8691.17.2.7.1.1.4

diskSerialNumber

String

read-
only

The unique serial number of each
disk.
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Type
The current disk health status.
If the disk doesn't insert into the
slot, the value 'nodisk(1)" is
returned.
read- If the disk work properly, the value
.1.3.6.1.4.1.8691.17.2.7.1.1.5|diskHealthStatus Int only 'normal(2)' is returned.
If the disk reallocated sectors
count, current pending sector
count and uncorrectable sector
count which is more than 1,
the value 'error(3)' is returned.
The current disk Avg Erase Count.
1.3.6.1.4.1.8691.17.2.7.1.1.6|diskAvgEraseCount e |read-  |If the disk doesn't support avg
only erase count, the value '-1'is
returned.
A unique value for each RAID on
read- the managed device.
.1.3.6.1.4.1.8691.17.2.9.1.1.1|raidStatusIndex Int only The ranges of this value from 1 to
the number of RAID
on the managed device.

. read- |The raidMode.
.1.3.6.1.4.1.8691.17.2.9.1.1.2|raidMode Int only The value is (0,1,5,10).
.1.3.6.1.4.1.8691.17.2.9.1.1.3|raidRedundancyStatus  |Int ;9;:5 The RAID Redundancy Status.
.1.3.6.1.4.1.8691.17.2.9.1.1.4|raidVolumeName String ::]al;j- The volume name of the RAID.

A unique value for each disk in
read- RAID on the managed device.
.1.3.6.1.4.1.8691.17.2.9.2.1.1|raidDiskStatusIndex Int only The ranges of this value from 1 to
the number of disk in specific RAID
on the managed device.
The disk port number on the
read- managed device.
.1.3.6.1.4.1.8691.17.2.9.2.1.2|raidDiskPort Int only The ranges of this value from 0 to
the port number of disk
on the managed device.
A . read- |The unique serial number of each
.1.3.6.1.4.1.8691.17.2.9.2.1.3|raidDiskSerialNumber Int .
only disk.
.1.3.6.1.4.1.8691.17.2.9.2.1.4|raidDiskStatus Int ;en?j_ The disk Status in specific RAID.
1.3.6.1.4.1.8691.17.2.9.2.1.5|raidDiskRaidVolumeName|String |20~ |The RAID volume name of the
only RAID disk.
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Windows SNMP Service (v2)

Windows SNMP Service is a built-in service of the Windows operating system that allows system
administrators to monitor and manage network devices using the SNMP protocol. This service can receive
SNMP queries and return system status information, making it suitable for network monitoring and
automated management environments.

Installing Windows SNMP Service (v2)

To install the SNMP service on Windows, use the following PowerShell commands:

Add-WindowsCapability -Online -Name "SNMP.Client~~~~0.0.1.0"

Add-WindowsCapability -Online -Name "WMI-SNMP-Provider.Client~~~~0.0.1.0"

Code block 1 PowerShell

These commands will install the SNMP Client and WMI SNMP Provider, allowing the system to access SNMP

information through WMI further enhancing the monitoring and management capabilities of the device.

Setting Up the Windows SNMP Service

1. In the Windows Services page, right-click on the SNMP Service and select Properties.

Services

File Action View

Help

= T Bz BH=E veump

Services (Local)

Services (Local)

SNMP Service Name Description Status Startup Type Log On As
& Secure Socket Tunneling Pro.. Provides sup.. Running  Manual Local Service
%ﬁ‘rﬁhs:rs‘g:v?ce &k Security Accounts Manager  Thestartup ..  Running  Automatic Local System
&k Security Center The WSCSVC..  Running  Automatic (De.. Local Service
1 Sensor Data Service Delivers dat.. Manual (Trigg..  Local System
Description: ‘& Sensor Monitoring Service Monitors va... Manual (Trigg.. Local Service
Enables Simple Network o
Management Protocol (SNMP) & Sensor Service Aservice for .. Manual (Trigg..  Local System
requests to be processed by this &k Server Supports file.. Running  Automatic (Tri..  Local System
computer. If this service is stopped, & Shared PC Account Manager ~ Manages pr... Disabled Local System
the computer will be unable to &} Shell Hardware Detection Provides not.. Running  Automatic Local System
process SNMP requests. If this service .,
is disabled, any services that explicitly &k Smart Card Manages ac.. Manual (Trigg..  Local Service
depend on it will fail to start. ). Smart Card Device Enumerat.. Creates soft.. Running ~ Manual (Trigg.. Local System
Smart Card Removal Policy Allows the's... Manual Local System

SNMP Service
& SNMP Trap

Receives t

Start

Local System

Local System

&} Software Protection Enables th stop jc(De.. Network Se..
&l Spatial Data Service This servic RS Local Service
i} Spot Verifier Verifies pc Resume Trigg.. Local System
"5}, SSDP Discovery Discovers Restart Local Service
G Sl.ate Reposltory. S.ervice Provides All Tasks N Local System
& Still Image Acquisition Events  Launches Local System
&l Storage Service Provides e Refresh ic (De.. Local System
&l Storage Tiers Management Optimizes N Local System
16 Sync Host_3a%5 This servic Properties jc(De.. Local System
&k SysMain Maintains Help ic Local System
&} System Event Notification S..  Monitors sy.. Running  Automatic Local System
&} System Events Broker Coordinates .. Running  Automatic (Tri..  Local System

Extended A Standard
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2. Select the Security tab and click Add.

SNMP Service Properties (Local Computer)

Send authentication trap

Accepted community names

General LogOn Recovery Agent Traps Security Dependencies

Community Rights

(O Accept SNMP packets from any host
@ Accept SNMP packets from these hosts

localhost

OK Cancsl

Add... Edit... Remove

Apply

3. Enter community name and then click Add.

SNMP Service Properties (Local Computer)

General LogOn Recovery Agent Traps Securty Dependencies

Send authentication trap

Accepted community names

Community Rights

SNMP Service Configuration

Community rights:

READ ONLY v
Community Name: Cancel
publid |
Add... Edit... Remove
OK Cancel Apply
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4. Click Add.

Send authentication trap

Accepted community names

General LogOn Recovery Agent Traps

SNMP Service Properties (Local Computer)

Security Dependencies

Community

public

Rights
READ ONLY

Add... Edit...

(O Accept SNMP packets from any host

Remove

(® Accept SNMP packets from these hosts

localhost

Edit...

OK

Remove

Cancel

Apply

5. Enter the IP address that can access this device.

Send authentication trap

Accepted community names

General LogOn Recovery Agent Traps

SNMP Service Properties (Local Computer)

Security Dependencies

Community Rights
public READ ONLY
SNMP Service Configuration X
Host name, IP or IPX address: Cancel
[ |
OK Cancel Apply
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Press the OK to complete the setup.

SNMP Service Properties (Local Computer)
General LogOn Recovery Agent Traps Security Dependencies

Send authentication trap

Accepted community names

Community Rights
public READ ONLY

Add... Edit... Remove

(O Accept SNMP packets from any host
@ Accept SNMP packets from these hosts

localhost

192.168.111.100

OK Cancel Apply
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Net-SNMP Service (v2 & v3)

Net-SNMP is an open source SNMP tool suite that provides a rich set of command line tools and libraries to
manage and monitor SNMP-enabled devices. It supports multiple platforms, including Windows, allowing
users to easily run SNMP queries, set traps, and monitor device status in a Windows environment.

It is particularly worth mentioning that Net-SNMP supports SNMP v3, which means that users can use more
secure communication mechanisms such as user authentication, encryption and access control to protect
sensitive data, providing higher security and reliability.

Installing the Net-SNMP Service

1. Install Net-SNMP, click Next to start the installation.

(7 Net-SNMP 5.5.0 Setup — X

Welcome to the Net-SNMP 550
Setup Wizard

This wizard will guide you through the installation of
Net-SNMP 5.5.0.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.

2. After agreeing to the License, select Next to continue the installation.

{37 Net-SNMP 5.5.0 Setup — X
Please review the license terms before installing Net-SNMP 5.5.0. { 'y

Press Page Down to see the rest of the agreement.

Warious copyrights apply to this package, listed in various separate A
parts below. Please make sure that you read all the parts.

--—-Part 1: CMU/UCD copyright notice: (BSD like) --—--

Copyright 1989, 1991, 1992 by Carnegie Mellon University

Nerivative Wark - 1996. 199R-2N00 ~

If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install Net-SNMP 5.5.0. Clidk Next to continue.

(®) 1 accept the terms of the License Agreement
() I do not accept the terms of the License Agreement
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3. Check With Windows Extension DLL support and Encryption support (OpenSSL), and select Next to
continue the installation.

{37 Net-SNMP 5.5.0 Setup - X
Choose Components ———y
Choose which features of Net-SNMP 5.5.0 you want to install. (,‘7

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install: Base Components Pes?ipﬁon
Paosition your mouse
- [ Net-SNMP AgentServ| Loy - corponent to
["] standard agent B e e

|---[#] with windows Ex|
[¥] Net-SNMP Trap Servic
Perl SNMP Modules

ent files

Space required: 14,7MB Encryption support (g

< Back Next > Cancel

4. Confirm the installation folder and select Next to continue the installation.

(37 Net-SNMP 5.5.0 Setup - X
Choose Install Location —
Choose the folder in which to install Net-SNMP 5.5.0. (47

Setup will install Net-SNMP 5.5.0 in the following folder. To install in a different folder, dick
Browse and select another folder. Click Next to continue.

Destination Folder

Browse...

Space required: 14.7MB
Space available: 32.8G8

< Back Next > Cancel
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5.

6.

Select Install

() Net-SNMP 5.5.0 Setup - X

Choose a Start Menu folder for the Net-SNMP 5.5.0 shortcuts. )

Select the Start Menu folder in which you would like to create the program's shortcuts. You
can also enter a name to create a new folder,

[E=nE

Accessibility
Accessories
Administrative Tools
Intel

Maintenance

MOXA

Moxa Serial Interface
Moxa UPort Windows Driver
StartUp

System Tools
Windows PowerShell

< Back Install Cancel

Select Finish to complete the installation

(37 Net-SNMP 5.5.0 Setup =

Completing the Net-SNMP 5.5.0
Setup Wizard

Net-SNMP 5. 5.0 has been installed on your computer.

Click Finish to dose this wizard.
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Installing NetSNMPSetting

1. Extract the contents of the NetSNMPSetting.zip to a local system.

s+ Quick access
[ Desktop
¥ Downloads
‘%} Documents
&= Pictures

System32

% This PC
3D Objects
[ Desktop
/4 Documents
¥ Downloads
D Music
&= Pictures

& Videos
e ma

2 items

Extract NetSNMPSetting - m} X

Share View Compressed Folder Tools v o
NetSNMPSetting > v O Search NetSNMPSetting b4

. Name ) Type Compressed size
- NetSnmp File folder
» Openssl| File folder
»*
»

v <

2. Copy the files in the Openssl folder to the C:\Windows\System32 folder.

(%

« e

> Quick access
[ Desktop
‘ Downloads
1 Documents
&= Pictures

System32

= This PC

¥ 3D Objects
[ Desktop

|5 Documents
¥ Downloads
J‘ Music

&= Pictures

iVideos
RPN

2 items

Extract Openssl

Share View Compressed Folder Tools

NetSNMPSetting > Openss|

Name Type

~

4 libeay32.dll
4 ssleay32.dll

Application extension

Application extension

| ¥ < | System32

e e

st Quick access
[ Desktop
¥ Downloads
| Documents
&= Pictures

System32

= This PC
3D Objects
[ Desktop

/d Documents
¥ Downloads
) Music

&= Pictures

& Videos

Share View

This PC > Windows (C:) > Windows > System32 »

. ~
Name

[ LegacyNetux.dll

[ LegacyNetUXHost

4] LegacySystemSettings.dll

“ Ifsvedll

% N 4 %

“ liberypto.dll

| libeay32.dll

] libmfxhwé4.dll

| libvpldll

| license

| LicenseManager.dll
4 LicenseManagerApi.dIl
lgk LicenseManagerShellext
&) LicenseManagerSvc.dll
4 LicensingCSP.dll
[®] licensingdiag
4 LicensingDiagSpp.dll

v o<

4,585 items 1 item selected 1.36 MB

v O Search Openssl »

Compressed size

Password pr...

575KB No
125KB  No
- (] X
v @
v U Search System32 »
Date modified Type ~

1/8/2025 1:14 AM
1/8/2025 1:14 AM
1/8/2025 1:14 AM
1/8/2025 1:14 AM
3/11/2025 10:11 PM
7/16/2024 11:16 PM
11/13/2024 10:59 AM
11/13/2024 11:01 AM
3/13/2023 10:56 PM
3/11/2025 10:10 PM
1/8/2025 1:13 AM
1/8/2025 1:13 AM
1/8/2025 1:13 AM
1/8/2025 1:13 AM
1/8/2025 1:13 AM
1/8/2025 1:14 AM

Application extension
Application
Application extension
Application extension
Application extension
Application extension
Application extension
Application extension
Rich Text Document
Application extension
Application extension
Application
Application extension
Application extension
Application
Application extension v
>

;
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3. Copy the files in the NetSnmp folder to the C:\usr folder.

| M < | Extract NetSnmp - ]
Home Share View Compressed Folder Tools
€« > v 4 > NetSNMPSetting > NetSnmp v O | Search NetSnmp
~ Name Type Compressed size
s Quick access
V2 File folder
I Desktop »*
V3 File folder
¥ Downloads A .
[%] registeragent Windows Batch File
= Documents  # __| snmpd.conf CONF File
& Pictures » |1 snmpd_V2.conf CONF File
System32 [%] unregisteragent Windows Batch File
= This PC
¥ 3D Objects
I Desktop
“& Documents
¥ Downloads
) Music
& Pictures
l Videos
v <
PR TTRTIN
6 items
9 W s Jus -
& v 4 > ThisPC > Windows (C) > usr v O Search usr
Name ' Date modified Type Size
»# Quick access
. Desktop & bin 3/21/2025 247 AM File folder
. . docs 3/21/2025 247 AM File folder
St e et 3/21/2025 247 AM File folder
8 Documents include 3/21/2025 2:47 AM File folder
&= Pictures * log 3/21/2025 2:50 AM File folder
System32 perl 3/21/2025 2:47 AM File folder
share 3/21/2025 2:47 AM File folder
= This PC
snmp 3/21/2025 247 AM File folder
3D Objects temp 3/21/2025 2:47 AM File folder
B Desktop V2 3/21/2025 3:16 AM File folder
% Documents v3 3/21/2025 3:16 AM File folder
¥ Downloads README 9/29/2009 4:30 PM Text Document 7K8B
D Music I registeragent 3/21/2025 5:25 PM Windows Batch File 2k8
S Pletures registertrapd 3/21/2025 247 AM Windows Batch File 1KB
snmpd.conf 7/17/2024 2:17 PM CONF File 1KB
8 Videos
snmpd_V2.conf 7/17/2024 2:16 PM CONF File 1k8B
E-Windows (G @ uninst 3/21/2025 2:47 AM Application 53 kB
@ Network 7 unregisteragent 7/17/2024 2:16 PM Windows Batch File 1KB
7 unregistertrapd 3/21/2025 2:47 AM Windows Batch File 1KB

19items 6 items selected

P

1KB
1KB
1KB
1KB

z z z Zz

"
n.

o
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Setting Up Net-SNMP V2 Agent

1. If you have registered Net-SNMP Service before, please unregister it first. Right-click
C:\usr\unregisteragent.bat and select "Run as administrator";

If you have not registered before, you do not need to perform this step.

M~ Manage usr - o X
Home Share View Application Tools v @
© 5« 4 > ThisPC > Windows (C) > usr v O searchusr »
Name Date modified Type size
s Quick access
bin 3/21/2025 2:47 AM File folder
I Desktop * /21
docs AM File folder
& Downloads  # Em
i etc B AM File folder
Documents f include i AM File folder
&= Pictures
log § Run as administrator AM File folder
System32 1 — AM File fold
ystem perl @ Scan with Microsoft Defender... e forder
share AM File folder
= This PC & Share
snmp et ) AM File folder
estore previous versions
¥ 3D Objects temp P AM File folder
I Desktop v2 Send to > fam File folder
“ Documents v3 @ AM File folder
¥ Downloads | README @ PM Text Document 7KB
b Music Ly AM Windows Batch File 2KB
o [ registertrapd Create shortcut AM Windows Batch File 1B
= Pictures , Bk
8 vid | snmpd.conf clete PM CONF File 1KB
ideos .
| snmpd_V2.conf Rename PM CONF File 1KB
& WiElrs (€ @ uninst Fipeiies AM Application 53KB
@ Network ] unregisteragent TI72025 2T PM Windows Batch File 1KB
] unregistertrapd 3/21/2025 2:47 AM Windows Batch File 1kB

19items 1 item selected 194 bytes

2. Rename C:\usr\etc\snmp\snmpd.conf to snmpd_V3.conf, and rename C:\usr\etc\snmp\snmpd_V2.conf
to snmpd.conf.

S W = |snmp - o x
Share View )
© -« 4 > ThisPC > Windows (C) > usr > etc > snmp v U Search snmp »
Name Date modified Type Size
s Quick access
. Destop . _snmp.conf 3/21/2025 2:47 AM CONF File 1 KB
. snmpd.conf 7/16/2024 11:16 PM CONF File 1KB
Download: .
ownloads |7 snmpd_V2.conf 7/16/2024 11:17 PM CONF File 1 KB
| Documents  #
= Pictures
System32
= This PC

3D Objects
I Desktop

= Documents
¥ Downloads
b Music

= Pictures

8 videos

£ Windows (C)

¥ Network

3 items
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3. Right click on C:\usr\registeragent.bat and select "Run as administrator".

40 = Manage usr
“ Home  Share  View  Application Tools
« s > This PC > Windows (C) > usr
Name Date modified

5 Quick access

bin 3/21/2025 2:47 AM

I Desktop A
docs 3/21/2025 2:47

¥ Downloads >
etc 3/21/2025 2:47 AM

& Documents include 2025 2:47 AM

! Pictures log vt

System32 perl AM

share AM

% This PC
snmp

B 3D Objects temp

I Desktop V2

= Documents V3

¥ Downloads README

D Music registeragent open )
registertrapd E

= Pictures =

B vid snmpd.conf

Videos

snmpd_V2.conf Print

2 Windows (C) @ uninst [ % Run as administrator

@ Network unregisteragent @ Scan with Microsoft Defender...

1

unregistertrapd Share
Restore previous versions
Send to >
cut
Copy
19items 1 item selected 1.04 KB
Create shortcut
Delete
Rename

Properties

4. Press OK to complete the setting.

stop "SNMP Service"
The SNMP Service service is not started.

More help is available by typing NET HELPMSG 3521.
[SC] ChangeServiceConfig SUCCESS

start "ProactiveMonitoringService"

The requested service has already been started.

More help is available by typing NET HELPMSG 2182.

Service "net-snmp agent” doesn’t exis{AESSNIIAEL
Registering snmpd as a service using f

Type

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

Text Document
Windows Batch File
Windows Batch File
CONF File

CONF File

Application
Windows Batch File

Windows Batch File

/usr/log/snmpd.log" -I-system| '0‘ Net-SNMP Agent successfully registered as a service

Size

7KB
2KB
1KB
1KB
1KB
53KB
1KB
1KB

»
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Setting Up the Net-SNMP V3 Agent

1. If you have registered Net-SNMP Service before, please unregister it first. Right-click
C:\usr\unregisteragent.bat and select "Run as administrator";

If you have not registered before, you do not need to perform this step.

M~ Manage usr - o X
Home Share View Application Tools v @
« = v 4 > ThisPC > Windows (C) > usr v O searchusr »
Name Date modified Type Size
s Quick access
bin 3/21/2025 2:47 AM File folder
I Desktop /
docs AM File folder
¥ Downloads Gl .
i etc BT AM File folder
(% Documents include ) AM File folder
Print
&= Pictures ; F
log § Run as administrator AM fle folder
System32 1 — AM File fold
ystem perl @ Scan with Microsoft Defender... e forder
share AM File folder
= This PC & Share
snmp R ) AM File folder
estore previous versions
B 3D Objects temp P AM File folder
I Desktop V2 Send to > |am File folder
“ Documents v3 @ AM File folder
¥ Downloads | README Copy PM Text Document 7KB
b Music Ly AM Windows Batch File 2KB
_— [ registertrapd @l i AM Windows Batch File 1K8
= Pictures Bk
8 vid | snmpd.conf clete PM CONF File 1KB
Videos .
| snmpd_V2.conf (eae PM CONF File 1KB
& WiElrs (€ @ uninst Fipeiies AM Application 53KB
@ Network ] unregisteragent TI72025 2T PM Windows Batch File 1KB
= unregistertrapd 3/21/2025 2:47 AM Windows Batch File 1KB

19items 1 item selected 194 bytes

2. Confirm that the content of C:\usr\etc\snmp\snmpd.conf is in V3 format.

2 0 s |shmp - ul X
Home Share View v @
« N > This PC > Windows (C) > usr > etc > snmp v U Search snmp 2

Name Date modified Type Size
s Quick access
B Desktop snmp.conf 3/21/2025 2:47 AM CONF File 1 KB
[ snmpd.conf 7/16/2024 11:17 PM CONF File 1 k8]
¥ Downloads = =
|| snmpd_V2.conf 7/16/2024 11:16 PM CONF File 1KB
“| Documents
& Pictures
System32
= This PC

¥ 3D Objects
W Desktop

= Documents
¥ Downloads
D Music
&= Pictures
8 Videos
& Windows (C)

¥ Network

3 items = =
3. Open C:\usr\etc\snmp\snmpd.conf and then change the user settings
a. Set User createUser <username> <Auth Type> <Password> <encryption> <encryption Key>
b. Set Permission rwuser <username> <Security Level> or rouser <username>

c. Set trapsess -v 3 -| <Security Level> -u <username> -e <EnginelD> -a <Auth Type> -A
<Password> <destination IP>

For more information, please refer to the link:
http://www.net-snmp.org/docs/man/snmpd.examples.html
trap2sink [127.0.0.1:162] public

oldEngineID 0x80001£88800b190000d299045¢00000000

createUser|[testuser MD5 12345678 DES 23456789

rwuser [testuser] authpriv .1

authtrapenable 1

trapsess -v 3 -1 authPriv -u[testuser|-e 0x80001£88800b190000d299045c00000000 ~a MD5 -A [12345678]-x DES fx
Soerysecune [Cestacer]

1inkUpDownNotifications yes

defaultMonitors yes

(RN

© oo G

4. Right click on C:\usr\registeragent.bat and select "Run as administrator".
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http://www.net-snmp.org/docs/man/snmpd.examples.html

¥ s Manage usr

© v 4 > ThisPC > Windows (C) > usr
Name Date modified
# Quick access
bi 3/21/2025 2:47 AM
I Desktop " 5 2:47 A
docs 3/21/2025 2:47 AM
¥ Downloads ) -
etc 3/21/2025 2:47 AM
 Documents include 3/21/2025 2:47 AM
= Pictures log 3/21/2025 2:50 AM
System32 perl 3/21/2025 2:47 AM
share
= This PC
snmp
3D Objects emp
[ Desktop V2
“| Documents. V3
¥ Downloads ~ README
B Music registeragent open —
registertrapd
= Pictures .
& vid snmpd.conf
ideos
snmpd_V2.conf 200t
< Windows (C) @ uninst [® Run as administrator
@ Network [ unregisteragent & Scan with Microsoft Defender...
unregistertrapd @ Share
Restore previous versions
Send to >
cut
Copy

19 items 1 item selected 1.04 KB
Create shortcut

Delete

Rename

Properties

5. Press OK to complete the setting.

stop "SNMP Service"
[The SNMP Service service is not started.

More help is available by typing NET HELPMSG 3521.

[SC] ChangeServiceConfig SUCCESS
start "ProactiveMonitoringService"
The requested service has already been started.

More help is available by typing NET HELPMSG 2182.

Service "net-snmp agent"” doesn't exis{AISENNIIEtEL

Registering snmpd as a service using f

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

vs Batch File
ndows Batch File

File

Batch File

Windows Batch File

-Lf "C:/usr/log/snmpd.log" -I-system] -0w Net-SNMP Agent successfully registered as a service

Size

7KB
2KB
1KB
1KB
1KB
53 KB
1KB
1KB

2
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Querying Data With Net-SNMP

SNMP V3 Query

To query a SNMP V3 value, open cmd and run the following command:

snmpwalk.exe -v 3 -1 authPriv -u <username> -a MDS -A <password> -x DES -X

<encryption Key> <target Device IP> <Proactive Monitoring OID>

B Administrator: Command Prompt - m} X

hPriv -u testuser -a MD5 -A 12345678 -x DES -X 23456789 127.0.0.1 1.3.6.1.4.1.8691
.0 = INTEGER: 2
= INTEGER: 1
INTEGER: 34
INTEGER: ©
1 = INTEGER:
2 = INTEGER:
1 INTEGER:
2 = INTEGER: 13
INTEGER: 48
INTEGER: 7964
INTEGER: 4122
INTEGER: ©
INTEGER:
STRING:
INTEGER:
INTEGER:
INTEGER:
INTEGER: ©
INTEGER: 44
INTEGER: 6
INTEGER: 1
INTEGER: 2
1 = INTEGER:
= INTEGER:
INTEGER:
= INTEGER:
INTEGER:
INTEGER:

c:\usr\bin>snmpwalk.exe -v 3
[SNMPV2-SM enterprises.8691.
SNMPv2-SM enterprises.8691.
SNMPv2-SM enterprises.8691.
SNMPv2-SMI: :enterprises.8691.
enterprises.8691.
::enterprises.8691.
enterprises.8691.
::enterprises.8691.
enterprises.8691.
enterprises.8691.
enterprises.8691.
enterprises.8691.
enterprises.8691.
enterprises.8691.
::enterprises.8691.
enterprises.8691.
::enterprises.8691.
enterprises.8691.
::enterprises.8691.
enterprises.8691.
enterprises.8691.
enterprises.8691.
enterprises.8691.
::enterprises.8691.
enterprises.8691.
::enterprises.8691.
enterprises.8691.
::enterprises.8691.

NN R

n

nuvhswN R

n
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ut
1
1
1
1
1
1
1
1
2
2
p
pA
8o

080
3
3
3
4
4
4
4
4
5
5
5
5
5
5

P
1
2.0
3.0
4.0
Sodlo
Sodko
5.1
Soile
1.0
2.0
3.0
4.0
ilodls
ilodls
ilodlo
ilodlo
1loals
1.0
2.0
EN
4.0
5.0
ilodls
ilodls
lodlo
ilodlo
ilodlo
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SNMP V2 Query

To query a SNMP V2 value, open cmd, and run the following command:
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SNMP Trap

Proactive Monitoring provides SNMP Trap function. To enable this function, you need to set the relevant
fields of WMI Configuration.

SNMP Trap Support List

Monitor Type [MonitorItem ~ |Configuration
EnableLowerAlarm
LowerThreshold
CPU Utilization EnableUpperAlarm
UpperThreshold
EnableSNMPTrap

EnableAlarm

Disk Health Status EnableSNMPTrap

EnableLowerAlarm
LowerThreshold
Memory Utilization EnableUpperAlarm
UpperThreshold
EnableSNMPTrap

EnableAlarm

Network Connection Status EnableSNMPTrap

EnableLowerAlarm
LowerThreshold
Partition Utilization EnableUpperAlarm
UpperThreshold
EnableSNMPTrap

EnableAlarm

Power Indicator Power Module Status EnableSNMPTrap

EnableLowerAlarm
LowerThreshold
Temperature Temperature EnableUpperAlarm
UpperThreshold
EnableSNMPTrap
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Setting Up SNMP Trap with Windows SNMP Service

1. In the Windows Services page, right-click on the SNMP Service and select Properties.

~. Services - [m} X

File Action View Help

e EIE now
& Services (Local) . Services (Local)

SNMP Service Name Description Status Startup Type Log On As ”
Q: Secure Socket Tunneling Pro.. Provides sup.. Running ~ Manual Local Service

Stop the service & N . .

Restart the service \,,f_Secunty Accounts Manager ~ Thestartup.. Running  Automatic Local System
&} Security Center The WSCSVC..  Running  Automatic (De.. Local Service
{,;’; Sensor Data Service Delivers dat... Manual (Trigg..  Local System

Description: ».‘:;’; Sensor Monitoring Service Monitors va... Manual (Trigg.. Local Service

Enables Simple Network <l Sensor Service A service for Manual (Tri Local System

Management Protocol (SNMP) e 99-- 4

requests to be processed by this &l Server Supports file.. Running  Automatic (Tri..  Local System

computer. If this service is stopped, -J,‘,‘);Shared PC Account Manager ~ Manages pr... Disabled Local System

the computer willbeunableto 14 spyei| Hardware Detection Provides not.. Running  Automatic Local System

process SNMP requests. If this service &

is disabled, any services that explicitly &k Smart Card Manages ac.. Manual (Trigg.. Local Service

depend on it will fail to start. ‘&l Smart Card Device Enumerat.. Creates soft.. Running ~ Manual (Trigg.. ~Local System
»S;’;Smart Card Removal Policy Allows the's... Manual Local System

NMP Service Enables Si Start c Local System
5L SNMP Trap Receives t st c Local System
. o]

G} Software Protection Enables th a c (De.. Network Se..
{;’;Spatlal Data Service This servic Feavsa Local Service
G Spot Verifier Verifies pc Resume [rigg.. Local System
».‘:;’; SSDP Discovery Discovers Restart Local Service
€. State Repository Servi Provid Local Syst
“‘,2‘ : posi ory. .erwce rovides r All Tasks N ocal System
&l still Image Acquisition Events  Launches . Local System
-J,‘,;’: Storage Service Provides e Refresh c (De.. Local System
i} Storage Tiers Management ~ Optimizes | Local System
& Properties
G Sync Host_3a9%a5 This servic c (De.. Local System
Gk SysMain Maintains Help ic Local System
&} System Event Notification S..  Monitors sy..” Running  Automatic Local System
&} System Events Broker Coordinates .. Running  Automatic (Tri..  Local System v

ExtendedA Standard/

2. Enter the Community name and click the "Add to list" button.

SNMP Service Properties (Local Computer) X
General Log On Recovery Agent Traps Security Dependencies

The SNMP Service provides network management over TCP/IP
and IPX/SPX protocols. If traps are required, one or more
community names must be specified. Trap destinations may be
host names, |IP addresses or IPX addresses.

Community name

‘ publid v Add to list

Remove from list

Trap destinations:

Add... Edit... Remove

OK Cancel Apply
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3.

Click "Add" button and enter the trap destinations.

SNMP Service Properties (Local Computer)

General LogOn Recovery Agent Traps Securty Dependencies

The SNMP Service provides network management over TCP/IP
and IPX/SPX protocols. If traps are required, one or more
community names must be specified. Trap destinations may be
host names, |IP addresses or IPX addresses.

Community name

public M Add to list
SNMP Service Configuration X
C |
Host name, IP or IPX address: ance

OK Cancel Apply

Press the OK to complete the setup.

General Log On Recovery Agent Traps Security Dependencies

The SNMP Service provides network management over TCP/IP
and IPX/SPX protocols. If traps are required, one or more
community names must be specified. Trap destinations may be
host names, IP addresses or IPX addresses.

Community name
‘Public v Add to list

Remove from list
Trap destinations:

127.0.0.1

B Fenoe

OK Cancel Apply

SNMP Service Properties (Local Computer) X
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Setting Up SNMP Trap with Net-SNMP Agent

1. Copy the snmptrapd.conf file to C:\usr\snmp folder.

o = =] n;&ﬂ i
| smptrapd .cond E3 l

1 disablefuthorization ye.ﬂ

2. Open cmd and switch to C:\usr\bin and execute the following command:

dtrapd.exe c "<snmptrapd.conf path> f

3. Receive SNMP Trap when alarm occurs

EX Administrator: Command Prompt - snmptrapd.exe -C -c "Cusrietc\snmpisnmptrapd.conf” -f -Le -d = ] x

conf™ -f -lLe -d

communit

>[6.8.08.¢ MP v1, community pub

Uptime: @8:06:
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