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Moxa Tech Note

Introduction

The Security Hardening Guide for the MGate 5000 Series

This document provides guidelines on how to configure and secure the MGate 5000
Series. You should consider the recommended steps in this document as best practices for
security in most applications. It is highly recommended that you review and test the
configurations thoroughly before implementing them in your production system to ensure
that your application is not negatively impacted.

General System Information

Basic Information About the Device

Function

Operating
System

Version

‘ Firmware

MGate 5101 Series PROFIBUS-to-Modbus TCP Gateway | Linux v2.2
MGate 5102 Series PROFIBUS-to-PROFINET Gateway Linux v2.3
) Modbus RTU/ASCII/EtherNet/ )

MGate 51 L 2.2

Gate 5103 Series | 1\ PROFINET Gateway nux v
. Modbus RTU/ASCII/TCP-to- ,
MGate 5105 Series EtherNet/IP Gateway Linux v4.3
MGate 5109 Series | lodbus RTU/ASCII/TCP-to-DNP3 Linux v2.3
serial/TCP Gateway
) Modbus/PROFINET/EtherNet/ )
MGate 5111 L 1.
Gate S111Series | 15 io-PROFIBUS Gateway Inux vi.3
. Modbus RTU/ASCII/TCP/ .
MGate 5114 Series IEC101-to-IEC104 Gateway Linux v1.3
. CAN-J1939-to-Modbus/ .
MGate 5118 Series | o OFINET/EtherNet/IP Gateway Linux v2.2
MGate W5108/ IEEE 802.11 a/b/g/n wireless Linux V2.4
W5208 Series Modbus/DNP3 Gateway )
Moxa
MGate 5217 Series Modbus-to-BACnet/IP gateway Operating v1l.2
System
MGate 5121 Series CANopen/]J1939-to-Modbus TCP Linux vi.0
Gateway
MGate 5122 Series CANopen/]1939-to-EtherNet/IP Linux vi.0
Gateway ’
MGate 5123 Series CANopen/J1939-to-PROFINET Linux vi.0
Gateway ’
MGate 5134 Series Modbus RTU/ASCII/TCP-to- Linux Vi3
PROFINET Gateway )
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Function Operating F|rmyvare
System Version
MGate 5135/5435 Modbus RTU/ASCII/TCP-to- Linux vi3
Series EtherNet/IP Gateway )

The MGate 5000 Series is a protocol gateway specifically designed to allow industrial
devices to be directly accessed from a network. Thus, legacy fieldbus devices can be
transformed into different protocols, which can be monitored and controlled from any
network location or even the Internet.

To harden the security of the operating system, the following open-source HTTPS libraries
are included and periodically reviewed for cybersecurity enhancement.

e Linux models: openSSL v1.1.1b

For the MGate 5121/5122/5123/5134/5135/5435 Series:
Linux models: openSSL v1.1.1s

e Moxa Operating System models: mbed TLS v2.7.5
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2.2

Deployment of the Device

The Security Hardening Guide for the MGate 5000 Series

You should deploy the MGate 5000 Series behind a secure firewall network that has
sufficient security features in place to ensure that networks are safe from internal and

external threats.

Make sure that the physical protection of the MGate devices and/or the system meets the
security needs of your application. Depending on the environment and the threat

situation, the form of protection can vary significantly.

Unseen security risks in industrial
control system networks
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3 Configuration and Hardening Information

For security reasons, account and password protection is enabled by default, so you must
provide the correct account and password to unlock the device before entering the web
console of the gateway.

The default account and password are admin and moxa (both in lowercase letters),
respectively. Once you are successfully logged in, a pop-up notification will remind you to
change the password to ensure a higher level of security.

192.168.127.254 says

For the MGate 5121/5122/5123/5134/5135/5435 Series, create your administration
account and password when you log in the first time.

MOX/N\

Create account on the
MGate 5122_5123223

Copyright © 2023 Moxa Inc. Page 5 of 27
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3.1

The Security Hardening Guide for the MGate 5000 Series

TCP/UDP Ports and Recommended Services

Please refer to the table below for all the ports, protocols, and services that are used to
communicate between the MGate 5000 Series and other devices.

TCP 4900
DSCI (Moxa Er'1able/ Enable For Moxa utility communication
Command) Disable UDP 4800
. Enable/ | _. Processing DNS and WINS
DNS client Disable Disable UbDP |53 (Client) data
Enabl
SNMP agent I?a e/ Enable UbP 161 SNMP handling routine
Disable
Enable
HTTP server . / Enable TCP 80 Web console
Disable
Enabl
HTTPS server r'mab e/ Enable TCP 443 Secured web console
Disable
Enabl
Telnet server r-mab e/ Disable |TCP 23 Telnet console
Disable
Enable/ The DHCP client needs to
DHCP client . Disable UDP |68 acquire the system IP address
Disable
from the server
Enabl Sending th t I to th
Syslog client I?a e/ Disable UDP |514 ending the system logs to the
Disable remote syslog server
Email client Er'1able/ Disable |TCP 25 Sen.c!lng'system/conflg event
Disable notifications
SNMP trap Er-1able/ Disable UDP 162 Sen.c!mg-system/conflg event
client Disable notifications
Enable/ Network time protocol to
NTP client . Disable UDP 123 synchronize system time from
Disable
the server
client/server Disable 7502 'p . ¥
communication
2222 for EtherNet/IP implicit
Enable/ TCP, [2222, messaging
EtherNet/IP | hicable |E"@P'® | Upp  |44818 44818 for EtherNet/IP explicit
messaging
PROFINET Er'1able/ Enable UDP 34963 34963 fo'r PF'{OFINET protocol
Disable communication
DNP3 El?able/ Enable TCP, 20000 20000 fo-r DNP3 protocol
Disable uUDP communication
EC-104 El?able/ Enable TCP 2404 2404 for'IECE—104 protocol
Disable communication

Copyright © 2023 Moxa Inc.
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The Security Hardening Guide for the MGate 5000 Series

The following are for the MGate 5121/5122/5123/5134/5135/5435 Series:

Enabl
HTTP server r.1ab e/ Disable TCP 80 Redirect to HHTPS
Disable
HTTPS server E|?1able/ Enable TCP 443 Secure web console
Disable
Enabl Tep 23 Eg;'lﬁoux:icittlilclatz
SDsCI Dri'saabfe/ Enable - R —
UDP 29168 or secure .oxa utility
search function
. Enable/ . Processing DNS and
DNS client Disabl uDP 53
cen Disable |~ o0¢ WINS (Client) data
Enabl
SNMP agent r‘a e/ Disable uUbDP 161 SNMP handling routine
Disable
SNMP trap Er.1able/ Disable UDP 162 Sending s.y'ster'n/conflg
client Disable event notification
DHCP client t i
. Enable/ . CP client to acquire
DHCP client . Disable UDP 68 system IP address from
Disable
server
Enabl uDP 514 Sendi t | t
Syslog client r.1a e/ Disable encing system 10gs to
Disable TCP (TLS) | user cfg. | remote syslog server
Enabl Tep 25 Sendi t fi
Email client r‘a e/ Disable TLS 465 encing s.y's em/con '9
Disable event notifications
STARTTLS | 485
Network time protocol
. Enable/ . .
NTP client . Disable UDP 123 to synchronize system
Disable .
time from the server
M TCP 2 for M
odbus TC N/A Enable | TCP 502 502 for Modbus
server communication
S T adsis Ol messsang
adaerte(ra N/A Enable 2222 for Eth gN fIP
P UDP 2222 | 2222 for Etherlet/
implicit messaging
PROFINET I 4 for PROFINET
O. © N/A Enable uDP 34963 34963 for PRO N
device protocol communication

Copyright © 2023 Moxa Inc.
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The Security Hardening Guide for the MGate 5000 Series

For security reasons, consider disabling unused services. After initial setup, use services
with stronger security for data communication. Refer to the table below for the suggested

settings.
Service Suggested Port .
Name Setting Number Security Remark
DSCI (Moxa | _. TCP 4900 Disable this service as it is not commonly
Disable
Command) UDP |4800 used
DNS client | Disable UDP |53 Disable this service as it is not commonly
used
M ing the MGate via HTTP | ill
SNMP agent |Disable |UDP |161 anaging the MGate via S console wi
be more secure
HTTP server | Disable TcP |80 Dlsable- H'!‘I'P to prevent plain text
transmission
HTTPS Enable TcP  |4a3 Encr.y'pted data channel leth trl.Jsted
server certificate for MGate configuration
Telnet Disable TcP |23 Disable this service as it is not commonly
server used
Assi 1P lly for th
DHCP client |Disable UDP |68 SSI.gn an IP address manually for the
device
. A service for sending important system
I lient | Enabl DP 14
Syslog client Enable v > events for a diagnosis of the MGate’s status
- A service for sending important system
Email client |Enabl TCP |2
mait clien nable ¢ > events for a diagnosis of the MGate's status
SNMP trap Enable UDP | 162 A service for s-endlng. important syst,em
client events for a diagnosis of the MGate’s status
NTP client Disable UDP 123 Disable this service as it is not commonly
used
MFJdbus TCP Enable TCP 502, Make sure you ad“d your !Vlodbus'diwces 1P
client/server 7502 addresses to the “Accessible IP list
TCP, |2222, 2222 for EtherNet/IP implicit messaging;
EtherNet/IP |Enable
rNet/ UDP [44818 44818 for EtherNet/IP explicit messaging
4 for PROFINET t I
PROFINET Enable UDP |34963 34963 o.r .O protoco
communication
TCP, N
DNP3 Enable UDP 20000 20000 for DNP3 protocol communication
IEC-104 Enable TCP | 2404 2404 for IEC-104 protocol communication
BACnet/IP Enable UDP | 47808 47808 for BACnet/IP protocol

communication

Copyright © 2023 Moxa Inc.
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The following are for the MGate 5121/5122/5123/5134/5135/5435 Series:

Service Suggested .
ty R k
Name Setting Security Remar
HTTP server | Disable TCP 80 Redirect to HHTPS
HTTPS
Enable TCP 443 Secure web console
server
TCP 443 For Moxa utility communication
SDSCI Enable ili
UDP 29168 For s.ecure Moxa utility search
function
P i DN WIN lient
DNS client | Disable | UDP 53 rocessing DNS and WINS (Client)
data
SNMP agent | Disable UbDP 161 SNMP handling routine
SNMP trap Enable UDP 162 Sen.c!mg'system/conflg event
client notification
DHCP client t i t 1P
DHCP client | Disable | UDP 68 CP client to acquire system
address from server
ubP 514 Sending system logs to remote
Syslog client | Enable Ing sy 9 :
TCP (TLS) | user cfg. | syslog server
TCP 25

Sending system/config event

Email client Enable TLS 465 o
notification

STARTTLS | 485

Network time protocol to

NTP client Disable UDP 123 synchronize system time from
server
:Ieor(\i/l;tr.ls Tcp Enable TCP 502 502 for Modbus communication

TCP 44818 44818 for EtherNet/IP explicit

EtherNet/IP messaging
adapter Enable 2222 for EtherNet/IP implicit
p UDP 2922 o-r erNet/IP implici
messaging

PRQFINET 10 Enable UDP 34963 34963 fo'r PF'{OFINET protocol
device communication
For console services, we recommend the following:

HTTP Disable

HTTPS Enable

Telnet Disable

Moxa Command Disable

The following are for the MGate 5121/5122/5123/5134/5135/5435 Series:

HTTP Disable
HTTPS Enable
SDSCI Enable

Copyright © 2023 Moxa Inc. Page 9 of 27
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The Security Hardening Guide for the MGate 5000 Series

To enable or disable these services, log in to the HTTP/HTTPS console and select System
Management > Misc. Settings > Console Settings.

Console Settings

Configurations

HTTP console
HTTPS console
Telnet console
55H console
Serial console
Reset button

MOXA command

Disable ~
Enable
Disable v
Enable W
Disable v

Disable after 60 sec v

Disable v

To disable the SNMP agent service, log in to the HTTP/HTTPS console and select System
Management > SNMP Agent, then select Disable for SNMP.

SNMP Agent

SNMP Settings

SNMP

Contact

Read community string

Write community string

SNMP agent version

Read-only username
Read-only authentication mode
Read-only password

Read-only privacy mode
Read-only privacy

Read/Write username
Read/Write authentication mode
Read/Write password
Read/Write privacy mode

Read/Write privacy

public
private

V1, Ve,

<

3 r

rouser

-

Disable

-«

Disable

nwuser

Disable v

Disable v

To disable the NTP service, log in to the HTTP/HTTPS console, select Basic Settings, and
keep the Time server setting empty. This will disable the NTP service.

Time Settings

Time zone
Local time

Time server

(GMT-12:00)Eniwetok, Kwajalein v
2000 101 1101 00 1137 1|28 | Modify |

Copyright © 2023 Moxa Inc.
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For the MGate 5121/5122/5123/5134/5135/5435 Series, to enable or disable services,
log in to the HTTPS console and select SECURITY - Service.

Home » Service

Service

Enable/disable the system service by toggling the buttons below.

HTTP Service off

The HTTP consele will redirect to HTTPS when the switch it on.

HTTPs Service On @
SD Card Off

Utility Search Service on G
E{esetrbuttoh disabled after 60 sec‘r on .

he reset button function will always be enabled when switched off.

Ping Service Off

SNMP Agent Service Off

LLDP Service Off

To disable the NTP service, log in to the HTTPS console, select SYSTEM SETTINGS >
General Settings > Time, and keep the Time server setting empty.

Home > General Settings

General Settings

System Time

Current date and time: 2023-06-18 14:38:32

Time Zone

(GMT+08:00)Taipei v

Daylight Saving Time

O Enable @ Disable

Mode

O Manual @ Auto

Interval (min)

1440

Time Server

Required field.

Copyright © 2023 Moxa Inc. Page 11 of 27
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Note For each instruction above, click the Submit button to save your changes, then restart
the MGate device so the new settings will take effect.
3.2 HTTPS and SSL Certificates

HTTPS is an encrypted communication channel. As TLS v1.1 or lower has severe
vulnerabilities that can easily be hacked, MGate devices use TLS v1.2 for HTTPS to ensure
data transmissions are secured. Make sure your browser has TLS v1.2 enabled and is set
to update to the newest version.

&% Intemet Properties ? X

General Security Privacy Content Connections Programs Advanced

Settings

Enable DOM Storage A
[] Enable Enhanced Protected Mode*®

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

Enable Windows Defender SmartScareen

[] send Do Not Track requests to sites you visit in Internet E
[ usessL 3.0

[J usenis 1.0

0

UseTLS 1.2

Warn about certificate address mismatch®

[] wam if changing between secure and not secure mode

Warn if POST submittal is redirected to a zone that doesn
L")

< >

*Takes effect after you restart your computer
Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition. peache

You should only use this if your browser is in an unusable state.

cace || s

In order to use the HTTPS console without a certificate warning appearing, you need to
import a trusted certificate issued by a third-party certificate authority.

Log in to the HTTP/HTTPS console and select System Management = Certificate. You
can generate an up-to-date valid certificate by importing a third-party trusted SSL
certificate or generating the “"MGate self-signed” certificate.

Copyright © 2023 Moxa Inc. Page 12 of 27
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3.2.1 Behavior of the SSL Certificate on an MGate Device
MGate devices can auto-generate a self-signed SSL certificate. It is recommended that
you import SSL certificates that are either certified by a trusted third-party Certificate
Authority (CA) or by an organization's CA.
The length of the MGate device’s self-signed private keys is 1,024 bits, which should be
compatible with most applications. Some applications may need a longer key, such as
2,048 bits, which would require importing a third-party certificate. Please note that longer
keys will mean browsing the web console will be slower due to the increased complexity
of encrypting and decrypting communicated data.
3.2.2 MGate Self-signed Certificate
If a certificate has expired, you can regenerate the MGate self-signed certificate with the
following steps.
Step 1: Delete the current SSL certificate issued by the MGate device.
Step 2: Enable the NTP server and set up the time zone and local time.
Step 3: After restarting the device, the MGate self-signed certificate will be regenerated
with a new expiration date.
3.2.3 Importing a Third-party Trusted SSL Certificate
Importing the third-party trusted SSL certificate can improve security. To generate the
SSL certificate through a third party, follow these steps:
Step 1: Create a certification authority (Root CA), such as Microsoft AD Certificate
Service (https://mizitechinfo.wordpress.com/2014/07/19/step-by-step-
installing-certificate-authority-on-windows-server-2012-r2/)
Step 2: Find a tool to issue a certificate signing request (CSR) file. You can get one from
a third-party CA company such as DigiCert (https://www.digicert.com/easy-
csr/openssl.htm).
Step 3: Submit the CSR file to a public certification authority to get a signed certificate.
Step 4: Import the certificate to the MGate device. Please note that MGate devices only
accept certificates using a “.pem” format.
Note The maximum supported key length for MGate devices is 2,048 bits.

Copyright © 2023 Moxa Inc. Page 13 of 27
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Certificate

Certificate Settings

The Security Hardening Guide for the MGate 5000 Series

Issued to 10.144.8.226
Issued by 10.144.8.226
Valid from 2000/3/4 to 2020/3/4
Select SSL certificate file | Choose File | No file chosen | Import |
Delete SSL certificate file Delete |
M OXA Total Solution for Industrial Device Networking

Certificate Settings OK!

Here are some well-known third-party CA (Certificate Authority) companies for your
reference (https://en.wikipedia.org/wiki/Certificate authority):

IdenTrust (https://www.identrust.com/)

DigiCert (https://www.digicert.com/)

Comodo Cybersecurity (https://www.comodo.com/)
GoDaddy (https://www.godaddy.com/)

Verisign (https://www.verisign.com/)

Copyright

© 2023 Moxa Inc.
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3.3

Account Management

The MGate 5000 Series provides two different user levels, admin and user, with a
maximum of 16 accounts. With an administrator account, you can access and modify all
settings through the web console. With the user account, you can only view settings.

The default administrator account is admin, with the default password moxa. To manage
accounts, log in to the web console and select System Management 2> Misc. Settings
- Account Management. To change the password of an existing account, double-click
the name of the account. You can change the password on the page that opens.

Account Management

Account Settings

Account Name Group

admin admin

To add a new account, log in to the HTTP/HTTPS console and select System
Management 2> Misc. Settings > Account Management. Click the Add button, then
fill in the Account name, User level, New password, and Retype password to
generate a new account.

Account Management

Account Settings

Account name :
User level : admin ¥
New password :

Retype password :

To manage accounts in the MGate 5121/5122/5123/5134/5135/5435 Series, log in to the
web console and select SECURITY > Account Management = Accounts. You can also
create different security groups to fit your IT policy in the Account Management >
Groups page.

Home > Accounts

Accounts
+ CREATE
Account Name Group Status Creation Date
admin Administrator @ Active 2023-05-16
chrome Administrator @ Active 2023-05-16

Copyright © 2023 Moxa Inc. Page 15 of 27
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Home > Groups

Groups
+ CREATE

Group
Administrator (built-in)

2 accounts
Operator (built-in)

0 accounts
Guest (built-in)

0 accounts

Note

We suggest you manage your device with another “administrator level” account instead of
using the default “"admin” account, as it is commonly used by embedded systems. Once
the new administrator level account has been created, it is suggested that the original
“admin” account should be monitored for security reasons to prevent brute-force attacks.

To improve security, the login password policy and account login failure lockout can be
configured. To configure them, log in to the HTTP/HTTPS console and select System
Management > Misc. Settings 2> Login Password Policy.

Login Password Policy

Account Password Policy
Minimum length 4 (4~16)
¥ Enable password complexity strength check

| At least one digit(0~9)

¥ Mixed upper and lower case letters(A~Z, a~2)

¥ At least one special character: ~/@#$%"&*-_|;:,.<>[1{})

¥ Password lifetime 90 (90 ~ 180 days)

Account Login Failure Lockout

¥| Enable
Retry failure threshold 5 (1~10time)
Lockout time 5 (1~ 60 min)

You should adjust the password policy to require more complex passwords. For example,
set the Minimum length to 16, enable all password complexity strength checks, and
enable the Password lifetime options. Also, to avoid brute-force attack, it's suggested
that you enable the Account login failure lockout feature.

Copyright © 2023 Moxa Inc. Page 16 of 27
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For the MGate 5121/5122/5123/5134/5135/5435 Series, select SECURITY > Account
Management > Password Policy.

Home » Passweord Policy

Password Policy

Password Strength Setting

Minimum Password Length

8

Password Complexity Strength Check
O Select all password strength requirements
[0 At least one digit (0 to 9)
O Mixed upper and lower case letters (A-Z, a-2)

[ At least one special character (~! @#5%"&*_-+="[\'()}
[5"<>..2/)

Password Lifetime Settings

The password lifetime determines how long the password is effective. If
the password is about to expire, a pop-up message and event will notify
user to change the password for security reasons.

[0 Enable password lifetime check

Password Lifetime (day)

SAVE

Copyright © 2023 Moxa Inc. Page 17 of 27
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For some system security requirements, a warning message may need to be displayed to
all users attempting to log in to the device. To add a login message, log in to the
HTTP/HTTPS console and select System Management > Misc. Settings > Notification

Message, and enter a Login Message to use.

Notification Message

Notification Message Settings

Lagin message

¢| 0 characterimaximum 240 character

The account or password you entered is incorrect.
(Your account will be tempararily locked if excessive fried )

Lagin authentication fallure message

111 charactermaximum 240 character

For the MGate 5121/5122/5123/5134/5135/5435 Series, select SECURITY - Login
Policy > Login Message.

Home » Login Policy

Login Policy
Login Message Login Lockout Lagin Session

Login Message - Optional

Login Authentication Failure Message
The account or password you entered is incorrect.(Your account

will be temporarily locked if excessive tried.)

SAVE

Copyright © 2023 Moxa Inc. Page 18 of 27
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3.4 Accessible IP List

The MGate 5000 Series can limit access to specific host IP addresses to prevent
unauthorized access to the gateway. If a host’s IP address is in the accessible IP list, then
the host will be allowed to access the MGate 5000 Series. To configure this, log in to the
HTTP/HTTPS console and select System Management > Accessible IP List. The
different restrictions are listed in the table below (the checkbox Apply additional
restrictions can only be activated if Activate the accessible IP list is activated).

Accessible IP List

¥ Activate the accessible IP list (Protocel communications are NOT allowed for the IPs NOT on the list)
¥ Apply additional restrictions (All device services are NOT allowed for the IPs NOT on the list)

Index Active IP NetMask

I I R A

10

Activate the Appl
acc:’ssible P a::i:ional IP is in the list and IP is not in the list OR
) . Active is checked Active is not checked
list restrictions
All protocol Protocol communication
communication and is not allowed, but
v - . . .
services* are allowed services* are still
for the IP. allowed for the IP.
All protocol
communication and All services* are not
v Y services* are allowed allowed for the IP.
for the IP.

*HTTP, HTTPS, TELNET, SSL, SNMP, SMTP, DNS, NTP, DSU

You may add a specific address or range of addresses by using a combination of an IP
address and a netmask as follows:

e To allow access to a specific IP address: Enter the IP address in the corresponding
field, then enter 255.255.255.255 for the netmask.

e To allow access to hosts on a specific subnet: For both the IP address and netmask,
use 0 for the last digit (e.g., "192.168.1.0” and “255.255.255.0").

e To allow access to all IP addresses: Make sure that Enable the checkbox for the
accessible IP list is not checked.
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Additional configuration examples are shown in the following table:

Desired IP Range | IP Address | Netmask

Any host Disable Enable
192.168.1.120 192.168.1.120 255.255.255.255
192.168.1.1 to 192.168.1.254 192.168.1.0 255.255.255.0
192.168.1.1 to 192.168.255.254 192.168.0.0 255.255.0.0
192.168.1.1 to 192.168.1.126 192.168.1.0 255.255.255.128
192.168.1.129 to 192.168.1.254 192.168.1.128 255.255.255.128

For the MGate 5121/5122/5123/5134/5135/5435 Series, select SECURITY > Allowlist.

Home > Allowlist
Allowlist
NOTICE:

Communications are only allowed for the IPs on the list after
enabling this allowlist.

Enable the allowlist

No. IP Address Netmask Status

1 - - © Disabled V4

2 = - » Disabled V4

/\  WARNING

Ensure that the IP address of the PC you are using to access the web console is in the
Accessible IP List. If your PC's IP address is not listed in the Accessible IP list, your PC
cannot access the MGate.
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3.5 Logging and Auditing

These are the events that will be recorded by the MGate 5000 Series. The SD card access
failure event and protocol events vary for the different MGate 5000 models.

Event Group Summary

System System cold start, system warm start, SD card access failure
DHCP/BOOTP gets IP/renew, NTP connect failed, IP conflict, Network
Network link down

Login failed, IP changed, Password changed, Firmware upgraded,
Configuration SSL Certificate imported, Configuration imported/exported,
Configuration changed, Clear event logged

Protocol Protocol communication logs

To configure this setting, log in to the HTTP/HTTPS console and select System
Management > System Log Settings. Then, enable the Local Log for recording on the
MGate 5000 device and/or Syslog for keeping records on a server. You should enable
system log settings to record all important system events to monitor device status and
check for security issues.

System Log Settings

Event Group Syslog Local Log Summary

System o System cold start, System warm start, SD card access failure

Network [ DHCP/BOOTP get IP/renew, NTP connect fail, IP conflict, Network link down

v v e et e e S o i e
EtherNet/IP ] [ EtherNetIP communication logs

Modbus TCP [ Modbus TCP communication logs

Azure [+ Azure communication logs

MQTT JSON o MQTT JSON communication logs

MQTT Raw o MQTT Raw communication logs

Alibaba Cloud [ Alibaba Cloud communication logs

Local Log Settings

] Enable log capacity waming at %)
g capacity g

Warning by: [ snmp Trap E-mail

Event log oversize action : [Ovenwrite The Oldest Event Log |

Syslog Setfings

Syslog server IP | |

Syslog server port |514 |
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To view events in the system log, log in to the HTTP/HTTPS console and select System
Monitoring > System Log.

System Log

System Log

yi

[ Emortf  cleareg - Retesi |

For the MGate 5121/5122/5123/5134/5135/5435 Series, the events are as follows. Select
DIAGNOSTIC > Event Log > Policy Settings and Log View to configure the event

settings.

Event Group Summary

System System start, User trigger reboot, Power inut failure, NTP update fail
Network IP conflict, DHCP get IP/renew, IP changed, Ethernet link down
Security Clear event log, Login success, Login failure, Account/group

changed, Password reached lifetime, SSL certificate import, SSL
certificate expired, Syslog certificate import, Syslog certificate
expired

Maintenance

Firmware upgrade success, Firmware upgrade failure, Configuration
import success, Configuration import failure, Configuration export,
Configuration changed, Load factory defult

Protocol

Protocol communication logs
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Home > Policy Settings

Policy Settings

Channels

Click the ediit icon to edit the notification setting and click the SAVE button to apply changes

Local Log N Remote Log N SNMP Trap N Email N
7 7 7 7
@ Configured @ Configured @ Configured ® Configured
Events
Select the events and customized notification channels
Severity - Channels -
v System
System start ® Information Local leg Remote log SNMP trap Email
User trigger reboot Warning Local log Remote log SNMP trap Email
Power input failure ® Alert Remotelog ~ SNMPtrap  Email  Relay
NTP update fail Warning Remote log
~ Network
~ Security
Home > Log View
Log View
& EXPORT & CLEAR C REFRESH
D Severity Category Event Name Source Message Timestamp
. . . Account 'restful’ has been deleted by account 2023-06-
1 @ Information Security Account/group changed admin 10.160.126.105 dmine AT14155:41.174208:00
2 ® Inf i Securit L dmin 10.160.126.105 A t ‘admin’ logi full; 2023-06-
nformation ecurity ogin success admin 10.160.126. ccount 'admin’ login successfully ST144515.967+08:00
3 Warni Maint Configuration changed dmin 10.160.126.105 Web configuration changed 2023-06-
/arning aintenance onfiguration change admin 10.160.126. /eb configuration change ST1445.03.456-08:00
4 Warni Maint Configuration changed dmin 10.160.126.105 SNMP configuration changed 2023-06-
/arning aintenance onfiguration change admin 10.160.126. configuration change ST1A401134+08:00
. . ) 2022-06-
5 Warning Maintenance Configuration changed admin 10.160.126.105 System configuration changed

18T14:44:00.378+08:00
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3.6 DoS Defense

You can enable and configure several features to enable DoS Defense in order to protect

against denial-of-service (DoS) attacks.

Note This function is not supported in the MGate 5217 Series.

DoS Defense

Configuration

Null Scan A

NMAP-Xmas Scan Vi

SYN/FIN Scan ™

FIN Scan &4

NMAP-ID Scan &

SYN-Flood

Enable Wi

Limit 4000 (pktis)

ICMP-Death

Enable =

Limit 4000 (pktis)
—

4 Patching/Upgrades

4.1 Patch Management Plan

For patch management, Moxa releases version enhancements with thorough release

notes annually.

4.2 Firmware Upgrades

The process for upgrading firmware is as follows:

1. Download the latest firmware for your MGate device from the Moxa website:

> MGate 5101 Series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-

gateways/modbus-tcp-gateways/mgate-5101-pbm-mn-series#resources

> MGate 5102 Series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-

gateways/profinet-gateways/mgate-5102-pbm-pn-series

> MGate 5103 Series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-

gateways/modbus-tcp-gateways/mgate-5103-series#resources
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> MGate 5105 Series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-
gateways/modbus-tcp-gateways/mgate-5105-mb-eip-series#resources

> MGate 5109 Series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-
gateways/modbus-tcp-gateways/mgate-5109-series#resources

> MGate 5111 Series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-
gateways/modbus-tcp-gateways/mgate-5111-series#resources

> MGate 5114 Series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-
gateways/modbus-tcp-gateways/mgate-5114-series#resources

> MGate 5118 Series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-
gateways/modbus-tcp-gateways/mgate-5118-series#resources

» MGate W5108/W5208 Series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-
gateways/modbus-tcp-gateways/mgate-w5108-w5208-series#resources

> MGate 52171 Series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-
gateways/modbus-tcp-gateways/mgate-5217-series#resources

> MGate 5121 Series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-
gateways/modbus-tcp-gateways/mgate-5121-series#resources

> MGate 5122 Series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-
gateways/ethernet-ip-gateways/mgate-5122-series#resources

> MGate 5123 Series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-
gateways/profinet-gateways/mgate-5123-series#resources

> MGate 5134 Series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-
gateways/modbus-tcp-gateways/mgate-5134-series#resources

> MGate 5135/5435 Series:

https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-
gateways/modbus-tcp-gateways/mgate-5135-5435-series#resources
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https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/ethernet-ip-gateways/mgate-5122-series#resources
https://www.moxa.com/en/products/industrial-edge-connectivity/protocol-gateways/ethernet-ip-gateways/mgate-5122-series#resources
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2. Moxa’s website provides the SHA-512 hash value for you to double-check if the
firmware is identical to the one on the website.

File Name: Firmware for MGate 5105-MB-EIP Series
Version: v4 3

SHA-512 Checksum:
f94e0080baa8185b6d5167d30cdba51e1af0bdd2a28149f6e20b678
b0aef25c23e4054a70d2b4c78589ec2cee0f6d9b29c5add347cc18f5

ab276467fbf0be72b
COPY SHA-512

3. Log in to the HTTP/HTTPS console and select System Management > Maintenance
- Firmware Upgrade. Click the Choose File button to select the proper firmware
and click Submit to upgrade the firmware.

Firmware Upgrade

11! Warning !!!
Note: Firmware upgrade will discard your un-saved configuration changes and restart the system!
Select firmware file Choase File | No file chosen

For the MGate 5121/5122/5123/5134/5135/5435 Series, select MAINTENANCE >
Firmware upgrade.

Home » Firmware Upgrade

Firmware Upgrade

Upgrading firmware may cause devices to reset to factory default.
Back up the configuration of all devices.

Choose File | No file chosen
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4. If you want to upgrade the firmware for multiple units, then download the utility
Device Search Utility (DSU) or MXconfig for a GUI interface, or the Moxa CLI
Configuration Tool for a CLI interface.

FILTER  Operating System -

NAME

Device Search Utility
1.1 MB

Moxa CLI Configuration Taal for Linux
8.1MB

Moxa CLI Configuration Toal for Windows
14 MB

PComm Lite - Serial Communication Tool for Windows

MXconfig
118.1 MB

All Driver Firmware Library Software Package

TYPE VERSION v OPERATING SYSTEM RELEASE
DATE v

\i‘ Utility v23 - Windows 10 Sep 01, 2019
- Windows 2000 Release notes
- Windows 7
Show More

\L Utility vi1 - Linux Kernel 2.6 x Jan 17, 2019
- Linux Kernel 3.x Release notes

- Linux Kernel 4 x

\L Utility vii - Windows 10 Jan 18, 2019
- Windows 7 Release notes
- Windows 8
Show More

oLy Utility v16 - Windows 2000 May 13,2012
- Windows 7 Release notes
- Windows Server 2003
Show More

.\, Software Package  v2.6 - Windows 10 May 29, 2020
- Windows 7 Release notes
- Windows 8
Show More

5 Decommissioning Suggestion

When decommissioning the MGate 5000 devices, clear all log information and reset to
the default usintg hardware RESET button.

6 Security Information and Vulnerability Feedback

As the adoption of the Industrial IoT (IIoT) continues to grow rapidly, security has
become one of our top priorities. The Moxa Cyber Security Response Team (CSRT) takes
a proactive approach to protect our products from security vulnerabilities and help our
customers better manage security risks.

You can find the latest Moxa security information here:
https://www.moxa.com/en/support/product-support/security-advisory
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