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Introduction

Thank you for buying Moxa’s TC-6110 train computer. It comes with the Windows 7 Embedded software
platform, providing a simple and familiar development environment for on-board train applications.

O Software Components
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Software Components

Refer to the following content for the software components of the Windows Embedded Standard 7 pre-installed
on the TC-6110 computers.

Windows Embedded Standard 7

Core OS:

¢ 32-bit support

¢ Remote Client

e Remote Procedure Call

Applications and Services Development:
¢ .Net Framework 4.0

e Remote Desktop Protocol 7.1

e COM OLE Application Support

e COM+ Application Support

e MSMQ

Internet Services:

e Internet Explorer 8.0

¢ IIS 7.0

File Systems and Data Store:

e Windows Data Access Components

e Windows Backup and Restore
Diagnostics:

e Common Diagnostic Tools

¢ Problem Reports and Solutions

Fonts: Chinese (Trad. and Simp.), Western, Middle Eastern, South East Asian, and South Asian Fonts
Graphics and Multimedia:

e MPEG DTV-DVD Audio Decoder (MPEG-2, AAC)
e MPEG Layer-3 Audio Codecs(MP3)

e MPEG4 Decoders

e Windows Media Video VC-1 (WMV) Codecs
¢ DirectX and Windows Device Experience
e Windows Media Player 12
International:

e IME Simplified Chinese Support

¢ IME Traditional Chinese Support
Management:

e Group Policy Management

e Windows Management Instrument (WMI)
¢ Windows Update

Networking:

¢ Extensible Authentication Protocol (EAP)
¢ Internet Authentication Service

¢ Telnet Server

¢ Bluetooth

e Domain Services

* Network Access Protection

e Network and Sharing Center

Quality of Service

e Remote Access Service (RAS)
e Telephony API Client

e Windows Firewall

e Wireless Networking

1-2
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Security:

¢ Credential Roaming Service

¢ Credentials and Certificate Management

e Windows Authorization Manager (AZMAN)
e Windows Security Center

¢ Active Directory Rights Management

e Security Base

¢ Encrypted File System (EFS)

Embedded Features:

e Enhanced Write Filter (EWF)

e File-Based Write Filter (FBWF)

e Message Box Default Reply

e Registry Filter

e WSDAPI for .NET

Embedded Self-Health Diagnostic Software: SNMP-based remote scripting layer for monitoring, reporting,
and control

1-3
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System Initialization

This chapter describes how to initialize the system settings on TC-6110 computer when you boot up the
computer at first time.

The following topics are covered in this chapter:

O Create a New User Account
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System Initialization

Create a New User Account

3.

4.

5.

When you boot into the TC-6110 for the first time you will need to create a user account for this computer.

Type the password, and then retype the password below. In addition, you may also type a password hint

in case you forget your password. If you do not want to set a password for the account, leave the entry
box blank and click Next.

@uan\.m

I3 Wlndows Embedded
Standard

Chosas a uaas name for your sccount. Vour computer’s name is managed By your orginiiben's
rstam adminitistoe

Types yser name (fer exsmele Juhei)

Copyright © HL0 Microsoft Corpoeation. A rights reserved.

Select the windows update option, and then select your time zone and whether you will use daylight
savings time.

5 o tetpinien 5 o sy Wik

Help prosect your computer snd improve Windows sutomatically Review your time aed date settings

Torma s

@ Use recommended uettings S — |G- Pt Terot 045 s o
Bk |04 ke b bk, b Pl b 100 st ekt ¥ Batomatally st cioch for Cwylaght Sevng Teme

g Irstallimgorck updtes ordy
8 sty pdates 0 othat s e Vs Wi

ESTR——

Whes yins g i kol s by, ot b st e 18
Macroght. Th sformaton & S0t used 15 sty you o Comtact yous. T4 bum ofl thate bittesgl
b, Gaasch o1 Tom off ecemman e witteny s M sndl Spport. Fiad tha prechcy itaneraint

Next, select the usage environment. Windows will automatically apply a preset bundle of security settings

based on the network environment in which it is located. Most restrictive is public, least restrictive is
home.

° P T ——
Select yeur computer's curent location

Thet compatier it connacted 8 s Windaw wal sutcmacally apply Sha comect rabasit
bt Bt 2= bt rptoork 3 bncaten,

Home network
2 P 08 the cormpuutars o thi twork 4% o2 ot horret, and you secograc Hhars, s

e A S e e

Wiark network
e

.-nl.uld-«\md Dulremumlumma-uhutwmu

Public network

B g e il i iy i sl
thiw or smpel, o i have b breadbandl oo o pubbe rebwodh and ot

e

i Y e, L Pl i,

Now you can start to use TC-6110 embedded computer.
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Enabling Windows 7 Write Protections

This chapter describes how to set up and configure Windows 7 bit-level and file-level write protections on the
TC-6110 storage drives.

The following topics are covered in this chapter:

O Enhanced Writer Filter
O File-Based Write Filter
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Enhanced Write Filter

Overview

Enhanced Write Filter (EWF) allows Windows 7 users to protect their all information on their storage drive
from permanent changes of any sort, at the lowest level of hardware protection available: the bit level. EWF
allows the operating system (OS) to boot from the hard disk, but protects the system by creating a virtual file
system called an overlay. All writes to an EWF-protected volume (the hard disk, in Fig. 1) are only recorded
on this virtual overlay (the EWF Volume, in Fig. 1), which is stored independently in random access memory
(RAM). Because EWF does not write data directly to the hard disk but instead only records system writes to this
virtual RAM overlay, any data that is “written” during system operation will disappear upon the next re-boot.
This approach allows the system to operate as if it is writeable when in reality all OS and user-space file
systems are stored in a permanent, read-only state. If desired, the data written to the overlay may be
committed to the protected volume, but this requires additional effort. Refer to the following figure (from
Microsoft) for an overview of the EWF structure.

File read hnite File readiaite File readinite

- : ]

COFS NTFS FAT
- | : |
R
J } |
| RAAT
BT o EVWF Yolume
Read & Read &
. | | | : Commit
| CDRom dass diver | | Disk dass driver -l--
& i
|Head
| | Wiite
o R —
E |-Tarito Hard disk

DR

To get more details about EWF configuration and usage, you may:

e  Visit Microsoft's EWF Volume Configuration help pages.

e  Visit Microsoft's EWF overview on the official Microsoft EWF help pages.
e  Visit Microsoft’s detailed description of EWF modes on the EWF help pages.

e  Visit Microsoft’s detailed description of the EWF API.
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Enabling Enhanced Write Filter

Follow these steps to enable the Enhanced Write Filter

1.  First open the console by running cmd.exe.

Programs (1)

BN cmd

' See more results

cmd P | Shut down | » |

=0 i ‘..‘\l

2. To verify that Enhanced Write Filter is disabled, type C:\....>ewfmgr c:.

BN Administrator: CiMYindowshsystem32hemd.exe o || B | 2R

Microsoft Windows [Uerszion 6.1.76811]
Copyright <c> 20180 Microsoft Corporation. All rights reserved.

C:~Users moratewfmgr c:

Protected Uolume Gontiguration
ROM_¢RECY

DISABLED

Boot CGommand MOU_GMALD

Paraml a

Param? a
Uolume ID D6 2C A@ EL 88 BB 80 B B0 G60 B0 6@ BE B8 O @0
Uolume Mame T SGLOBALROOT “DevicesHarddiskUolume2™ [G: 1]
Max Levels 1
Clump Size 512
Current Level WA

Memory used for data @ hytes
Memory wsed for mapping B bytes

C:\Usersmoxa>
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To enable the Enhanced Write Filter, type C:\....>ewfmgr c: -enable.

EM Administrator: C\Windows\system32\cmd.exe C=nren X

C:sUserzmoxaewvi mgr c: —enahbhle
3% Enabling overlay

Protected Uolume Configuration
RAM (REG>

Type
C¥ate NICORLED

Boot Command ENAEBLE

Faraml L]

Param2 8
Uolume ID D6 2C AR E5 AR OGP 80 O6 BO OB B0 BA BB BE BB BA
Uolume MName "MNTNGLOBALROOT“DevicesHarddiskUolume2' [C:]
Max Levels 1
Clump Size 512

Current Level N-A

Hemory used for data @ hytes
Memory used for mapping B hytes

C:sUsersmoxal_

Reboot the system so the changes may take effect, and then verify that Enhanced Write Filter has been

enabled at boot by typing C:\....>ewfmgr c:

e
BN Administrator: C:\Windowshsystem32\emd.exe

Microsoft Windows [Version 6.1.766811
Copyright {c¢? 2018 Microsoft Corporation. All rights reserved.

C:“Users moxaewfngr c:
Procected 3o faneConl Tyuracion
Type RAH (REG>
oLAale LCLHMHDLLEL
Boot Command NO_CHD

Paraml 5]

Param2 a
Uolume ID De 2C A8 E: BB BB 80 B B0 B0 B0 BB B0 B8 B8 B8
Uolume Name SANINGLOBALROOT\Device~HarddiskVolume2" [C:1]
i

Max Levels
Clump Sicze Li2
Current Level i

Memory used for data 23625216 hytes
Memory used for mapping 12288 hytes

C:sUsersmoxal_

To disable the Enhanced Write Filter, type C:\....>ewfmgr c:

C:sUserssmoxa>eufmgr c: —commitanddisahle
#x% Committing data and dizabling overlay

Protected Uolume Configuration
Type RAM <REG>
Gtata FNGBLED
Boot Command DISABLE
Faraml 1
Param2 5]
Uolume ID D6 2C AR ES BA 8@ 860 66 B0 U0 BE B8 B0 B4 B0
Uolume Mame " AISGLOBALROOT S Device~HarddiskUo lume2™ [C:]
Max Levels 1

Clump Size 512
Current Level 1

Memory used for data 33272328 hytes
Memory used for mapping 16384 hytes

C:Userssmoxar_

-commitanddisable.

ER Administrator: C:\Windows\system32\cmd exe Elﬂlé]
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File-Based Write Filter

Overview

File-Based Write Filter (FBWF) is similar to EWF, but is enforced at the file level rather than at the hardware
(bit) level. This means it is slightly less secure, but this allows it to provide more user features than is possible
with EWF.

File-Based Write Filter (FBWF) allows the Windows Embedded platform to maintain the
appearance of read and write access on write-sensitive or read-only storage. FBWF
makes read and write access transparent to applications.

Writing to storage media may be undesirable or impossible in embedded devices. FBWF
redirects all writes targeted for protected volumes to a RAM cache called an overlay. Used
in this context, an overlay is similar to a transparency overlay on an overhead projector.
Any change made to the overlay affects the picture as seen in the aggregate, but if the
overlay is removed, the underlying picture remains unchanged.

One of FBWF’s more advanced features allows the user to specify a directory where data may be more
conveniently written to the data drive than is possible with EWF. The TC-6110’s default settings have already
configured a default directory for this; you may use the c: \ temp directory for files which require write access.

Enabling File-Based Write Filter

To enable file-based write filtering, do the following:

1. To check if FBWF is enabled or disabled, type C:\...\>fbwfmgr /displayconfig:

lC:\U.,e s moxarfbufmgr /displayconfig
ed write riicer cont (guration for the current session:
ter state: disabled.

Filr=toood=mrttomtt s et §
filter

C:sUserssmoxa’>

I—

2. To enable the FBWF, type C:\...\>fbwfmgr /enable and then reboot the system to take effect.

g Administrator: C\Windows\system32\cmd,

C:sUserssnoxa>fbufmgr ~enable
File—hasedwrite-iilver-will-e-znabled on the next rebhoot.

C:wUzers moxal

3-5
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3. After the system has rebooted, type C:\...\>fbwfmgr /displayconfig again to check if the status
has been changed to enabled and will start at boot-time.

Microsoft Windows [Uersion 6.1.76611
Copyright <(c? 2018 Microsoft Corporation. All rights reserved.

IC:\Users\moxa)fhwfmgr sdisplayconfig
I eyt on for the current
filter state: enabled.
OUEF LAy Cache data compression state: disahled.
overlay cache threshold: 128 MB.
overlay cache pre—allocation: disahled.
size display: actual mode.
protected volume list:
SDevicesHarddiskUolume2 <Gz
write through list of each protected volume:
“DevicesHarddiskUolume2:
~Regfdata
“~temp

F il gshasadeiiibieidls af iguration for the next session:
filter state: enabled.
seeriayrrarhie-dara-conpression state: disabled.
overlay cache threshold: 128 MB.
overlay cache pre—allocation: disabled.
zize display: actual mode.
protected volume list:

“DevicesHarddiskUolume2 <G:>
write through list of each protected volume:
SDevicesHarddiskUo lume2:
“temp

C:\Userssmoxa

To get more details about EWF configuration and usage, you may:

Go to Microsoft's FBWF Installation and Configuration help pages.

Go to Microsoft's FBWF overview on the official Microsoft EWF help pages.
Go to Microsoft's detailed description of FBWF features on the EWF help pages.

Go to Microsoft’s detailed description of the FBWF API.
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Installing Moxa Software

This chapter describes how to configure and install the bundled Moxa software that comes with the TC-6110.
Moxa software allows users to build scripts and custom software to automatically or remotely control and
monitor the TC-6100 for both process- and infrastructure-level needs.

The following topics are covered in this chapter:

O mxhtsp: Hot Swapping for Hard Drives
» Overview
» Installing mxhtsp
» Hot Swap Configuration and Usage
O Moxa Predictive Maintenance Diagnostic Tools
» Overview
» Installing the PdM Diagnostics Package
» Configuring and Using the G-Sensor Tool
» Configuring and Using the Temperature Sensor
O The Synmap™ Virtualization Layer: Full Interoperability with Any Moxa Device
» Overview
» The Synmap Design Concept
» Moxa Synmap OIDs List
O Installing the Synmap Virtualization Layer
O Installing and Using an NMS

Installing Moxa MxView

\4

Basic Configuration of MxView

A\

Loading the Synmap MIB File
Using Synmap OIDs to Control the TC-6110

\4
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mxhtsp: Hot Swapping for Hard Drives

Overview

The TC-6110 comes with an eight gigabyte CompactFlash card specifically included as permanent storage
space for the operating system and system software. The TC-6110 also comes with two removable modules
that each support a single SATA 2.5 inch HDD/SSD interface; additionally, the TC-6110 comes with two empty
modules for further memory drive expansion, if so desired. The mxhtsp software package makes these
modules hot swappable, so they may be safely removed during computer operation without powering down. To
enable the TC-6110’s hot swap feature, users must install mxhtsp by following the instructions below.

Installing mxhtsp

Follow these steps to install mxhtsp and enable the TC-6110’s hot swap capabilities.

1. Navigate to the Utility folder, located on the software DVD under <software DVD>\utility\1l.mxhtsp\.
Double click mxhtsp_setup.msi.

2. When the software setup wizard appears, click Next to continue. In the next dialog, click Browse to select

the folder where you want to install the package, or simply click Next to continue if you want to use the
default folder.

1) mxhtsp ‘ . . = > () mahtsp [ )

Welcome to the mxhtsp Setup Wizard Select Installation Folder

77,

7
B

T

The installer will guide you through the steps required to install m=htsp on your computer. The installer will instal mihtsp to the Following folder.

Tainstall in this folder, click "Nest”. Toinstall to a different folder, enter it below or elick "Browse”

Folder

C:4Pragram FilestMOXA \muxhtsph Browse...
Disk Cost..
\WARNING: This computer pragram is protected by copyright law and international treaties, Install muhtsp for yourseff, or for amyone who uses this computer:
Unautharized duplication or digtribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law,
Ewerpone
@ Just me
Cancel < Back [ cancel | [ <Bak | [ Hes ]

3. The wizard will tell you the installer is ready to install mxhstp. Click Next to continue, and after the
installation has completed, click Close to exit the wizard and end the installation.

4. After the wizard closes a dialog will appear (seen at right) asking you if = [gmes )
you want to restart the system. Click Yes to restart the computer and e e o s s o Ao
start the hot swap daemon, or click No if you prefer to continue
installing other software before restarting. Tes g

Hot Swap Configuration and Usage

Once the system has re-initialized you may follow the directions below to configure hot swap for your needs.

Starting Hot Swap

When Moxa’s hot swap daemon (mxhtspd) has automatically started at boot
time users will be notified by a message delivered in the Windows system tray.

Once mxhtspd is active, it will monitor the removable drives. Two features mchtspd start
are provided by mxhtspd, described below.

1, Info

4-2
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Unmounting and Removing the Storage Drives

1. On the spine of each module there is an inset button labeled X1; this button may be custom-configured,
but by default it signals the OS to un-mount the hard drive so that the module may be safely removed.
Users should use a small screwdriver or other sharply tipped instrument to gently depress the X1 button.

A

WARNING

Do not remove the memory modules without first unmounting the memory drive. Removing the memory
modules prematurely could permanently corrupt any or all stored data, and force a full reformatting of the
memory drive. Follow the steps described here to ensure that your memory drive is removed safely and
securely, without damaging your data.

o LMOXI\ ©
o | O
g
g
g
g
:
@ g ©
@ - \ Z E
o Tes10 © @ @ @ @ h

2. Once the system recognizes the button has been depressed, a notification
box will appear in the Windows system tray (shown at right) informing the @ Button Info

user that the button has been pressed. Buttonl is pressed

g1apM | |

L "
L =l L

3. Once the system has successfully un-mounted the hard drive, another
notification window will appear (shown at right) in the Windows system © Disk Info
tray, informing the user that the disk has been successfully unmounted. Diskl has been unmounted
Only now is it safe to remove the memory drive module. b

B

A

WARNING

Do not remove memory drives until the system has posted notification that they drive has been successfully
unmounted. Removing the drives without first ensuring they have been unmounted will result in corrupted data
that may cause the loss of the entire drive.

Drive Usage Notifications

Administrators may set a notification to signal when a specified amount of memory space on a drive has been
filled. For configuration procedures that describe how to set the drive usage notification, see the Configuring
Drive Settings Using mxhtspd: Hot Swap section, just below. Once the memory drive has been filled to the
level configured by the administrator, two notifications will appear.

1. On the spine of the module itself, the array of LEDs will uniformly blink three times in succession, and will
continue to do so at approximately one minute intervals for as long as the drive continues to increase its
data storage beyond the configured parameter.

2. On the user’s desktop, a Disk Info notification will appear in the Windows system tray, telling you what
percentage of the disk is currently used, and how much this is greater than the configured notification
level. The notification will be in the format [total percentage of
drive used] > [user-defined percentage of drive capacity]. i) Disk Info

D:use 11% > 1%

The notification should be read as if it were saying “Currently your
total usage is [total percentage of drive used]; this has exceeded the =8 <M TFoss
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configured parameter of [user-defined percentage of drive capacity].”

In addition to these two default responsibilities of the Moxa Hot Swap (mxhtspd) daemon, users may also
execute their own actions by creating and storing scripts in the C: \Program Files\MOXA\mxhtsp\script
folder, which is shown in the screenshot below.

Configuring Hot Swap Settings

The default drive volumes monitored by mxhtspd are the D: and E: drive

volumes. If the administrator would like to change these settings by adding or About rrchtspd...
cancelling volumes, then this may be done by accessing the mxhtspd
configuration menu from the hot swap icon located in the Windows system

tray. .

Setting

Exit

Customize...

1. To access the setup menu for the Moxa Hot Swap daemon, right-click on
the mxhtspd icon located in the systray (Windows at the bottom right of
the screen and then select Setting.

When the MXHTSP Settings dialog appears, admins must [ MxTse Setting [J-J
select the drive letters under which the storage drives will be

. " Dizk1 Drive Letter  |D - ak
mounted. If the drives have been partitioned, select only the
X . . . . . : : Cancel
first available drive letter; selecting anything else will cause DI DelLelE: 5| [Gusd |
trouble when mounting the device. Windows will mount the [ Execute Script [~ Check Partition

drive volumes under the identifiers you assign here. Once
assigned, these values will be associated with the device’s
hardware address, so that if the modules are removed and then immediately replaced in a different order
(i.e., drive 1 is placed in the Disk 2 slot, and drive 2 is placed in the Disk 1 slot) they will continue to be
mounted under their original volume name (i.e., drive 1 will continue to be volume D:, even though it is
now mounted in slot 2, and similarly Disk 2 will be mounted as volume E:, even though it is now in slot 1).
If admins wish to change this behavior, they may also do by creating a new entry in the Windows registry.
There are several online tutorials that explain how to do this.

WARNING

A If the storage drive is partitioned into multiple volumes, then when configuring mxhtspd you must specify only
the first volume listed in the setting dialog. This volume will correspond to the drive’s first partition. DO NOT
select any other partitions, otherwise the drive will not mount and unmount properly. Additionally, checking
Execute Script and Check Partition will only affect the first partition and may not be used on the subsequent
partition(s). For these reasons, Moxa recommends against partitioning the drives used in the
TC-6110 SATA modules.

WARNING

If you tick the Check Partition box in the hot swap Settings dialog you must configure a notification threshold
for each partition in the C: \Program Files\MOXA\mxhtsp\config file (see below, pg. 4-4). If you do not,
mxhtspd will fail to read the partition and throw an error by notifying the user that Disk X does not exist
(with X representing the volume identifier that Windows is using to mount the drive).
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2. Admins may configure mxhtspd to automatically check remaining drive capacity by ticking the Check
Partition option. To set the threshold at which mxhtspd will notify the user about remaining drive
capacity, the administrator will need to edit the mxhtsp configuration script (seen in the screenshot just
below), located at C:\Program Files\MOXA\mxhtsp\config.

'j mixhtspd - Notepad =N X

File Edit Fgrmat View Help
D: 50
E: 90

This is a very simple ascii configuration file; to set the target drive capacity, simply note the volume mount
point and the percentage of drive capacity that must be filled for mxhtspd notifications to begin, with the
two values separated by a colon. A screenshot of the configuration file is shown above. For example, if you
wish to set the system to notify you when the D: drive is 50% full and the E: drive is 90% full, then you
would enter D: 50 on the first line, and E: 90 on the second, as shown in the screenshot. When storage
space on the drive has been filled beyond these thresholds, the L1 LED on the module spine (visible on the
front face of the TC-6110) will blink repeatedly, and a notification will appear on the desktop, in the
Windows 7 system tray.

WARNING

If you have ticked the Check Partition box in the hot swap Settings dialog (see above, pg. 4-3), you must
configure a notification threshold for each partition in the C:\Program Files\MOXA\mxhtsp\config file.
If you do not, mxhtspd will fail to read the partition and throw an error by notifying the user that the drive in
question “does not exist.”

O

(@ @ o] o

Power Input
24-110VDC

LT:ACT L1:ACT
L2:Heater L2:Heater
L3:Prog 1 L3:Prog 1

L4:Prog 2 L4:Prog 2 O
=]
(]
o

iaTalalalatalalaValalalala¥alalalalalalaTalalalalal

ko TCE10 © @------—@ © OJ

Moxa Hot Swap (mxhtsp) Scripts

There are three Visual Basic scripts provided for customizing the Moxa hot swap feature. The hot swap
customization scripts are stored as files in the C: \Program Files\MOXA\mxhtsp\config\script\ folder.
Each file is associated with either module one (X1/disk1) or module two (X2/disk2). The three scripts are
described below:
e action_btnX*_press.vbs: This script is executed whenever the X1 button (located on the spine of
the SATA storage module) is depressed. The default action is to unmount the hard disk1.
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e action_disk*_plugged.vbs: This script is executed whenever the SATA module is mounted by the
TC-6110. The default action of this script is to flash LED 1 three times just after the drive has been
successfully mounted.

e action_over_usage_disk*.vbs: This script is executed whenever the storage quota (as set in
mxhtspd.conf; see above, Configuring Hot Swap Settings) for the drive in question is reached.
The default action of this script is for LED 1 to flash 3 times, approximately once every minute.

Lo X
-
@Ov .« MOXA » mxhtsp » script -'*, Search script Fel
fi - - —
File Edit  View Tools Help ]
Organize v Include in library » Share with v New folder

{ Favorites
Bl Desktop
& Downloads

MName

[B] action_btnX1_pressed
;3] action_btnX2_pressed

Date modified

= Recent Places _ﬂ action_diskl_plugged
[B) action_disk2_plugged
[B)] action_over_usage_Diskl

[B) action_over_usage_Disk2

w4 Libraries

<| Documents

N adie

All of these scripts are authored in Visual Basic and may be freely modified by the user. For instance, if a
systems administrator wishes to modify how storage quota notifications are delivered, s/he may edit the
action_over usage script that corresponds to the appropriate drive.

Hot Swap (mxhtsp) Logs

Hot swap events and errors log files are found at C:\Program Files\MOXA\mxhtsp\log. Each log file is

automatically updated every 24 hours at midnight, and tagged with the date it is created. Inside, file events are
logged with the date and time the events occurred.

F=3 EoH ~
@uv‘ « Program Files » MOXA » mxhtsp » log v[*,” Search log J
Organize ¥+ Includein library *  Sharewith v New folder =~ 0 @
r Favorites Name Date modified Type Size
Bl Desktop | log_20130526 5/26/2013 2:16 AM  Text Document 1KB
& Downloads
T Recent Places

Moxa Predictive Maintenance Diagnostic Tools

Overview

TC-6110 computers come with Moxa’s predictive maintenance (PdM) diagnostic utilities software; this package
includes two tools: the G-sensor charting tool, and the hardware monitor interface. The G-Sensor
charting tool allows you to monitor and record the vibrations that the system experiences over time, allowing
administrators to anticipate and take precautions against conditions that might damage the system
(particularly hard disks). The hardware monitor interface allows administrators to view hardware information
like CPU frequency, drive temperature, and many other system parameters.

Installing the PdM Diagnostics Package

Follow these steps to install the G-sensor (vibration) package.
1. Double click mxsensor_setup.msi in <software DVD>\utility\2.mxsensor\Utility\.
2. Click Next to continue.

3. Select the folder you want to install the package to, or simply click Next to continue if you want to use the
default folder. When the next dialog appears, click Next to continue.
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The installer will install mxsensor to the following folder.

Folder:

Toinstall in this folder, click “Next”. Ta install to a different folder, enter it below or click "Browse"

ﬁ mxsensor
Select Installation Folder

C:\Program FilesiMOxA mxeenzar, Browse:
M Disk Cost...
Install mesensor for yourself, or for anyone who uses this computer:
() Evemyone
@it
[ Cancel ] [ < Back ] [ Mext > l

4. When the installation is finished, click Close to complete the installation. Please remember that the PdM
diagnostics package will not be available until the computer is rebooted. You may restart the computer at

this point, if you wish.

Configuring and Using the G-Sensor Tool

Launching the Charting Application

Follow these steps to launch and check the sensor tool.

1. To launch the G sensor charting utility, right-click on the tricolor icon in the
system tray and select GSensorChart from the pop-up menu. Please note
that if you select Exit you will shut down the Moxa PdM utilities package. If
this happens and you want to re-launch the utility, navigate to the
Windows Start Menu and select Moxa Predictive Maintenance
Diagnostic Tool from the software listed there.

Default Programs
Desktop Gadget Gallery
Internet Explorer
Windows Fax and Scan
Windows Media Player
Windows Update
XPS Viewer Pictures
Accessories
Intel® Matrix Storage Manager e
Maintenance 1
Microseft ActiveX Centrol Pad .
MOXA
Mexa Predictive Maintenance Diagnostic T
[= Moxa Predictive Maintenance Diagnestic Tool |
EEtkrol Panel
Startup

Subsystem for UNIX-based Applications

Computer

Devices and Printers
Default Programs

Help and Support

MonitarTool

ATTENTION

Users are advised that the accelerometer script returns vibration readings in milligravities (mG). The

G-sensor’s raw values, however, are returned in an unconverted hexadecimal form. If you would like to directly
access the G-sensor data in a human-readable form, then you should access G-sensor data from the GUI, using

the log file.

2. Next, verify that each initial value (X-axis, Y-axis, Z-axis) is close to 0 (+-100). The X-axis represents
front-to-back motion (relative t to the sensor), the Y-axis is left-to-right, and the Z-axis is up-and-down. A

good target threshold to start off with is 1000 mG.
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Diskl Disk2
G1X Aas — s e — x_mis2
I
Cumert 117 Comert 0
fmg) img)
T T T T T T
20 40 60 20 40 0
G1Y_Adk e G2_Y_Aes i
20001
500
1000
s00
Curent 39 o Comert. 0
) <00
g 1000 [
1500 2
T T T
B 0 o0 20 40 0
1.7 s s G2.7_puis — z_oxis2
20001
1500
1000
Curert 1092 07 Curert 0
500
) R o)
1500 ; ; .
T T T 20 40 0
I 20 40 60

3. Finally, vigorously shake the computer and check if the vibration registers on the charts.
st R — ===

Diskl Disk2
G1_X _fuis G2_X_Auds — x_axis2
|
Cument 425 Cument 0
mg) ma)
T T T T T T
20 40 60 2 40 60
G1_Y_fois R G2.Y_Ads 2
2000
1500
1000
500
Curert 234 0 Curert 0
) 00
) 1000 i
500 g
T T T T T T
20 40 60 2 “0 60
G1.Z s 2 mis G2.2 s — 2 mxis2
20001
| 1500
1000
500
Curent 546 Curert 0
mg) s me)
1500 . . ;
E T T T 20 40 60
il 20 [ 60

Configuring the Sensor Logs

1. To configure log settings for the G-sensor, select Log Setting from the bottom of the G-sensor charting

Diskl Disk2
G1X s — s S — x_mis2
|
Cument 428 Curert 0
fma) img)
T T T T T T
20 4 60 20 40 60
G1_Y_Aus - = — y_ais2
2000
1500
1000
500
Curent 234 o Corert 0
, 00
) 1000 i
500 =
7 7 T T T T
20 © ES 20 40 60
G1z_pas N Bzl — 2 zis2
2000
| 1500
1000
Curert 545 5 Cumert 0
00
ma) st e
1500 . . .
E T T T
Il 20 ) 0 @ “ &0

2. The LogSetting interface allows you to turn the G-sensor’s data logger on and off. To turn on the G-sensor,
enter the file path where you want the log saved, set the maximum file size (after which a new log file is
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3.

created), and set the sampling interval (how often the vibration data will be sampled and recorded). When
finished, click Save to complete the setup. Note: Disk1 refers to slot 1, and Disk2 to slot 2.

o5 LogSetting

LogData

Log file path (Disk 1)

Filz Size 100

Log Interval 2000

(MBytes)

{ms)

Save

| Cancel

Log file path {Disk2) cmoxa“log'gsensorGSensorMomal2 csv

Wait for about 1 minute for the logger to start, and open the log in a simple ASCII editor (e.g.: Windows
Notepad) to verify it is logging information to the indicated path.

Mj GensorMormallosy - Motepad
File Edit Format  View Help

oo =]

[T¥PE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12./20,/2012
TYPE_NORMAL ,12./20,/2012
TYPE_NORMAL ,12./20,/2012
TYPE_NORMAL ,12./20,/2012
TYPE_NORMAL ,12./20,/2012
TYPE_NORMAL ,12./20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012
TYPE_NORMAL ,12,/20,/2012

[NENE N NYNY NN NE NN NN NN NN NN NN NN NN

EEEEEEEEEEEEEEEEREEEREE2RE

COCDO0ODoooOoOoDooOo OO oo

COCDo0DDoooDoODDooDo O DD OO D0

[=Y = ool ool =l =l ele el wlelol el =e ol =lele )=l =]

Configuring the G-Sensor to Signal an Alarm

1. To set an alert, select Alert Setting from the bottom of the G-sensor charting interface.

Disk1

Gl X Aws

Curent 429

img)

GI1Y_fuis

— y_ais

60

Curent 234 0

500
mg) -1000:

G1.7 s I

60

Curent 546

img) 1000

60

Disk2

G2_X_fis

Curert 0

G2.Y_is

Curert 0

G2_7_fots

Curert 0

@-

(mg)

)

img)

C=re0 X
— x_=xis2
T T T
20 40 60
— y_=xis2
T T T
20 40 60
— z_axis2
T T T
20 40 60
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although many drives can go as high as 20,000 mG (20 G). A suitable sampling rate to start off with is 100

ms. To get the best performance, check the drive specifications provided by the manufacturer and then
experiment to get the best results.

File Size 100

Log file path (Disk1) c\moxa“log'gsensor'GSensorflet].csv

Log file path (DIsk2) c:moxa“log'gsensorGSensorflert? csv

(MBytes)

Save ]

’ Cancel

s AlertSetting ‘E@ﬂ
Mert Threadhold X | [0 (ma)
Mert Threadheld ¥ 1000 {ma)
Mett Threadhold Z 1000 {mg) Savelog
I Sampling Rate 100 ms) |

Click Save to finish the setup. Note: Disk1 refers to slot 1, and

Disk2 to slot 2.

Wait for about 1 minute for the G-Sensor alert utility to restart,
then shake the computer. Check the log in a simple ASCII editor
(i.e.: Notepad) to verify it is logging stats to the indicated path. If
no events are logged (or the file does not exist), then try adjusting
the alert threshold to a smaller value (e.g.: 500) and do it again.

To launch the temperature monitor, right-click on the tricolor icon in the
system tray and select the Monitor Tool from the pop-up menu. This will

open the monitoring utility user interface, as shown at right.

Please note that if you select Exit you will shut down the entire Moxa
PdM utilities package. If this happens and you want to re-launch the
utility software, navigate to the Windows Start Menu and select Moxa
Predictive Maintenance Diagnostic Tool from the software listed there.

2. The monitoring utility interface will appear as the screenshot below.

Mon'\tonnngnlﬁ
Frequency Temperature
o HHNNEEEE [ o Dekt: [#01 € [ Log I deor [ alert
venory: [IIINNEEENI /57 L T =
Disk2: |~ C [ Log I™ decF I Alert
Voltage:
veore: [l [ ] [NEE ) . J R s
viesso: [l Lo R
V1.5_50 l ll e (U
vissz [l 0l [ = W
G-Sensor
Disk1 Disk2
GLX_Avis | -3-500000 (i) G2x_Axs | 0-000000 mg)
GLY_Avis | 3900000 o) Gay_Axs | 0.000000 i)
G1.Z_Axis |-87.500000 (mg) 6G2_7_Mis 0.000000 (ma)
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The Synmap™ Virtualization Layer: Full
Interoperability with Any Moxa Device

Overview

Synmap™ is Moxa'’s revolutionary software virtualization, an evolutionary advance in network device control
that adapts solid, reliable SNMP into a fully portable remote procedure interface. Synmap allows engineers to
automate remote processes using SNMP object identifiers (OIDs) rather than device- or OS-specific API
addressing, making a scripted Synmap procedure fully interoperable with any other Synmap device. This
means that a script created for one Synmap device may be directly copied to another, immediately conferring
the same functionality. This eliminates the need for rewriting and compiling code for newly configured devices,
significantly reducing maintenance and deployment times.

SNMP is lightweight and easy-to-configure, and is already long-popular with IT professionals; it also enjoys
comprehensive native support in high-level languages like .NET, Java, Python, or Ruby. For these reasons, the
Synmap framework has re-imagined SNMP as a universal configuration and control interface for remote
procedures, adapting it to not only monitor and control device internals like temperature, BIOS parameters,
and local interfaces, but also to report on and automate tasks at the process layer, as well. Easily integrated
into any existing Network Management System (NMS), Synmap devices are a flexible and cost-effective
upgrade that returns obvious benefits to any IA network.

Synmap currently allows you to use SNMP for remote monitoring and control of a select set of computer
processes, but its list of features is rapidly growing. Using Synmap’s fully portable scripts, engineers will soon
be able to:

. Access, monitor, control, and report on digital I/O at both the process and hardware layers

. Use OIDs to monitor, configure, and give process control over serial ports and other interfaces

. Monitor and control system attributes and process events via any NMS

. Build automated remote procedures using Synmap OIDs called by simple shell scripts, or a preferred
high-level language like Python, Perl, or VBScript—all without any need for low-level APIs, or
platform-specific libraries

. Significantly simplify and reduce development times for custom utilities and automated executables

. Gain scripting and automation independence from OS-dependent libraries

All of this may be achieved using simple, reliable, and familiar SNMP, the easily accessible standard that IT
engineers are already familiar with.

The Synmap Design Concept

Synmap is a software design concept that offers programmers a wholly unique and superior conception of
infrastructure development for IA control. Instead of using low level APIs, Synmap adapts the higher level
SNMP protocol to serve as a universal API across all machines. With Synmap, application developers gain
several benefits, the two biggest being a significantly reduced learning curve for control APIs and remarkable
code portability. For example, if a user wants to control GPIO in a Linux environment, an application developer
needs to generate code that follows the pseudo code shown below:

Open() the device node
Read() the file descriptor
Read() the return value, and make a logical decision

Perform an ioctl function on the file descriptor

v s b

Close() the file descriptor

The above example shows how this is done in a *NIX environment. In a Windows environment, it looks a little
different, but the process is essentially the same, and of equal complexity:
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Open a required file handle using mxgpio_open
Get data using the file handle, an assigned port, and mxgpio_get data
Evaluate the returned data, and make a logical/control decision

Use mxgpio_set data with the file handle to set a value

LA ol S

Use mxgpio_close to close the file handle

These examples show, in concise form, the difficulties application developers face when dealing with low level
APIs. Developers must understand each system’s API and track down various device node IDs from within the
user manual, the sample code, or the general system. Synmap significantly simplifies this situation. In
comparison to the example just shown, the pseudo code that replaces it will look something like this:

e GET an OID using SNMP and the localhost connection (127.0.0.1)
e Evaluate the returned data, make a logical decision
e SET an OID using SNMP and the localhost connection (127.0.0.1)

The benefits of using SNMP in this way should be clear.

e First, the code is easily migrated across different computers and even different operating systems, because
Moxa’s SNMP libraries are supported on both Windows XPE and Linux, as well as a host of other platforms.

e Second, the program can just as easily be ported to the network for remote operations simply by changing
the localhost connection (127.0.0.1) to the target IP address and hostname.

e Third, the time needed to learn how to control a peripheral is drastically cut; all one needs to do is
understand how to use an SNMP OID, and start scripting.

e Fourth, Developers are free to choose any kind of programming languages or utilities with which they might
be familiar, so long as they are apropos to the platform(s) on which they will be used. For example, in place
of the C API, Microsoft developers might want to use the SNMP libraries in .NET or Java to control remote
Linux devices, or it can be flipped around so that Linux developers use Net-SNMP libraries to control remote
Windows XPE machines.

All of these things mean that the Synmap virtualization makes the work of programming custom applications
much faster and simpler, and dramatically increases code interoperability. Complex controls such as USB notify,
mounting information, and BIOS settings have been integrated into the Synmap engine, so that creating a
customized monitoring or control application now only requires the coordination of a few SNMP SET/GET calls,
potentially allowing developers to save on hundreds of lines of code when authoring new applications.

Moxa Synmap OIDs List

The following table shows the OIDs currently supported on the TC-6110. For a full review of all Moxa Synmap
OIDs, check the Appendix section.

Item Name oID Access Description

productName 1.3.6.1.4.1.8691.17.1.1.1 read-only Returns the product name
productDesc 1.3.6.1.4.1.8691.17.1.1.2 read-only Returns a short device description
productVersion 1.3.6.1.4.1.8691.17.1.1.3 read-only Returns product version
productBuildDate 1.3.6.1.4.1.8691.17.1.1.4 read-only Returns the last software build date,

YYMMDDHH format

tempSensorsIndex 1.3.6.1.4.1.8691.17.1.5.1.1.1.1 read-only Reference index showing all
available temperature sensors;
starts from 1

tempSensorsDevice 1.3.6.1.4.1.8691.17.1.5.1.1.1.2 read-only Returns a list of the unique string
values that the database associates
with a temperature sensor index
value. May be used with
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tempSensorIndex to identify
temperature sensors by
name/position, and to subsequently
call them in scripts

tempSensorsValue

1.3.6.1.4.1.8691.

17

.1.5.1.1.1.3

read-only

The reading returned by the
thermometer, in degrees Celsius

Note: On the TC-6110, temp. is
currently represented as the current
reading truncated to its base
integer, without rounding

accelerometerIndex

1.3.6.1.4.1.8691.

17

.1.5.1.3.1.1

read-only

Reference index showing all
available accelerometers; starts
from 1

accelerometerAxis

1.3.6.1.4.1.8691.

17

.1.5.1.3.1.2

read-only

Shows the format in which
accelerometer’s axial values will be
returned. This will always be in X, Y,
Z, form, with n the index number of
the accelerometer with which the
axis is associated

accelerometerValue

1.3.6.1.4.1.8691.

17

.1.5.1.3.1.3

read-only

Returns a block of the last hundred
recorded values for all three axes of
a particular accelerometer, taken
from the log file; this will be g-force
in micro gravities (NG).

Note: this OID requires the
accelerometer’s log file to be
activated and up-to-date. If the log
file is unreadable for any reason,
this OID will not return data.

accelerometerTimestamp

1.3.6.1.4.1.8691.

17

.1.5.1.3.1.4

read-only

Returns the accelerometer
timestamp

usbDeviceProductID

1.3.6.1.4.1.8691.

17

.1.6.4.1.3.1.3

read-only

Returns the USB’s hexadecimal
product ID

usbDeviceActiveClass

1.3.6.1.4.1.8691.

17

.1.6.4.1.3.1.4

read-only

Returns the USB device class for any
connected device

watchdogPeriod

1.3.6.1.4.1.8691.

17

.1.6.6.2.1

read-write

Sets the watchdog’s timeout
interval, in seconds:

e Entering 0 disables the
watchdog

e Entering an integer from 1 to
255 configures the timeout
interval to that number of
seconds

watchdogStatus

1.3.6.1.4.1.8691.17.1.6.6.2.2

read-write

Returns the watchdog’s current
status and timeout interval

powerPolicy

1.3.6.1.4.1.8691.17.1.7.2

read-write

Returns the system’s current power
policy, as configured by the
Windows 7 Embedded OS
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Installing the Synmap Virtualization Layer

The following steps will install Synmap.

1. Double click mxSynmap setup.msi, found in the Utility folder located on the software DVD under
\utility\3.mxSynmap\. Then click Next to start the Synmap setup wizard.

"4 Moxa SyN-MaP =] @ |
Welcome to the Moxa SyN-MaP Setup Wizard

The ingtaller will guide you through the steps required to install Mosa SeM-MaP on vour computer.

WARMIMG: This computer program is pratected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prozecuted ba the masimum estent possible under the law.

| Cancel | < Back

2. In the middle of the dialog, the button Disk Cost will display how much space the Synmap software
package will occupy on your storage drive, as well as the remaining storage space on the drive where the
system is stored.

At the bottom of the dialog, select whether Synmap will be installed for every user across the entire system,
or just for the current user account. Above that (in the text dialog), you may click the Browse button to
browse the file tree and select the folder where you want to install the package, or simply click Next to
install Synmap to the default folder.

‘j’g’? Mozxa Syl -haP

Select Installation Folder

The installer will install Moxa SyM-taF ta the following folder.

To install in this folder, click "MNext". Toinztall to & different folder, enter it below or click "Brovwse".

Faolder:
C:hProgram FileghtOxahh oxa SyM b4 2P | Browze. . |

| DiskCost. |

Irstall bosa Spi-bdaP for wourzelf, or for anpone who uzes thiz computer:

Everyone

@ Just me

| Camcsl || o <Back | [

3. Click through the next few dialogs to complete the installation of the Net-SNMP agent. The SNMP agent will
not begin working until you reboot the TC-6110 computer.
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Installing and Using an NMS

For full implementation, Synmap requires (like any SNMP-based system) an NMS to become fully functional; an
NMS with an MIB browser also makes using SNMP a far simpler task. If you already have your own MIB browser,
you can skip this section. However, if your network is lacking an NMS then you may install a free version of
Moxa’s MXview to get Synmap up and running. MXview provides an MIB browser and an interface that will
allow you to monitor and control any Synmap enabled device. This section will walk you through a basic MXview
installation, and show you how to use the MXview MIB browser to start working with the TC-6110’s MIB.

Installing Moxa MxView

1. MXview is included on your TC-6110 software DVD. Double click mxView Trial V2.3.msi in the Utility
folder, which you can find on the software DVD in \utility\4.mxViewTrial. Select OK to choose the
language, and when the next dialog appears click Next to continue.

Select Setup Language ‘ M

Select the language to use during the
installation:

(Engish -

OK l[ Cancel l

Welcome to the MXview Setup
Wizard

This will install MXview on your computer

Itis recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

2. Accept the licensing agreement and click Next to move to the licensing dialog.

R

License Agreement
Please read the following impertant information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

MOXA END-USER LICENSE AGREEMENT -
FOR MXview SOFTWARE

IMPORTANT: Please Read This Agreement Before Using The Software
Indicated Above.

1 ccept the agreement

() 1 do not accept the agreement

<gack |[ Next> | [ cancel |

MXview Trail Version License
License

Miview license (20 Devices)

License

WCZXERE55GT ITAIBDEYVDXCXA]

o L] [

3. On the next dialog you may change the folder and path where MXview will be installed. On the next, you
may select where MXView shortcuts will be stored in the Windows Start Menu.

R re———

Select Destination Location
Where should Mxview be installed?

| setup wil install Mxview into the follwing folder.

To continue, dick Next. If you would like to select a different folder, dick Browse,

-+ \Program Fles Woxa Miview] Browse...

Atleast 77.9 MB of free disk space Is required.

<gack |[ Newt> | [ Cancel

R

Select Start Menu Folder
Where should Setup place the program’s shortcuts?

S i Setup wil create the program's shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dick Browse,

Browse...

<Back || Mext> | [ Cancel

4. Next, you may register MXview as a Windows service and create a desktop shortcut.
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5. After you have completed the pre-install configuration, click Install to transfer MXview to disk and wind up
the installation.

5! Setup - Mxview

15! Setup - MiXview

Ready to Install
Setup s now ready to begin instaling Mview on your computer.

Installing
Please wait while Setup installs MXview on your computer.

Click Install to continue with the installation, or dick Back if you want to review or Extracting files...
change any settings. c:\Program Files\Moxa \MXview \script\uparadeDB_traffic.sql

Destination location: -

C:\Program FilesWoxa Mxview - |

Start Menu folder:
Moxa

Additional tasks:
Additional icons:
Create & desktop icon

6. After MXview has installed, you must enter the IP address of the machine on which it is located. This may
be the localhost address, 127.0.0.1, or if you are connecting to MXview over a LAN it will be a remote IP
address. Additionally, you must configure the ports which MXview will use for HTTP and HTTPS

communications. Once the installation is complete, you may choose to restart the computer to get MXview
up and running

18] setup - Mxview

15! Setup - Mxview

Set Service Parameters
Please specify the server port settings.

Completing the MXview Setup
Wizard

Enable HTTP To complete the installation of MXview, Setup must restart
your computer. Would you like to restart now?
Server IP . N
127.0.0.1 - . restart the computer now
HTTPS Port HTTP Port (@ Mo, T will restart the computer later
243 a1

7. After rebooting, the MXview shortcut will appear on your desktop (shown at right). Click on
the shortcut to continue on to the next section and begin the MxView setup.

Basic Configuration of MxView

1. Open MXview (see step 7 of the last section, immediately above) and select Start to initialize the MXview
NMS; wait for the System Status notification to change to Running, then click Launch Client.

e, T
-
MXview

WL EN Industrial Network Management Software
Moxa Inc. All rights reserved 2013,

Mxview ver 2.3 ’

MXview
W[ #¥EN Industrial Network Management Software
Mozxa Inc. All rights reserved 2013,

Service ]Infu ]

1
HTTP Port 81 I~ Disable HTTP port
HTTPS Port 43 I

System Status:  Stop

Service Ilnf‘:’ ]

HTTP Port 81 =
5
HTTPS Port 443 Stop

System Statu: Running
OK |I Launch Client I Stop & Quit

Launch Client ‘

Stop & Quit
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If opening Microsoft Internet Explorer for the first time, make
sure to turn off the suggested sites feature (shown at right). If
you wish to use another browser you may, and IE’s other
settings may be configured to your own preferences.

The IP address for MXview will be 127.0.0.1 followed by a colon
and the HTTP port you configured MXview to communicate over
(in step 6 of MXview). If you have used the suggested settings

M Set Up Windows Intemet Explorer 8 =

above, then to login using HTTP would be 127.0.0.1:81, and
using HTTPS you would use 127.0.0.1:443.

@ Turn on Suggested Sites

Do you want to discover websites you might like based on websites
you've visited?

H Sites

Suggested Sites is
‘website suggestions. You can turm off Suggested Sites at any time.

Read the Interet Explorer Privacy Statement online

For the login, the default username is admin, with a blank password.

WARNING

For security’s sake, Moxa strongly recommends resetting the password to a strongly secure
password of at least 8 characters, mixing numbers and symbols in a non-word series.

€ MXview - Wi

2] http:/localhost:&1/index_en.htm

v B4 X Bing L~

¢ Favorites | g [S) Suggested Sites v i8] Web Slice Gallery v

@ Mxview % v B v @ v Pagev Safetyv Tookv @~
@ Intranet settings are now turned off by defautt. Intranet settings are less secure than Internet settings. Click for options... x

MOXNX

Visualize

Industrial Ethernet Networks

Industrial Network Management Software

Username

Password

Operation Mode
h

4. When opening your browser for the first time, a warning message will pop up telling you to install the Java
runtime environment. Click OK to continue.

2 http://localhost 81 /index htm#monitor

& Favorites | gl (S Suggested Sites v @) Web Slice Gallery v

| € http//locathost81/indexhtm

@ Intranet settings are now tumed off by default. Intranet settings are less secure than Intemet settings. Click for options.. x

22 v B v ) @ v Pagev Safetyv Toolsv @~

Message from webpage

Ik You should refresh this page after successful install the JRE.

=

5. Click the title bar, and select File Download Blocked-->Download File to continue.

|| | @ http://localhost81 findexhtm

| o v Pagew Safetyv Tooks+ @~

0 To help protect your security, Internet Explorer has restricted this site from showing certain content. Click here for options...

File Download Blocked Download File...

What's the Risk?

Intranet Settings

Information Bar Help
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6. Select Run to download and install the Java Runtime Environment (JRE), and when Windows posts a
security warning asking if you wish to run the installer, click Run again.

Kl 2 hitp: flocalhost 31 /indexhim v [ @] | x = ging P~

i Favorites | 5z [S] Suggested Sites v @) Web Slice Gallery »

& http:/flocalhost81 findexhtm f2~ B -~ @ ~ Page~ Safety~ Tools~ @~
@ Intranet settings are now turned off by default. Intranet settings are less secure than Internet settings. Click for options... x
0% of jre-6u29-windows-i586-s.exe from localhost Com... | = £
"
File Download - Security Warming 5=

Do you want to run or save this file?

MName: jre-5u29-windows-i585-5.exe
Type: Application, 16.3MB
From: localhost

'

[ Ao J[ seve ][ Conce ]

[ While files from the Intemat can be useful, this file type can
potentially ham your computer. F you do not trust the source. do not
run or save this software. What's the risk? i

7. Click Install to continue.

€% e

¢ Favorites | gk S Suggested Sites v @] Web Slice Gallery =

& http://localhostBl/indexhtm B~ = [ dm v Pagew Safety= Tools~ i~
@ Intranet settings are now turned offbudafault ac ace lase ca acnabcabtinns Clickfos aatiose. . =
Java Setup - Welcome w -
ORACLE
Welcome to Java™

Java provides safe and secure access to the world of amazing Java content
From business solutions to helpful utiliies and entettainment. Java makes
l wour intemet experience come to life.

Mote: Mo personal information is gathered as pan of our install process.
Click here for more information on whatwe do collect

L Click Install to accept the license agreement and install Java now.

I [™ Change destination folder Cancel Install>

8. Click Close to complete.

Kl ol 2 nitte://localhost L findexhtm ) (=] ging

i Favorites | 55 [S] Suggested Sites v 8] Web Slice Gallery

& http://localhost:31 findexhtm [ v [ g v Pagew Safety~ Took~w @~
@Inmnetseningsarenewtumed b defanlt inne lace cacura than lotarme inae Click & ; x
Java Setup - Complete o

ORACLE

+/ You have successfully installed Java

Java updates will automatically be downloaded to provide you with the
latest features and security improvements.

To change this, see hitp:/fjava.com/autoupdate
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9. In Windows IE, a banner will appear at the top of the browser window. Click the message and select Enable
Intranet Settings.

& hitpi/flocal 0 =

& hitp://localhost81/indexhtm = | Ei| 42| x QIS Bing L

3 Favorites | 9l5 [S] Suggested Sites v @] Web Slice Gallery >

& hitp://localhost:Bl/indexhtm | f} ~ B - o Page~ Safety~ Tools~ -9'
gs are no d off by defa a gs are les a et cetting orootioos
Don't Show This Message Again 7
Enable Intranet Settings
What are Intranet Settings?

Information Bar Help

10. A security warning will appear, telling you that intranet settings are not secure enough for the open Internet.
Click Yes to ignore this, and when another security warning appears telling you that the application’s digital
signature is not recognized, click Run.

r N
Warning - Security (o]

The application’s digital signature cannot be verified.
Do you want to run the application?

KOl & | tp:/localnosta1 indexhim

¢ Favorites | 5 [Z) Suggested Sites ~ ] Web Slice Gallery v

| | @ nttp//localhost8l /index htm fi - B -~ @ ~ Page

@ Intranet settings are now tumed off by defauit. Intranet settings are less secure than Intemet settings. Click for options.

Name: ULMxViewUT
Publisher: UMKNOWN

From: http:/flocalhost:81

etbpors e Ay TS Content fom 1 pUBIDer
|Gy Irtranet setings use a less secuse level than the Itemet. §
1o Intemet websies. you should not tum
Plraser—
bt
p— | This application viill run vith unrestricted access which may put
No w your parsonal infarmation =t risk. Run this application only #f you More Information...

trust the publisher.

11.The Moxa MXview Setup Wizard will now appear. You may click Next if you wish to enter the setup
routine, or select Cancel to launch the program immediately.

Project View Device Link Information Event Tools MIB Help =
MNXVI@W. Liclisiski slsissors Masgsusnt Svtisis MOXAN\
q 5
s | oot
Deice it
ot
ooweronenes Ty [ ol o | Lo Cams)
Ack o ‘Source Source 1P Device Alias Severty Description Time Issued
o 2 Mxview Server 0000 System Information  Mxyiew server started 20130605 17:51:54
a8 Miew Server 0000 System Information  Mxview server started 2013-06-04 16.26.25
] | Q
Nottessage ) Wanaged Devces Gurtent a0 10120 B
Der @ Localintranet | Protected Mode: OFF G 0% -

Loading the Synmap MIB File

To load the Synmap MIB file you must first have a running NMS; if you do not have an NMS, you may install the
free version of MXview included with your TC-6110 computer software. If you have already started MXview, go
directly to step 5 of this section.

1. Click the MxView Service shortcut on the desktop. %

VEW)
SEnice)
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2.

3.

4.

Click Start, wait for the System Status indicator to show Running, and then select Launch Client. When
the MXview Setup Wizard appears, click Cancel to skip the setup process and directly open the MXview
interface.

MXview
Moxa Inc. All ights reserved 2013,

Service IInfc I

HTTPS Port 443

System Status: Stop

W[I#¥M Industrial Network Management Software

Mo ver 2.3

M)(wew

k M
Moxa Inc AII nghls ruserved 2013,

Service |1nf0 I

Stop

HTTPS Park 443 Stop |
Syskem Status:

HTTP Port ™ Disable HTTP pcrt m ‘ HTTP Part I &l ™ Disable HTTP port Stark |

DKI Launch Client |

Select MIB-->MIB Browser.

Sb"F' 3‘ &0 oK | CLaonch Clieri Stop & Quit |

& Favortes

6 hepUNlocamont8l/mdechtm

Project View Device Unk Informaton Event  Toold

Mwi industral iy ervorzs

M8 Browser

OID Iimport Manager Dx A

e ch Devce

Trap Impon Manager

Device List
s Root

After the MIB browser has opened, select File from the browser’s upper left corner, and then Load MIB.

d Favoites | g [} Suggested Sites = ) Wb Slice Gallery ~
8 hizpilocamhont Sl findechtm -8 & - Pager Saley Techr @
Prepct View Diice Link informabon EveedTeots WIB_Help

MXview s — =

= Loac B I ~ ol

e Agent® 127004 PVl |
[Devies List o0

2 oot Rl : = e =

it Get || GetNed || GetSuwee || Walk || Sel J
Heamee (0D Ve

(Instructions continue on next page)
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5. Navigate to c:\usr\share\snmp\mibs\ and select MOXA-SYS-MIB. txt.

= — e p—
Gl 2 o focathostet ingernin

i Favorites | 3l [=) Suggested Sites ~ ] Web Slice Gallery ~

| @ httpi//locathosts1 findexhtm ] B~ B - & v Pagev Sfety~ Tooks~ @+

Project View Device Link Information Event Tools WIB Help 2

- £ MIB Browser [=[@] =]
M x G\A, ind IE’H w A
vi File
T RFCL2L3MI
Q- Search Devices . Agentlp 127004
o ROO
Lookin: | | mibs. - 2eEE Set
> [ IANA-LANGUAGE-MIB B MOXA-5Y5-MIB
b | 1aNA-RTPROTO-MIB | MTA-MB
RecentItems || IANAIfType-MIB | NET-SNIMP-AGENT-MIB
| | IF-INVERTED-STACK-MIE | NET-SNMP-EXAMPLES-MIB
M) 2V ] | NET-SNIMP-EXTEND-MIB
|| || INET-ADDRESS-MIB | NET-SNMP-MIB
Desktop || IP-FORWARD-MIB | NET-SNMP-MONITOR-MIB.
| P | NET-SNMP-PASS-MIB
- | 1p6-FLOW-LABEL-MIB | NET-SNIMP-PERIODIC-NOTIFV-MIE
B | PVB-1MP-MIB | NET-SNMP-SYSTEM-MIB
MyDoauments | IPV6-MIB | NET-SNMP-TC
| pvs-TC | NET-SNMP-VACM-MIB
N pEerowme | NETWORK-SERVICES-MIB
- || IPV6-UDP-MIB | NOTIFICATION-LOG-MIB
Computer | | LM-SENSORS-MIB | rrCa215
« i »
Fie name: | MOXA-SYS-MI. et
NetWork i of type: [ AllFies. -
No Message 113815 |
'Y

& Local intranet | Protected Mede: Off 100%

6. After opening the Synmap MIB in the browser, check that it appears in the File window. If it is not, then
it is likely because the MIB file is corrupted. To remedy this, re-copy the MIB file from the software DVD,
and re-load the MIB file following the instructions above.

£ MIB Browser (B [
File
AgentlP  [127.0.0.1 SNVP v1
oD
[ et |[ cetnet || cetsuoee |[ wak ][  set
Name/OID Value
I f
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Using Synmap OIDs to Control the TC-6110

Follow these steps to use Moxa Synmap to read the MIB and set up controls for the TC-6110.

Retrieving Basic Device Information

1. In this first step, we will use Synmap to retrieve specific device information about the TC-6110.
First, use the Get Next button to navigate the OID tree by clicking through these items:
MOXA-SYS-MIB\VALUES\Moxa\embeddedComputer\MoxaSystem\productInfoMgmt

r
AL MIB Browser v A |
File
RFC1213-MIB
MOKA SYS 1B Eesai 17001
£ | VALUES
-1 maxa (691) oD 1.3.6.1.4.18691.17.1.1
B embeddedComputer (17)
=) moxaSystem (1) Get I Get Next I[ Getsubwee | [ wak || Set
=B o oductinfoMamt (1)
i W) productiame (1)
W productDesc (2) Name/OID Value
- W) productversion (3)
L@\ productBuildDate (4)
systemInfoMamt (2)
- biosMamt (4)
- sensorMamt (5)
- peripheralMgmt (&)
powerMgmt (7)
notificationMamt (3)
4 [ r
name produ ol
O 1.36.1.41.8681.17.1.1
VALUE productinfolgmt OBJECT
description |IDEMTIFIER
5= 1.36.1.4.18891.17.1.1
L
YT

When you reach the final layer of OIDs, you will need to select GetSubTree to display the available

information. When you use the MIB viewer to select the productInfoMgmt OID, you will see the following
information displayed in the MIB viewer’s information window: Product Name (TC-6110), Product
Description (Moxa embedded computer), Product Version (1.0.0), and Product Build Date

r
LY MIB Browser =NREl X |
- - - L A
File ‘
RFC1213-MIB
MOXA-SYS-MIB AgentIP 127.0.01 SNMP v1
=} VALUES
=8 moxa (8691) QD 1.3.6.1.4.1.8651.17.1.1.4.0
)| embeddedComputer (17) pr——
- | moxaSystem (1) ( cet | [ cetmnex [ Cetsutee | wak || Set
oroductinfolMgmt (1) |
W producthame (1)
W productDesc (2) fiamcio Value
W productversion (3) [||Productiame [TC-6000-W7E
W productBuildDate (4) productDesc Moxa embedded computer
- | systemInfoMamt (2) productyersion 1.0.0
__ biosMgmt (4) productBuildDate 13013018
-- sensorMamt (3)
- peripheralMamt (&)
B | powerMgmt (7)
[ | notificationMgmt (9)
] m 3
name produ )}
oD 1.3.6.1.41.8691.17.1.1
VALUE productinfehgmt OBJECT
description [IDENTIFIER
5=1.2.6.1.4.18681.17.1.1
H
@i
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Using Synmap to Control the Programmable LEDs

The following figure shows the locations of the LED indicators on the TC-6110 computer. Using custom scripts,

you can set these LEDs to be used as indicators for your own applications.

©

Power Input
24-110VDC

Power
Input2

[aVa¥aValalalafatalalaValatafalafalalalalalalalalal

©Olwnw © ©0o|@ O B®i@; o S
The following table shows the available OIDs for the TC-6110 LEDs.
Item Name | OID Access Values Description
ledNumber 1.3.6.1.4.1.8691.17.1.6.2.1 read-only N/A Returns the total number of
LEDs
ledIndex 1.3.6.1.4.1.8691.17.1.6.2.2.1.1 | read-only N/A Returns a list of numbers that
correspond with the LEDs,
used by SNMP to identify the
LEDs; begins with 1
ledPort 1.3.6.1.4.1.8691.17.1.6.2.2.1.2 | read-only N/A Returns the names by which
the index of LEDs may be
called when used in scripts;
begins with 0
ledValue 1.3.6.1.4.1.8691.17.1.6.2.2.1.3 | read-write 0(off), 1(on) | Returns/sends a value
indicating/changing the LED
state
Follow these steps to configure the programmable LED indicators on the TC-6110 computer.
1. Start up MXview (or some other NMS) and open  [&saee e e
File
the MIB browser. For detailed instructions on e o[
loading MXview, you may refer to Loading the CCRN 5oL LswLizezz Lo
Synmap MIB File, steps 1to 3. / cet  |[ Getnea | GBlSubtrw‘H wak |[ et
2. In the MIB browser, navigate the OID tree to e

MOXA-SYS-MIB\VALUES\Moxa\
embeddedComputer\MoxaSystem\
peripheralMgmt\perLedMgmt\ledTable\
ledEntry\ledvalue. To change the state of
an LED from on to off (or vice versa) click Set on
the corresponding ledValue OID (shown in the
figure at right). This will open a dialog called the
Set Value dialog.
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2
e

Q
d

ledhumber (1)

IedTable (2)
leckErkry (1)
S ledIndes (1) || [

ledPort (2 =
S Get
L et abitont 741

lsdvalue @)

Get Subtree

Walk

135.1.4.1.8691.17.1522.1

Set

INTEGER { o1, o

oo fedvalue.

ledalue.

readite

ledalue.

VALUE ledvalue O
PEC
Syntax NTEGER

BIECT-TY

ledvalue.

2
3
0
£ | [fedvalue.s
6
7
8

{o0), onct | | [ledvalue,

ledvalue.

@ 2w

No Message

201153 AN

Managed Devices (Cutrents ax) 020

. Local intranet | Protected Mode: Off
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The Set Value dialog has four fields: one for the OID
that is being called; another called Index, that identifies
the LED being manipulated; and a third called Value, to
set the state of the LED. The fourth field (Syntax)
informs you of the type of character to be used to set the
value. In this case, we are using the integers 0 and 1: 0
turns the LED off, and 1 turns it on. After entering the
correct information into the fields (as shown at right),
click on the Set button and check if the LED1 indicator
has lit up (LED 1 is shown in the figure at the top of this
section, Using Synmap to Control the
Programmable LEDSs).

L ledalue (30

olln}

Syntax

Inkteger

Yalue

1

1.3.6.1.4.1.8691.17.1.6,.2.2.1.3

==

Index

Set

I [ Cancel

Next, set the value to 0 and click Set to turn off the LED, then visually verify that the LED has successfully
turned off. If you experience problems at this point, please review the instructions above and if the
problem persists, contact Moxa technical support or visit our .

Using Synmap to Set the OS Power Policy

The following table shows the OID power policy control, read/write option and available values.

Item Name

OID

Access

Value to set

powerPolicy

1.3.6.1.4.1.8691.17.1.7.2

read-write

1(Balanced)
2(Power Saver)

3(High Performance)

The powerPolicy OID allows you to change the Windows 7 power policy. Balanced may be considered normal
operations, and except in extreme circumstances of exceptionally high CPU use or where strict energy
conservation must be maintained, this option will provide satisfactory performance. Power Saver will
conserve power usage to the maximum extent possible, restricting the CPU to around 36% capacity. High
Performance maximizes CPU cycles for all applications at all times; generally, High Performance is not
recommended, and in many (perhaps most) circumstances where the TC-6110 is used, Power Saver mode
may be adequate to the system’s needs. Sysadmins should carefully review the needs of the system and do
some quick tests to make the most informed decision. These settings may be further fine-tuned with advanced
choices in the Windows 7 OS.

File

L7 MIE Browser

[E=1 Eon =

LEERY

| embeddedComputer {17}
. moxaSystem (1)

- - -

=)

Agent IP 127.0.01

productInfotgmt (1} oD
systemlInfoMgmt (2

1.3.6.1.4.1.8691.17.1.7.2.0

SNMP w1

binstgmt (4] ;

sensorigmt (59 Get ] I

Gethest | [ GetSubtree | |

walk || Set

. sensorChject (1)

Name/OID
powerPolicy |3

-7 tempSensorsTable (1) Yalue

] tempSensotsEntry (1)

-] voltSensorsTable (2)
- accelerometerTable ()

peripheralMgmt (&)

- . perlafgmt (1)

. perLedMgnt (2)
perSerialgnat {3)

. perUsbMgmt (4)
perSystemMamt (&)
powerMarit (7'

- B - -

Get
Get Next
o (T Get Subtree

B llooverFoiicy (2)
natificationtgrt (3) <_ﬁ
Set
[ 3
)

name

powerPolicy (2) -

oID

136.1.4.18681.17.172

syntax

INTEGER { balanced(1), power
_saver(2), high_perarmance(3)}

m

access

read-write

description

VALLE powerPolicy DBJECT-
TYPE(
Syntax: INTEGER { balanced(

1), power_saverz), high_perfar
mancer3)} C
Avoess: read-wiite i =l

e w

Cloge
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To use Synmap to set the power policy:

1. Start up MXview (or some other NMS) and open the MIB browser. For detailed instructions on loading
MXview, you may refer to Loading the Synmap MIB File, steps 1 to 3.

2. In the MIB browser, navigate to

MOXA-SYS-MIB\VALUES\Moxa\embeddedComputer\MoxaSystem\powerMgmt \powerPolicy.

To change the Windows 7 power policy settings, highlight
the powerPolicy OID and click Set. This will open a dialog
called the Set Value dialog.

3. The Set Value dialog for the powerPolicy OID has two
variable fields: one showing the OID that is being called and
a second called Value, to indicate which power
management policy should be used. Use the integer 1 to
indicate the Balanced, 2 for the Power Saver, and 3 for
the High Performance policy. After entering the value,
close the dialog by clicking Set.

(ol[n}

Swntax

Walue

1

Y powerPalicy (23 @

1.3.6.1.4.1.8691,17.1.7.2.0

Inkeqger

[ Set ] [ Cancel ]

4. To check if the policy has been changed, navigate to the Windows 7 Control Panel, and open the Power
Options tab, located under Control Panel & System Security.

3 » Control Panel » System and Security » Power Options

[ 1 Panel H
ke Select a power plan

High performance
Favors performance, but may use more energy.

Shew additional plans

Automatically balances performance with energy consumption en capable hardware.

Choose what the power Power plans can help you maximize your computer's performance or conserve energy. Make a plan active by
buttons do selecting it, or choose a plan and customize it by changing its power settings. Tell me more about power
Create a power plan

& Choose when to tum off the Preferred plans
display @ Balanced (recommended) Change plan settings

Change plan sattings

ATTENTION
For more detailed information on the advanced settings of Windows 7 power management policies, you may
refer to Microsoft’s online Windows support pages, which are currently (Jul. 2013) found at this link:

http://windows.microsoft.com/en-us/windows7/change-create-or-delete-a-power-plan-scheme

Using Synmap to Read the Temperature Sensor

The following table shows the temperature sensor OIDs.

Item Name (02 1>]

Access

Description

tempSensorsIndex | 1.3.6.1.4.1.8691.17.1.5.1.1.1.1

read-only

Returns a list of numbers
(beginning with 1) that
corresponds with the available
T-sensors; these identifiers
are used by SNMP and for
system scripts.

tempSensorsDevice | 1.3.6.1.4.1.8691.17.1.5.1.1.1.2

read-only

Returns a list of string values

identifying the temperature
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sensors by name/location.

Possible values are SATA1,
SATAZ2, or CPU, for the CPU’s
internal thermometer.

tempSe

nsorsValue

1.3.6.1.4.1.8691.17.1.5.1.1.1.3

read-only

Celsius.

The reading returned by the
thermometer, in degrees

Note: On the TC-6110, temp.
is currently represented as the
current reading truncated to
its base integer, without
rounding.

To use Synmap to check the temperature sensor (T-sensor) of the TC-6110 computer, follow the steps below.

1. Start up MXview (or some other NMS) and open the MIB browser. For detailed instructions on loading

MXview, you may refer to Loading the Synmap MIB File, steps 1 to 3.

2. Navigate to MOXA-SYS-MIB\VALUES\moxa\embeddedComputer\moxaSystem\sensorMgmt \
sensorObject\tempSensorTable in the MIB Browser, and then select Get Subtree to open the

T-sensor’s OID tree.

File

L7 MIB Browser

213-MIB
-SVS-MIB
ALUES

=3

o8-8

BB

. moxa (3691)
) |, embeddedComputer (17)

moxaSystem (L)
productnfoligt (1)
systemInfoMgnit (2
biostgrt (4)
sensorMant (5)

B | sensorcbject (1)
=

le (1)
tempSensarsEntry (1)

[T voltsensorsTable (2)

7 accelerometerTable (3)

peripheralbgmt (5)

pawerkiant (7)

natificationtgme ()

able (1) -

1.3.6.14.16601.47.15.1.1

synkax

SEQUENCE OF SEQUENCE Rt | =
empSensorsindex INTEGER (2
147463648, 2147 493647), tem
pSensonsevice DCTET STRI | —
NG (SIZE (0..255)), tempSensor
sWalue INTEGER (2147483648
2147482647)]

[E=3 EoR 5
oD 1.36.1.4.1,8691.17.1.5.1.1.1.3.3
Get I Get Next I[ cetuptres | [ wak || Set
Name/oID value

access

not agcessible

VALUE tempSensorsTable OB
JECT-TYFE(

@8

Close

3. All of the T-sensor information

should now be displayed in the
MIB browser; if it is not, then

there is a problem with your

SNMP/Synmap configuration or a

malfunction in the T-sensor. The

temperatures are all displayed in

Celsius. In the screenshot below,
the temperature of disk 1 (SATA1)
is 37 degrees. If the SATA module
is not mounted, the temperature

value will be shown as 178

degrees. Thus, in the screenshot
at right, the disk 2 (SATA2) is
showing 178 degrees because

there is no disk mounted in slot 2

L7 MIB Browser = R )
File
213-MIB S
S AgentlP 127.0.0.1 S v
WLUES
moxa (8631) Lo]ls] 1.3.6.1.4.1.6691.17.1.5.1.1. 1.3.3
L | embeddedComputer (17)
- | mexaSystem (1) cet | [ cetnea || GetSubee | [ wak || Set
produckInfobgrat (1)
systemInfalgmt ()
. 010 Val
biosMgrt: (4) s ELS)
sersoriant (5) tempsensarsindex. | 1
= =) |tempsensarsindex.z B
51 [tempsensorsindex.3 3
rempssnsorscrtry ||| [FemREEnsaraDevice. 1 =]
£ tempsensarsin, kempSensorsDevics. 2 SATAL
W terpsensarsps || [FempSensorsDevice. 3 [saTAZ
W termensorsvs || [FEMPSEnsorsvalue. 1 19
™ voltSensorsTable @ tempSensorsialue. 2 37
7 accelerameterTable (3)  ftempSensarsialue 3 173

peripheralMgrt ()
powerMgnt (7)

ke abinmMarst (21

name Table (1)

o 1.3.6.1.4.1.8091.17.1.5.1.1

SEQUENCE OF SEQUENCE |t
+mpSensomindex INTEGER (2
147483648 2147483647), tem
pSensoDevice OCTET STRI
NG (SIZE (0. 256)), tempSensor
Salus INTEGER (2147403699
2147483647

syntax

access not-accessible

WALUE tempSensorsTable OB

JECT-TYPE(

@ e

Close
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of the computer.

Using Synmap to Read the G-Sensor

The following table lists the accelerometer OIDs.

Item Name

OID

Access

Description

accelerometerIndex

1.3.6.1.4.1.8691.17.1.5.1.3.1.1

read-only

Returns a list of numbers (beginning
with 1) that corresponds with the
available G-sensors; these
identifiers are used by SNMP and for
scripting

accelerometerAxis

1.3.6.1.4.1.8691.17.1.5.1.3.1.2

read-only

Returns the format in which
accelerometer axial values will be
returned. This will always be X, Y, Z,

-

e

accelerometerValue

1.3.6.1.4.1.8691.17.1.5.1.3.1.3

read-only

Returns the accelerometer value
associated with a particular axis; this
will be g-force in micro gravities
(HG).

(o]

T

accelerometerTimestamp

1.3.6.1.4.1.8691.17.1.5.1.3.1.4

read-only

Returns the G-sensor’s current
timestamp.

To use Synmap to read the vibration sensor (accelerometer, or G-sensor), follow these steps.

1.

Start up MXview (or some other NMS) and open the MIB browser. For detailed instructions on loading
MXview, you may refer to Loading the Synmap MIB File, steps 1 to 3.

Navigate to MOXA-SYS-MIB\VALUES\moxa\embeddedComputer\moxaSystem\sensorMgmt

\sensorObject\accelerometerTable in the MIB Browser, and then select Get Subtree to open the

accelerometer’s OID tree.

File

L7 MIB Browser

=

HedComputer (17)

aSyskern (1)
productInfofgmt (1)
systemInfolMgmt (2)
biostagrnt (4)

sensarMamt (59

- . sensorObject (1)
-7 tempSensorsTable (1)

tempSensarsEntry (1)

voltSensorsTable {23
B_ accelerometer Table (3)

a ekerE y]
accelerameterIndesx {1)
W, accelerometerfxis (2)
W, accelerometeryalue (3)

W), accelerometerTimestamp (4)

nerinberalMamt (5

nr 3

name:

accelerometarEntry (1)

Lelin]

1.36.1.4.1.8691.17.1.5.1.3.1

synibay

SEQUENCE [accelerometerind
ex INTEGER (-2147422642..21
474332647, acoelerometenfuis
QOCTET STRING (SIZE (0..255)
), accelerometervalue OCTET

STRING (SIZE (0..255)), accel
erometerTimestamp OCTET S

TRING (SIZE (0. 255)]

[E= E=E S
c sgentiP |127.0.0.1
oID 1.3.6.1,4.1.8691 17.1,5.1,3.1
Get | [ cethes || oetsubies '[ walk | [ Set
Mame/OID Yalug
pL
| ®wa

Jaccess
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3. Check to verify if logs for both GSensorl and GSensor2 exist.

@uvl « moxa » log » gsensor v | ¥4 [ Searc jel
Organize = Include in library « Share with = Mew folder =+ [l 7]
- F £ = Mame Date modified Type
[ Favorites ’
Bl Desktop __ GSensarMormall.csv 6/4/2013 7405 PM CSV File
@ Downloads __| GSensorMormal2.csv 6/4/2013 705 PM CSV File
1= Recent Places

4. Open the logs to verify they are logging correctly.

_ | GSensorNormall.csv - Notepad - =NASN X
[ File Edit Format View Help

[TYPE_NORMAL ,2013-6-4 19:5:2:590 ,15.6,7.8,-11.7 -
TYPE_NORMAL ,2013-6-4 19:5:3:438 ,15.6,3.9,-7.8
TYPE_NORMAL ,2013-6-4 19:5:5:449 ,11.7,3.9,-7.8
TYPE_NORMAL ,2013-6-4 19:5:7:467 ,15.6,3.9,-11.7
TYPE_NORMAL ,2013-6-4 19:5:9:476 ,19.5,0,-11.7
TYPE_NORMAL ,2013-6-4 19:5:11:486 ,15.6,7.8,-11.7
TYPE_NORMAL ,2013-6-4 19:5:13:499 ,19.5,0,-15.6
TYPE_NORMAL ,2013-6-4 19:5:15:510 ,11.7,3.9,-7.8
TYPE_NORMAL ,2013-6-4 19:5:17:528 ,11.7,7.8,-11.7
TYPE_NORMAL ,2013-6-4 19:5:19:537 ,19.5,3.9,-15.6
TYPE_NORMAL ,2013-6-4 19:5:21:547 ,15.6,7.8,-7.8
TYPE_NORMAL ,2013-6-4 19:5:23:567 ,11.7,0,-7.8
TYPE_NORMAL ,2013-6-4 19:5:25:572 ,15.6,3.9,-11.7
TYPE_NORMAL ,2013-6-4 19:5:27:585 ,15.6,3.9,-7.8
TYPE_NORMAL ,2013-6-4 19:5:29:601 ,11.7,3.9,-11.7
TYPE_NORMAL ,2013-6-4 19:5:31:609 ,15.6,3.9,-11.7
TYPE_NORMAL ,2013-6-4 19:5:33:623 ,15.6,3.9,-3.9
TYPE_NORMAL ,2013-6-4 19:5:35:636 ,15.6,3.9,-7.8
TYPE_NORMAL ,2013-6-4 19:5:37:650 ,19.5,3.9,-11.7
TYPE_NORMAL ,2013-6-4 19:5:39:662 ,15.6,7.8,-15.6
TYPE_NORMAL ,2013-6-4 19:5:41:717 ,15.6,3.9,-11.7
TYPE_NORMAL ,2013-6-4 19:5:43:701 ,15.6,3.9,-15.6
TYPE_NORMAL ,2013-6-4 19:5:45:714 ,15.6,3.9,-15.6
TYPE_NORMAL ,2013-6-4 19:5:47:723 ,15.6,3.9,-11.7
TYPE_NORMAL ,2013-6-4 19:5:49:741 ,11.7,7.8,-11.7
TYPE_NORMAL ,2013-6-4 19:5:51:749 ,15.6,3.9,-3.9
TYPE_NORMAL ,2013-6-4 19:5:53:766 ,11.7,0,-7.8
TYPE_NORMAL ,2013-6-4 19:5:55:782 ,11.7,3.9,-15.6
TYPE_NORMAL ,2013-6-4 19:5:57:787 ,15.6,3.9,-3.9
TYPE_NORMAL ,2013-6-4 19:5:59:802 ,15.6,0,-11.7

Using Synmap to Enable and Configure the Watchdog Timer

The TC-6110 comes with a default watchdog timer (a Computer Operating Properly/COP timer) that will initiate
a soft reboot whenever the system or a specific program freezes for a specified time period. The watchdog
timer has only two Synmap OIDs associated with it: watchdogPeriod and watchdogStatus. The value for
watchdogPeriod sets the countdown interval during which the watchdog timer must receive a COP
notification from the OS kernel; if it does not receive a COP notification during this interval, the watchdog will
reboot the system.

The default value of watchdogPeriod is 0, which leaves the watchdog disabled. To enable the watchdog timer,
you need to set the scanning interval to a non-zero integer between 1 and 255; this number will set the number
of seconds that will pass following a system (or application) hang before the watchdog reboots the platform.

After setting a time interval for the watchdog, the OID watchdogStatus will automatically change to 1, to
indicate that the watchdog timer is enabled. Once enabled, whenever the kernel fails to deliver a COP signal
during the specified time period the watchdog will automatically initiate a soft reboot.

The following table shows the watchdog OIDs.

Item Name OID Access Value

watchdogPeriod 1.3.6.1.4.1.8691.17.1.6.6.2.1 read-write An integer between 1 and 255
representing the timeout period in
seconds (E.g. 30 = 30 seconds)

watchdogStatus 1.3.6.1.4.1.8691.17.1.6.6.2.2 read 0 represents Off, 1 represents On
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To enable the watchdog via Synmap, follow the instructions below.

1. Navigate to MOXA-SYS-MIB\VALUES\Moxa\embeddedComputer\MoxaSystem\
peripheralMgmt\systemWatchdog\watchdog period and select Set.

A7 MIB Browser (2= EaR 5

File

13-MIB -
P AgentlP |127.001 SHMP w1

LUES
moxa (8691} (s]ln) 1.3.6.1.4.1.8691.17.1.6 6.2.1.0
! embeddedComputer (17)
£ | moxasystem (1) cet | [ eetMen | [ ocetoubwee || wak || Set
. productInfargrmt (1)
systemInfoMamt (2)
binstMgmt: (4)
- sensorMgnit (5)
= peripheralMgmt (&)
| perloMgmt (1)
perLedrgmt (2)
. perSerialMgnt (3)
. perlshMgmt {4}
perSystemMant (5)
- |, systemwatchdog (2)
P

Mame/ 01D Yalue
watchdogPeriod o

m

m-E-E-E-&

% watchdogstati Get

powertgmt (7) Got Next
natificatinnbarmt (G
1 . LI} Get Subtree

name vodcty | I
1351419591171Ed Set

oID

synkax INTEGER (0..255)
access read-mite
WALUE watehdogP eriod DBJE
CT-TYPE(

Syntax: INTEGER (0.255)
Agcess: readnrite

Status: cunent

Description: Watchdog period,
description | O means disable watehdog mo

nitor program; othemise enable Q i 1]

m

wmatchdna manitar nnaram an

2. Inthe Set Value dialog for watchdogPeriod, the refresh time can be entered as a number between 1 and
255 seconds in the Value field. Enter the desired value and click Set. Click OK when a dialog appears
indicating that the watchdog has been successfully set.

3. Right-click MOXA-SYS-MIB\VALUES\Moxa\embeddedComputer\MoxaSystem\peripheralMgmt
\perSystemMgmt\watchdogStatus and select Get. Note that in the screenshot below, the watchdog is

currently disabled.
L7 MIB Browser E=1E=E 5

File
13-MIB -
i |5vs-rE AgentIP 127.0.01 SMMP w1
LUES
moxa (8691) oD 1.3.6.1.4.1.8691,17.1.6.6.2.2.0
|| embeddedComputer (17)
B | moxadystem (1) Get [ oetmet || cetoumes | [ wak || Set
- | productInfobgrt (1)
systemInfolgmt (2) Fo—— Value
biostgmt {4)
sensarigmt (5) | watthdugPEr!Dd o
- peripheralgmt (6] =8 |watchdogPeriod [z0
- | perloMgr (1)
perLedigrt (2)
perSerialMgmt (3)
perUsbMant (4)
perSystemiigmt (6]
[ | systemWatchdog (2)
+ 9 watchdagPeriod (1)
Y
powerMgnt: (7) et |
LB i fan
< [ . Get Next
Get Subtree
name wiatchdogStatus (2) el
oD 135,181 869117 1.8 w
syntax INTEGER { runningi1), stopped
23
access readuite E
WALUE watchdogStatus OBJE
CT-TYPE(
Syntax: INTEGER { unning(1),
stopped(2)}
description :(cc(eﬁ. read-u(un(e n
atus: current
Description: To show the wate | _ Q i (Il
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4. Since you have just changed the value of the watchdogPeriod OID, check to verify that the value of the
watchdogStatus OID has changed to 1. This means that the watchdog is now activated and running.

L7 MIB Browser

= ol |

perloMant (1)
perLediigmt (2)
perSerialiigmt (3)
perUsbMgm: (4
1L perSystembgmt (6)

B syztemWat:hdug (2

powerMgl

m

Status: current
Description: To show the wate

ki atinnMart (91
< [ I ] »r
name y
a0 136141860117 16622
syntax INTEGER { unning(1), stopped
[3H
ACESS read-write
WALUE watchdogStatus DBJE
CT-TYPE(
Syntax INTEGER [ running(1),
stopped(2)}
description | Aceess: readuite

File

13-MIE -

. | AgentiP [127.0.01 SNMF vL

LLES

moxa (8691) olD 1.3.6.1.4.1.8691.17.1.6.6.2.2.0

embeddedComputer (17}

B moxasystem (1) cet || oetnen || oetsubwes |[  wak [ sa
productInfolMgmt (1)
syskemInfaMamt (2) Name/oID valus
biosMgmt (4)
semsortigt (5) watchdogStatus 1
peripheraiMart (6} =

Close
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Customizable Sample Code

This chapter uses sample code to show how scripting may be used to add customized capabilities to the
TC-6110 computing platform.

The following topics are covered in this chapter:

O LED

» Checking Programmable LED
O Checking Vibration Status (SMBUS)
O Enabling Watchdog Function
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Sample Code for Customizing the TC-6110

The TC-6110 computer comes with several pieces of sample code that users may use to customize its behavior
for LED notifications; temperature, vibration and GPS events; or to initiate emergency reboots when critical
system applications come to a halt.

The LED Control Walkthrough

The TC-6110 is designed with 8 programmable LEDs that integrators and system administrators may
customize for their notification needs. The source code for controlling LED behavior is located in the folder
<Software DVD>\examples\project\LED\, while the compiled executable LED.exe is located under
<Software DVD>\examples\TC6000Release. You can follow the steps below to test the LED control script,
or you may freely modify the control script to create customized patterns that are associated with specific
system events. To review the LED control code, see The LED Control Script section in Appendix B of this
manual.

1. Create the c:\programs\examples folder and copy LED.exe into that folder. Run LED.exe.

2. You will be presented with a menu of three choices; first, select 1 to display the LED’s current status.

BB Administrator; Command Prompt - led

C:“programns~exanple>led
LED Test Program
{@» Exit Program
¢1» Display LED
(2> Set LED value

3. In the screenshot below, the user has selected 1 and is viewing the current status of all LEDs. The value
0 shown next to each entry indicates that all of the LEDs are currently turned off. Visually verify this by
examining the TC-6110's front panel.

Administrator: C:\Windows\system32\cmd.exe - led . {ﬂﬁ

C:\programs\example>led
LED Test Program
<@> Exit Program
<1> Display LED
<2> Set LED value

a

et b o b e d e b
[ T T T TR

NOUTAWN R ®

4. You may now run LED.exe again, but this time select 2. At the next prompt, enter the ID number (0 to 7)
of an LED to activate, and when prompted enter either 1 (to turn it on), or 0 (to turn it off). The LEDs on
the main TC-6110 panel correspond to 0 through 3; 4 and 5 correspond to those on the first module; and
6 and 7 to those on the second.

put the LED Number

it the value (@ o
Set led signal succe
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G-Sensor/Accelerometer Control Code

The TC-6110 computer comes with 2 independent accelerometers that may be used to monitor external
vibrations affecting the computer. The accelerometers are located on the board of each of the two SATA
expansion modules. The basic accelerometer control code is included under the title G-Sensor.exe, and it may
be found on the software DVD under \examples\TC6000Release. The source code itself may be found
under \examples\project\GSensor\. To review the accelerometer control code you may refer to

Appendix B of this manual, under The Accelerometer Control Script.

You can follow the steps below to test the accelerometer. Please remember that the X-axis represents
front-to-back motion (relative to the sensor), the Y-axis is left-to-right, and the Z-axis is up-and-down. A good
target threshold to start off with is 1000 milligravities (mG), which is the basic tolerance threshold for many
industrial-quality hard drives.

Accelerometer Control Walkthrough

[y

If you haven't yet, create the folder c: \programs\examples, then copy over GSensor.exe.
Insert the TC-6110 SATA expansion module into slot 1. Leave slot 2 empty.

Run GSensor.exe and check to see if the G-sensor is registering raw vibration measurements. In the
screenshot below, because only the slot 1 SATA module has been inserted, the program is only showing
information for that accelerometer; this is indicated by the message GSensor on Disk1 is running.
Similarly, because no module is mounted in slot 2, the message GSensor on Disk 2 is unavailable is
displayed.

Following the two sensor messages indicating sensor operation, information for each available sensor is
shown; the origin of the raw data is indicated by the number in parentheses at the end of the label, just
before the equal sign. (0) indicates the accelerometer in slot 1; (1) indicates slot 2.

Data for each of the three axes is displayed separately, on a single line. The number shown is a raw two’s
complement notation binary data value, displayed in base ten form. This raw value must be converted
before it represents milligravities (mG). In the screenshot above, the only axis indicating vibration is the
z axis, which is showing 65517. To convert this number into milligravities, we must first convert it from
two’s complement representation and then multiply that result by a conversion ratio of 3.9 (base ten).
Using the number 65517, above, we first convert it to hexadecimal value. 65,5170 = 1111111111101101,,
which is equal to FFED¢. The left-most bit is a 1, so this means the number is a negative value and we
must convert from two’s complement notation. To do this, (-1)*(0xFFFF-OXFFED +1) = -134, or -19 in
base ten (-1910). We then multiply this number by 3.94, to get the value in milligravities: -19 * 3.9 = -74.1.
To review the conversion code, check Appendix B, Accelerometer Conversion Code.

S running
‘unavaliahble
A a

|
= 65517

C:\programsiexanple>_

ATTENTION

G-sensor / accelerometer values are base 10 representations of raw binary data, and must first be
converted using bitwise operations before they can be read as milligravities (mG). The formula for
conversion is to first convert the binary number from two’s complement notation into base 10, then
multiply the result by 3.9. For sample code, check Appendix B, Accelerometer Conversion Code.
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Watchdog Control Code

The code for controlling the watchdog/COP timer is the simplest and least-customizable of the included sample
scripts. The code itself is provided on the software DVD, under \examples\project\WatchDog\, and the
executable file Watchdog.exe is on the software DVD \examples\TC6000Release. This sample code may
be modified to integrate the watchdog timer with specific applications

Using this code any program may be set up so that the watchdog timer will provide a last-line failsafe against
application crashes. For instance, the TC-6110 may be set up so that whenever a mission-critical application
fails the watchdog timer will send a message to a system administrator and then initiate an automatic reboot.
To test the watchdog executable, follow the steps below.

The Watchdog Control Code Walkthrough

1. If you haven't yet, create the folder c: \programs\examples, then copy over Watchdog.exe and run
the script.

2. The program will return *pdwPortVal = 0x80; this means the watchdog function is enabled and counting
down. To keep the system from rebooting, the user will need to press Enter at least once every 10 seconds,
otherwise the system will automatically reboot.

3. To stop the watchdog, press q to exit the program. The watchdog timer control will return *pdwPortval
= 0xc0, indicating that the watchdog timer is now disabled.

BN Administrator: C\Windows\system32\cmd.exe ‘iﬂlﬁ

C:sprogramssexamnple >vatchdog
~tlal = Bx80
in 18 seconds

in 18 seconds

in 18 seconds
0 exit
“ENTER" in 18 seconds
- to exityg
*pdwPortlUal = Bxch

C -~ programssexanple >

T-Sensor Control Code

The TC-6110 computer comes with built-in, independent temperature sensors that may be customized for
automated responses. The temperature sensor sample code may be found on the software DVD under
\examples\project\TempSensor)\, and the executable file TempSensor.exe will be under
\examples\TC6000Release.

Follow the steps below for a walkthrough on using TempSensor.exe to return thermometer values.

The sample code for reading temperatures is included in Appendix B of this manual, under The Temperature
Sensor Control Script.

Walkthrough for Reading Temperature Values

1. If you haven't yet done so, create the folder c: \programs\examples then copy over
TempSensor.exe.

2. Insert the TC-6110 SATA expansion module into slot 1. Leave slot 2 empty.
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3. Run TempSensor.exe. The console should show the immediate values for the temperature sensors on
the SATA expansion module in slot 1 (43.88°C, in the screenshot below) and slot 2. In this case, we have
inserted only one SATA module in slot 1, so the program only shows a value for Disk1; for slot 2 (Disk2,
below) it shows N/A (for Not Applicable), indicating that slot 2 is empty or the T-sensor is not operating.

B Administrator: C\Windows\system32\cmd.exe = | B S

C:“programssexample >TenpSensor.exe
Diskl Temperaure = 43.88
Disk2 Temperaure = N-/A

m| »

C:sprogramnssexample >

GPS Control Code

A GPS module for the TC-6110 may be purchased from Moxa as an accessory. Moxa’s GPS receivers
communicate using the NMEA specification. This section describes how to build control scripts that automate
actions for particular GPS events. During this installation, we will use Moxa’s PCommLite serial
communications development environment to install and configure the GPS module. However, any serial port
terminal emulator (such as HyperTerminal, Tera Term, or PUTTY) may be used.

For more details about PCommlLite, check the help menu that comes with the program. This help menu is the
full PComm manual, reproduced digitally and packaged with program.

Retrieving GPS Data

To receive GPS data, follow the steps below:
1.  Connect the GPS antenna to the GPS antenna port on the TC-6110 front panel.

' I®I®f o of] o

Power Input
24-110VDC

o

Pawer
LED 1

Power

LLACT LT:ACT
L2:Heater L2:Heater
L3:Prog 1 L3:Prog 1

La:Preg 2 L4:Prog 2 0
=]
53]
O

O Tce110 . © @@@ © © &

falalaValalalalalalafalatalalaTalalaVatafalaialalal
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2.

3.

4.

Identify the COM port number of the GPS in the device manager (the default port is COM3 )

Device Manager S— -

(= | © [t

File Action View Help

e = E B & @RS

4 g3 MOXA-FEFNTLLR4T
1> -8 Computer
I+ -y Disk drives
- - Display adapters
3 ﬁﬁ Hurman Interface Devices
1> g IDE ATA/ATAPI controllers
[» 2= Keyboards
D-ﬂ Mice and other pointing devices
- Bl Menitors
[+ ¥ MOXA Embedded Drivers
- MOXA Embedded Drivers
D-Q Network adapters
1+ Y Portable Devices
475 Ports (COM & LPT)

I H

7 Dot Okt

u-blox & GPS Receiver (COM3)
[ FOCESSOrS

+-¥ Rarndisk

[ iﬂ Sound, video and game controllers
1> -{M System devices

3 i Universal Serial Bus controllers

Download PCommlLite from http://www.Moxa.com/support/download.aspx?id=167.

S Favorites | o [) Suggested Sites ~ &] Web Slice Gallery +

™ Moxa - Download

Products & Solutions  Industries  Support & Downloads Where

PComm Lite - Serial Communication Tool for Windows 2000, XP,
2003, Vista, 2008, 7 (x86 and x64)

PComm Lite - Serial Communication Tool for Windows 2000, XP, 2003, Vista, 2008, 7 (x86 and x64) (1.6 MB)
Version 1.6

Released 2012-05-14

¥ For the following product(s):

C104H Series
C104HIPCI Series
C168H Series
C168HIPCI

C218Turbo
C218TurboPCl
C320Turbo

C320Turbo (PCI Express)
C320TurboPCl

Cci-1044

Ci-132 Series

Ci-134 Series

CN2510 Series
CN2610/2650 Series
CP-102E

CP-102E/EL

Home = Support = PComm Lite - Serial Communication Tool for Windows 2000, XP, 2003, Vista, 2008, 7 (x86 and x64)

- ~ [ d® v Pagev Safetyr Tooks~ @+
bal | English

to Buy About Moxa n

ContactUs | Pariner Zone | @ ¢

Hi! Please sign in
¥ @A i Contact Us |
Moxa Member Login
Email Address
Password

Remember me

o]
Can't remember your password?
Click here to retrieve it

New User?
> Register now!

v

€ Internet | Protected Mode: Off

B ®10% v

Install the program, and then call it from the
Windows Start Menu.

Port Manager  Help
el

Communication Farameter | Teminsl | Fie Trnsfer | Captuing
Paramaters 1
| Baud rate: IM -

~Senal

o I User defined

b [ 3
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7.

8.

Open the GPS port in the terminal by first setting the COM port to the value you tracked down in step 2
of this section, just above. Next, set the basic communication properties in the Communication
Parameter tab. In the example below we are using the default port for the Moxa GPS module, COM3, at
115,200 baud. You should not need to change the other properties (Data Bits, Parity, etc), but if you do
(perhaps you are using another terminal that requires it) then refer to the figure below for details.

Communication Parameter |Ten'nina| I File Tlansfefl Capturing I

Protocal: ISeriaI - l

Baud

RTS
DTR

Data bits:
Parity:
Stop bits:

Flow contral:

e -
[~ User defined
R
I] -

[ RTS/CTS
[~ DTR/DSR

[~ XON/XOFF
& QN " OFF

& ON O OFF

state:
state:

Next, open the dialog’s Terminal tab and set the terminal type to ANSI (you may want to increase the
history depth to 500 lines, as well), then click OK to finish the configuration and open the port.

Communication Parameter  Teminal | File Tlansferl Capturing I

ANSI -

Teminal type:

— Window Size

Size: IED X |25

History depth: |25 {unit: row)

{col x row)

r Transmit
™ Local echao
Send "Enter key as:

ICR-LF vl

 Receive
CR translation:

LF translation:

I Mo Changed l
INUC}mnged Vl

¥ Enable auto line wrap

Defautt |

Profile Edit PortManager Window Help

4 BA| & >|ase 28]«

$GEGSA,A,1,,,,..,
sGEGSY, 1,1,00479
sererLL, ,,,,, V,N*64
scERMC, ,V,

IscrvIE, ,,, N*30

sGEGSY, 1,1,00479
sererL, ,,,,, V,N*64

State:OPEN (ST

screea, ,,,,,0,00,99.99,,,,,,%48
SGEGSA,2,1,,,,,,,,.,,,,99.99,99.99,99.93+30

=% Ready
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9. To allow the GPS to communicate with other programs, follow these steps:

Step1l: Use the CreateFile () API to open the GPS COM port (in the example below, we are using the
default port, COM3).

HANDLE handlePort = CreateFile("COM3",
GENERIC READ | GENERIC WRITE,
0,
NULL,

OPEN EXISTING,
0,
NULL) ;

Step2: Use the ReadFile () API to read GPS data from the COM port.

ReadFile (handlePort,
inputData,
inputDataSize,

gpsData,

&gpsDataSize,
NULL) ;

Step3: To parse the GPS data into another program, use the gpsData variable that was created in
Step 2. The data should look something like the example provided below:

SEEEMC, .V, , . .00, . H*E3
SEEVIE, ., ..., . H*30
$GLGe:d,,,,,,0,00,99.99,,,,,, %48

$CECSR, 2,1, , . vrrreeres,99.99,99.99,99. 99+30
$EEESV,1,1,00%73

$GEGLL,,,.,,.V,H*&4

SEEEMC, .V, , ... 0re. . H*E3

SEEVIE, ., ..., . H*30
$GLGe:d,,,,,,0,00,99.99,,,,,, %48
$EEGSE,B,1,,.vvrveerrs,99.99,99.99,99_99+30
$EEESV,1,1,00%73

$GEGLL,,, ., .V, H*&4

Step4: Use the CloseHandle () API to close the GPS COM port.
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System Recovery

The TC-6110 ready-to-run embedded computers are a Windows Embedded Standard 7 platform. This chapter
describes the recovery process in the event of system instability.

The following topics are covered in this chapter:

O Recovery Environment
O Recovery Procedure

O Saving the System to the USB Drive
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Overview: Setting Up the Recovery Environment

A TC-6110 computer, a 2 GB (min.) USB drive, and a copy of the recovery suite are all required to set up the
TC-6110's system recovery environment.
The recovery procedure itself requires only a TC-6110 computer and a bootable USB drive.

The following procedure describes the basic process of setting up the system recovery environment.

1. First, the recovery programs and system image file will be copied over to the USB drive, and the drive will
be set up to provide a system boot process by copying an ISO image of the boot environment to the USB.

2. The system will be re-booted, and BIOS will be manually configured to boot the system from the USB port.
An image of the current software system will be created on the USB drive, for the recovery environment to
use when restoring the system.

4. The system will be re-booted again, and the BIOS returned to its original state.

Step 1: Prepare the USB drive

1. Load the software DVD that came with your TC-6110 computer and execute tuxboot-windows-23.exe
from the software DVD \recovery\TC6110W7E folder, select Pre-Downloaded, and click the button
marked with an ellipsis (...) to browse the file system and find the location of the boot environment’s ISO
image.

I Tuxboot

) On-Line Distribution | clonezila_live_stable [+! lcurrent [+ [ update

"« Clonezilla
Homepage: http:jfconezila. orgf
Description: CloneZilla live is a distribution used For disk backup and imaging. The stable branch of Clonezilla live
are based on Debian
Install Notes: CloneZila live is booted and run in live mode; no installation is reguired to use i,

Download Path: Clonezilla Live Stable at SourceForge

(%) Pre Downloaded 150 [ ] E

[] show all Drives {(Use with Care) [ Save ISC file MDS Check

Tvpe: |USE Drive V Drive: Fi | I K II Cancel I

2. Navigate to \recovery\TC6110W7E\ClonezillaFactory 2013-02-21-14\ on the software DVD
and select the boot environment’s ISO image.

Open Disk Image File ? z

Look in: | £ 2011-06-1513 x| e ®BckE-
: o cluzilla-liva-l :2.8-46-i686
G = clonezilla-fve-1.2,68-46-1686,is0
My Recent
Daocuments
Desklop
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3. Set the device Type (lower left-hand corner) as USB Drive, then set the Drive dialog to the letter under
which the USB is currently mounted.

M Tuxboot - x

() On-Line Distribution | clonezilla_live_stable [s] currert [+ Update

'« Clonezilla
Homepage: http://clonezilla.orgl
Description: CloneZilla live is a distribution used for disk backup and imaging. The stable branch of Clonezila live
are based on Debian
Install Notes: CloneZilla live is booted and runin live mode; no installation is required to use it.
Download Path: Clonezila Live Stable at SourceForge

@ Pre Downloaded 150 || |Eel2011-06-15-13 clonezilla-live-1. 2. 6-46-i686,is0 E

|:| Shiowe &ll Drives (Use with Care) [ | Save IS0 File [¥] MDS Check
Type]l |USE Drive [vMorive Py vl ok |[ cancel |

Click OK, and the boot environment and bootloader will be copied to your USB drive.

5. Because of the file system naming conventions used, for any given computer only a single recovery image
may be used on any given USB drive. Consequently, at this point, users need to make a decision
about which sort of system recovery is preferred:

A. a basic recovery of the root OS, or
B. a recovery image of the fully configured OS, with all user-installed software applications and
scripts.
A. To configure the recovery environment to boot into a fully configured system, users should click
Reboot Now to close the installation environment and restart the computer. They should then proceed
to the next section, Step 2: Setting the BIOS to Boot via USB and continue the installation of the

recovery environment by continuing to Step 3 (opt.): Creating a Custom System Image.

B. To configure the recovery environment to boot into a clean OS image with no applications, users should
instead click Exit here to complete the installation and return to the OS. From within the desktop
environment, the user should then manually copy the directory containing the base OS from the
software DVD over to the USB drive. To do this, copy
#:\<Software DVD>\TC6110W7E\recovery\os_image over to the partition image directory,
F:\home\partimag\. At this point, Step 1 has been completed, and you should proceed to Step 2:
Setting the BIOS to Boot via USB.

H Tuxboot

1. Downloading Files (Done)
2. Extracting and Copying Files (Dane)
3. Installing Bootloader (Done)

4. Installation Complete, Reboot {Current}

After reboating, select the USE boot option in the BICS book menu.
Rebook now?

I Reboat Mo I I Exit I
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ATTENTION

Because of the peculiarities of the file tree naming, it is not possible to include both the base OS image and a
fully configured system image on the same USB stick. If users wish to configure both, then two USB drives must
be used, each configured according to the two different alternatives offered here.

Step 2: Setting the BIOS to Boot via USB

At this stage, users will reset the BIOS so that the system boots directly from the USB. This must be done
before the rest of the system recovery environment may be configured

1. Turn on the computer and, during the POST process, press F2 until you hear a long beep. You should then
enter the BIOS setup menu. Use the arrow keys to navigate to the Boot tab, and then press Enter.

<Enabled>

2. Select Boot Type Order to open the dialog that will allow you to set the boot priority for the system drives.

Normal Boot Menu <Normal=>
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3. Use the arrow keys to highlight USB and then press the plus key (+) to move it to the first position, or (if
you want to take the long way around) select the other options above it and use the dash key [-] to move
them down.

. S ———

Boot Type Order

CD/DVD-ROH Dr ive

Hard Disk Drive

Others

1 Tl Fo/F6 F9
sC =+ Enter F10

4. Press F10 and then press Enter to save and exit the BIOS configuration interface. This should initiate the
next reboot, during which your system should now boot from the USB drive.

Step 3 (opt.): Create a Custom System Image

The instructions which follow are only to be used if you decided in Step 1 of this process to create a full copy
of an already-configured system. If you have not yet installed any software on your system, then return to
section 5b of Step 1: Preparing the USB Drive and follow the instructions to create a clean OS image.

Using this procedure, you will save to the USB drive a copy of the entire system as it is currently configured
to be used as a full system recovery image should the system crash. All files under F: \home\partimag\
will be overwritten. Additionally, you should have already changed the BIOS settings to make the USB drive
the first boot priority. If you have not yet reset the boot priority, first return to Step 2: Setting the BIOS to
Boot via USB, just above, and follow the directions there.

1. Once the system has launched and the TC-6110 has booted the recovery environment from the USB drive,
navigate to the entry Clonezilla Live Save Disk, and select it by pressing Enter. This will take you into the
recovery image creation environment, allowing you to copy your full system setup to the USB drive.

Moxa Systed Save & Restore Utility (U1.8.8)

clonezilla live restore disk

clonezilla live save disk

Mentest & FreeDDS »
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2. The TC-6110 will now boot into the image creation environment. Wait for the boot process to finish.

.1419411 =d 0:0:1:0: [sdb]l Attached SCSI disk

2072?71 =d 0:0:0:0: Attached scsi generic sg0 type O

.2696911 =d 0:0:1:0: Attached scsi generic sgl type O

.2B0668]1 sr 1:0:0:0: Attached scsi generic sg2 type 5

: Loading essential drivers ... [ 5.7725511 Atheros(R) LZ Ethernet Driver - version £.2.3
. 7745611 Copyright (c) 2007 Atheros Corporation.

.863196]1 Broadcom NetXtreme II 5771x 10Gigabit Ethernet Driver bnx2x 1.62.00-6 (2011-01-30)
.0059321 Btrfs loaded

.054095] device-mapper: uwevent: version 1.0.3

.0597371 device-mapper: ioctl: 4.19.1-ioctl (2011-01-07) initialised: dm-deuvel@redhat.com

: Running sscripts/init-premount ... done.

: Mounting root file system ... [ 6.2893821 Uniform Multi-Platform E-IDE driver

6.3018891 ide_generic: please use "probe_mask=0x3f" module parameter for probing all legacy ISA
IDE ports

6.8011411 NTFS driver £.1.30 [Flags: R-W MODULEI.

6.9142951 NTFS volume version 3.1.
[Begin: RBunning -scriptsslive-premount ... done.
[ 7.3319831 FAT: utfB is wot a recommended I0 charset for FAT filesystems, filesystem will be cas|
e sensitive?
[ 7.4533691 aufs: module is from the staging directory, the gquality is unknown, you have been war
ned .

7.479098]1 aufs Z.1-standalone.tree-38-rcN-20110228

7.6102281 loop: module loaded

7.905144]1 squashfs: version 4.0 (2009-01-31) Phillip Lougher

sscriptsslive-realprenount ... done.

. Begin: Configuring fstab ... done.
: Preconfiguring networking ... done.
: Loading preseed file ... done.
: Bumning sscriptssinit-bottom ... done.
: version 2.88 booting
sing makefile-style concurrent boot in runlevel S.

3. Once the image creation environment has completed booting up, you will be given a warning and asked if
you wish to continue. Please keep in mind that if you create the recovery image, then any residual files
currently copied to the /home/partimag directory will be deleted. If there are any files remaining in
the USB partition image directory and you wish to save them, you must exit the recovery environment
and copy these files to another disk. If you wish to continue with the image creation, press Y (case
insensitive) to continue.

Lume F

rtition info in sproc... done!
11 found!
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WARNING

The same filename is used for all recovery images, whether for the full system backup or for the clean OS image
installation. This means that currently, it is impossible to have more than one system image per USB drive.

4. At this point, the recovery environment will copy of the entire hard drive to your USB drive. This will likely
take several minutes, and perhaps as long as half an hour. Do not remove the USB drive during this time;
wait patiently for the process to finish. Depending on the speed of your USB drive, this may be a good time
to get a cup of coffee, or take a nap.

5. At this point you may choose to power down the computer (press 0), reboot (press 1), enter a console
terminal (access a console TTY -- press 2), or re-initiate the entire procedure (press 3). Do not remove
the USB drive until you have rebooted or powered down the system.

er hoot m: i or the file

notify
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6. Once you have powered down the system and removed the USB drive, you have finished configuring the
recovery environment. The USB drive should be clearly labeled and stored in a safe place. You may now
continue to the next section, where you will return the BIOS to its original state (Step 4) and test the
recovery procedure for successful configuration (Step 5).

Step 4: Reset BIOS to Original State

Now you will need to return the boot priority to its original configuration so that the system will boot from the
original disk. This is done for two reasons; the first is security, so that the machine may not be rebooted from
unauthorized USB drives The second, however, is functional: currently, if the TC-6110 is set to boot from the
USB drive, then the TC-6110 will hang any time a USB data drive (i.e.: non-bootable image) is
inserted in the machine at boot time. The TC-6110 does not currently have the capacity to distinguish
between simple USB data drives and boot-capable OS drives.

1. Reboot the system, and press F2 to enter the BIOS setup menu.
2. Select Hard Disk and shift it to the top boot priority by using the + key, then press Enter. Make sure the
hard disk has first boot priority.

. S —

Boot Type Order

CD/DVD-ROM Dr ive

usB

Others

1 1l F5/F6 F9
sC =+ Enter F10

3. Press F10 and then press Enter to save and exit the BIOS settings dialog.

Step 5: Perform a Test Restoration

Connect the USB drive to any of the TC-6110’s USB ports and then reboot the computer. The system will boot
from the USB into the Clonezilla boot loader.

1. Select Clonezilla Live Restore Disk to boot into the system restoration environment.

Moxa 3ystem Save & Restore Utility (U1.8.8)
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2. Wait for the boot process to finish.

.1535221 =d 0: : [sdal Attached SCSI disk

.163726] =d 0:0:1:0: [sdb] Attached SCSI disk

.287941]1 =4 0: : Attached scsi generic sg0 type O

.3107501 =4 0: : Attached scsi generic sql type ©

.3349151 sr 1:0:0:0: Attached scsi generic sg2 type 5

: Loading essential drivers ... [ 5.690577]1 Atheros(R) L2 Ethernet Driver - version 2.2.3
.692430]1 Copyright (c) 2007 Atheros Corporation.

. 7767701 Broadcom NetXtreme II 5771x 10Gigabit Ethernet Driver bnxZx 1.62.00-6 (2011.01.-30)
.9140141 Btrfs loaded

.955475]1 device-mapper: uevent: version 1.0.3

.961407]1 device-mapper: ioctl: 4.19.1-ioctl (2011-01-07) initialised: dm—devel@redhat.con

: Rumning ~scripts/init-premount ... dome.
: Mounting root file system ... [ 6.1789461 Uniform Multi-Platforn E-IDE driver
6.186189]1 ide_gemneric: please use "probe_mask=0x3f" module parameter for probing all legacy ISA
IDE ports
[ 6.9137441 FAT: utfB8 is not a recommended I0 charset for FAT filesystems, filesystem will be cas|
e sensitive!
.0479971 aufs: module is from the staging directory, the gquality is unknown, you have been war

0725161 aufs £.1-standalone.tree-38-rcN-20110228
: Running sscripts/live-premount ... dome.

.2134331 loop: module loaded

.9509770]1 squashfs: version 4.0 (2009-01-31) Phillip Lougher

¢ Rumning sscriptsslive-realpremount ... done.

: Mounting “/livesimagesliverfilesystem.squashfs" on “/sfilesystem.squashfs” via "sdeusloop0d" .

[Begin: RBumning ~scripts-live-bottom
. Begin: Configuring fstab ... done.

[Begin: Preconfiguring networking ... done.
Begin: Loading preseed file ... domne.
Begin: Rumming ~sscriptssinit-bottom ... done.

INIT: version Z.88 booting

sing makefile-style concurrent boot in runlevel S.

live—config: hostname user—setup sudo locales tzdata keyboard-configuration sysvinit sysu-rc initran
fs-tools util-linux login openssh-server_

3. At this point, the system will remind you that you are about to overwrite your entire operating system with
a new drive image, and ask you if you want to continue. When prompted, enter Y (case insensitive) from
the keyboard to start the system restoration process. Any other letter or Ctrl-C will cancel it and exit
Clonezilla.

Iﬁh !
IN THIS HA

4. The system will give you another warning that you are about to overwrite your hard drive, and erase all data
on the partition listed (sdal, in the example below). If you wish to continue, enter Y (case insensitive).

is machine:

WILL BE OVERWRITTEN! ALL E ING DATA WILL
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5. Wait for the process to finish.

Partclone
Partclone v0.2.23 http://partclone.org
Starting to restore image (-) to device (/dev/sdal)
Calculating bitmap... Please wait... done!
File system: NTFS
Device size: 2.1 GB
Space in use: 1.7 GB
Free Space: 325.4 MB
Block size: 2048 Byte
Used block : 849156

Elapsed: 00:00:42
Remaining: 00:04:03
Rate: 366.11MB/min

6. Atthis point, complete the restoration by selecting (0) Poweroff. This will shut down the computer; however,
if the Power Switch remains inserted in the front panel of the computer and is left in the ON position, then
the system fail to shutdown and will immediately initiate a soft reboot, instead. To avoid this, users may use
the switch to cut power to the computer immediately following the shutdown, or may simply remove the
power switch from the front panel and then use the console to shut down the computer by pressing 0.

. done!

ither toma 1 or the file
12

ted by Clon - notifyi it the iz done.

em huf

7. After the computer has powered down, remove the USB drive and store it in a safe place.
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The 2013 Synmap OID Table

This appendix describes the full Synmap OID table as of July, 2013.
The following topics are covered in this appendix:

0 Moxa Synmap: The Full OID Table
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The 2013 Synmap OID Table

Moxa Synmap: The Full OID Table

The following table shows the full list of the Moxa Synmap OID.

Item Name OID Access Description Supported
productName 1.3.6.1.4.1.8691.17.1.1.1 read-only |Returns product name. |
productDesc 1.3.6.1.4.1.8691.17.1.1.2 read-only |Returns product short -

description.
productVersion 1.3.6.1.4.1.8691.17.1.1.3 read-only Returns product version. |
productBuildDate 1.3.6.1.4.1.8691.17.1.1.4 read-only Returns product last
build date, the format is |
YYMMDDHH.
systemCpuUsage 1.3.6.1.4.1.8691.17.1.2.1.1 read-only [Show CPU usage rate
(0-100 %).
systemMemUsage 1.3.6.1.4.1.8691.17.1.2.1.3 read-only [Show memory usage rate
(0-100 %).
systemUptime 1.3.6.1.4.1.8691.17.1.2.1.5 read-only [The amount of time since
this host was last
initialized.
systemTotalUptime 1.3.6.1.4.1.8691.17.1.2.1.6 read-only [The amount of time from
total boot up time.
systemMemorySize 1.3.6.1.4.1.8691.17.1.2.3.1 read-only [The amount of physical
main memory contained
by the host.
’systemVqumeCount 1.3.6.1.4.1.8691.17.1.2.3.2 read-only [Show total volume count.
EystemVqumeIndex 1.3.6.1.4.1.8691.17.1.2.3.3.1.1 read-only [Reference index for each
observed device.
’systemVolumeName 1.3.6.1.4.1.8691.17.1.2.3.3.1.2 read-only [The name of the volume.
}systemVolumeLabeI 1.3.6.1.4.1.8691.17.1.2.3.3.1.3 read-only [The label of the volume.
lsystemVolumeSize 1.3.6.1.4.1.8691.17.1.2.3.3.1.4 read-only The total size of the
volume.
systemVolumeAvail 1.3.6.1.4.1.8691.17.1.2.3.3.1.5 read-only [The available size of the
volume.
biosVersion 1.3.6.1.4.1.8691.17.1.4.1 read-only Returns the BIOS
\version.
biosSaveSetting 1.3.6.1.4.1.8691.17.1.4.2 read-write Write 1 to save bios
setting, and read 0 mean
setting had been applied.
biosSettingStatus 1.3.6.1.4.1.8691.17.1.4.3 read-only |[Returns compare of bios
ICMOS setting and bios
new setting.
bootDeviceStatus 1.3.6.1.4.1.8691.17.1.4.4.1 read-only [Returns the current
support boot device.
firstBootDevice 1.3.6.1.4.1.8691.17.1.4.4.2 read-write [read show current first

boot device, write set
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boot device.
pwrOnAfterPwrFail 1.3.6.1.4.1.8691.17.1.4.8.1 read-write [Select power on after
power fail behavior.
pwrLanWakeUp 1.3.6.1.4.1.8691.17.1.4.8.3 read-write [Enable/Disable wake on
LAN functionality.
tempSensorsIndex 1.3.6.1.4.1.8691.17.1.5.1.1.1.1 read-only |Reference index for each
observed device.
tempSensorsDevice 1.3.6.1.4.1.8691.17.1.5.1.1.1.2 read-only [The name of the
temperature sensor we
are reading.
tempSensorsValue 1.3.6.1.4.1.8691.17.1.5.1.1.1.3 read-only [The temperature of this
sensor in mC.
voltSensorsIndex 1.3.6.1.4.1.8691.17.1.5.1.2.1.1 read-only [Reference index for each
observed device.
\voltSensorsDevice 1.3.6.1.4.1.8691.17.1.5.1.2.1.2 read-only [The name of the device
we are reading.
\voltSensorsValue 1.3.6.1.4.1.8691.17.1.5.1.2.1.3 read-only [The voltage in mV.
laccelerometerIndex 1.3.6.1.4.1.8691.17.1.5.1.3.1.1 read-only [Reference index for each
observed device.
laccelerometerAxis 1.3.6.1.4.1.8691.17.1.5.1.3.1.2 read-only [The name of the
accelerometer axis we
are reading.
laccelerometerValue 1.3.6.1.4.1.8691.17.1.5.1.3.1.3 read-only [The accelerometer value
in mG.
laccelerometerTimestamp |1.3.6.1.4.1.8691.17.1.5.1.3.1.4 read-only [The timestamp when
accelerometer
measured.
ioDiNumber 1.3.6.1.4.1.8691.17.1.6.1.1.1 read-only |Number of digital input
pin in current system.
diIndex 1.3.6.1.4.1.8691.17.1.6.1.1.2.1.1 |read-only |Reference index for each
digital input pin.
diPort 1.3.6.1.4.1.8691.17.1.6.1.1.2.1.2 |read-only [The port number of
digital input pin.
diValue 1.3.6.1.4.1.8691.17.1.6.1.1.2.1.3 |read-only [The digital input status, 0
is low, 1 is high.
diTrapEnable 1.3.6.1.4.1.8691.17.1.6.1.1.2.1.4 |read-write | Agent will send trap
message when digital
input pin status changed
and this object enbeled.
ioDoNumber 1.3.6.1.4.1.8691.17.1.6.1.1.3 read-only [Number of digital output
pin in current system.
doIndex 1.3.6.1.4.1.8691.17.1.6.1.1.4.1.1 read-only |Reference index for each
digital output pin.
doPort 1.3.6.1.4.1.8691.17.1.6.1.1.4.1.2 read-only [The port number of

digital output pin.
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doValue

1.3.6.1.4.1.8691.

17

1.6.1.1.4.1.3

read-write

The digital output status,
0 is low, 1 is high.

ledNumber

1.3.6.1.4.1.8691.

17.

1.6.2.1

read-only

Number of LED in current
system

ledIndex

1.3.6.1.4.1.8691.

17

1.6.2.2.1.1

read-only

Reference index for each
LED.

ledPort

1.3.6.1.4.1.8691.

17

1.6.2.2.1.2

read-only

The port number of LED.

ledValue

1.3.6.1.4.1.8691.

17

1.6.2.2.1.3

read-write

The LED status, 0 is low,
1 is high.

uartNumber

1.3.6.1.4.1.8691.

17.

1.6.3.1

read-only

Number of internal UART
in current system.

uartIndex

1.3.6.1.4.1.8691.

17

1.6.3.2.1.1

read-only

Reference index for each
UART port.

uartType

1.3.6.1.4.1.8691.

17

1.6.3.2.1.2

read-write

The UART mode, 0 is
RS232, 1 is RS485 2
wires, 2 is RS422, 3 is
RS485 4 wires.

usbNumber

1.3.6.1.4.1.8691.

17

1.6.4.1.1

read-only

The number of ports
regardless of their
current state in the usb
general port table.

usbDeviceIndex

1.3.6.1.4.1.8691.

17

1.6.4.1.3.1.1

read-only

The index is dentical to
usbPortIndex for the
correspondent USB port.

usbDeviceVendorID

1.3.6.1.4.1.8691.

17

1.6.4.1.3.1.2

read-only

The USB device port
vendor HEX-formatted
string as it is provided to
the USB host by the USB
device.

usbDeviceProductID

1.3.6.1.4.1.8691.

17

1.6.4.1.3.1.3

read-only

The product ID

HEX-formatted string as
it is provided to the USB
host by the USB device.

usbDeviceActiveClass

1.3.6.1.4.1.8691.

17

1.6.4.1.3.1.4

read-only

This object returns USB
Device Class type of the
active configuration

usbPlugTrapEnable

1.3.6.1.4.1.8691.

17

1.6.4.1.4

read-write

Agent will send trap
message when USB
device inserted or
removed and this object
enabled.

watchdogPeriod

1.3.6.1.4.1.8691.

17

1.6.6.2.1

read-write

Watchdog period, 0
means disable watchdog
monitor program;
otherwise enable
watchdog monitor

program and configure
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the expired time.

watchdogStatus 1.3.6.1.4.1.8691.17.1.6.6.2.2 read-write [To show the watchdog -
monitor program status.
powerPolicy 1.3.6.1.4.1.8691.17.1.7.2 read-write (Current system power -

policy.

moxaSystemTrapIP

1.3.6.1.4.1.8691.17.1.9.1

read-write

Set Trap IP address.

moxaSystemTrapCommu
nity

1.3.6.1.4.1.8691.17.1.9.2

read-write

Trap community.




Sample Code for TC-6110 Customization

This section gives you a hard copy of the sample code included with the TC-6110. These short programs are
intended to be used either as standalone scripts, or to be included in scripts created to build custom features
for end users.

The following topics are covered in this appendix:

O The LED Control Script
O The Accelerometer Control Script
O Accelerometer Conversion Code
O The Watchdog Control Script

a

The Temperature Sensor Control Script
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The LED Control Script

Below we reproduce the LED control code. This is a simple script that users may freely modify this code to suit
their needs.

/* Copyright (C) MOXA Inc. All rights reserved.
This software is distributed under the terms of the
MOXA License. See the file COPYING-MOXA for details.
*/
#include "stdafx.h"
#include <windows.h>
#include <commctrl.h>
#include "devices.h"
/*
index[n]: ; BIT O
1 ; BIT 1
2 ; BIT 2
3 ; BIT 3

data[n]: 0 ; Digital LOW
1 ; Digital HIGH

*/
#define LED NUMBER 8
int LEDMap|[8]

int tmain(int argc, TCHAR*
{

HANDLE hGPIO;

int led no;

int data;

int nLED

int nRet

int 0;

WCHAR sin, smode;

printf ("LED Test Program\n");
printf ("\t (0) Exit Program\n");
printf ("\t (1) Display LED\n");
printf ("\t (2) Set LED value\n");

= getwchar () ;

_wtoi (&sin);

switch (n)
{
// 1f char == '1l', display the digital
case 1:
//Open dio
hGPIO = mxgpio open();
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for(int i = 0; i<LED NUMBER; i++)
{
//Get digital input
led no = i;
nLED = mxgpio get data (hGPIO, LEDMap[led nol);
printf ("LED[%d] = %d\n", led no, nLED);

//Close LED
mxgpio close (hGPIO) ;

break;

// if char == '3', Set the digital output

case 2:

//Get Port Number

getwchar () ;

printf ("Input the LED Number \n",LED NUMBER-1) ;
smode = getwchar():;

led no = wtoi (&smode) ;

//Get Value

getwchar () ;

printf ("Input the value (0 or 1)
smode = getwchar():;

data = wtoi (&smode);

//Open LED
hGPIO = mxgpio open();

//Set LED
nRet = mxgpio_set_data(hGPIO, LEDMap[led no], data);

if (nRet==-1)
{
printf ("Set led signal fail!\n");
}
else

{

printf ("Set led signal success!\n");

//Close GPIO
mxgpio close (hGPIO) ;

break;

getwchar () ;
sin = getwchar();
n = wtoi(&sin);
} while (n != 0);

return 0;
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The Accelerometer Control Script

// GSensor.cpp : Defines the entry point for the console application.

//

#include "stdafx.h"
#include <windows.h>

#include "devices.h"
#define GSENSOR DATA LENGTH 6

int tmain(int argc, TCHAR* argvl[])
{
UINT32 smbusBaseAddr = 0;
GSENSORDATA gsensorData;
SMBUSSETTING smbusSetting[2];
int sensorStatus|[2];
smbusSetting[0] .address = 0x1D;
smbusSetting[0] .bw rate = 0xA;
smbusSetting[0] .data format = 0xB;
smbusSetting[0] .power control = 0x8;
address = 0x53;

bw rate = 0xA;

smbusSetting([1l
smbusSetting([1l

smbusSetting[1l].data format = 0xB;

1.
1.
1.
1.
1.
1.
1.
1.

smbusSetting[1l] .power control = 0x8;
/* Open MxGenerallo and get SMBus address */

smbusBaseAddr = mxaccelerometer open () ;

/* Check if GSensor 1 is available */
sensorStatus[0] = mxaccelerometer get state (smbusBaseAddr, &smbusSetting[0]);
if (sensorStatus([0] == -1)
{
printf ("GSensor on Diskl is unavaliable\n");
}
else

{

printf ("GSensor on Diskl is running\n");

/* Check if GSensor 2 is available */
sensorStatus[1l] = mxaccelerometer get state (smbusBaseAddr, &smbusSetting[l]):;
if (sensorStatus([l] == -1)
{
printf ("GSensor on Disk2 is unavaliable\n");
}
else

{

printf ("GSensor on Diskl is running\n");

/* Set GSensor 1 parameter */

if (sensorStatus([0] != -1)
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mxaccelerometer set state(smbusBaseAddr, &smbusSetting[0]);

if (sensorStatus([1l] != -1)
{

mxaccelerometer set state(smbusBaseAddr, &smbusSetting[l]);

/* Calibrate GSensor */
if (sensorStatus([0] != -1)
{
/* Set parameter of Gsensor #1 */
mxaccelerometer calibrate (smbusBaseAddr, &smbusSetting[0]);
}
if (sensorStatus([1l] != -1)
{
/* Set parameter of Gsensor #2 */

mxaccelerometer calibrate (smbusBaseAddr, &smbusSetting[1]);

/* Close GSensor devie*/

mxaccelerometer close (smbusBaseAddr) ;

/* Open GSensor device */

smbusBaseAddr = mxaccelerometer open();

if (sensorStatus([0] != -1)

{

/* Get G-Sensor data */
mxaccelerometer read(smbusBaseAddr, &smbusSetting[0], &gsensorData,
GSENSOR DATA LENGTH) ;

printf ("gsensorData.x axis (0) = %d\n",gsensorData.X_axis);
printf ("gsensorData.y axis (0) %d\n",gsensorData.y axis);

printf ("gsensorData.z axis (0) %d\n",gsensorData.z_axis);

if (sensorStatus([1l] != -1)
{
/* Get G-Sensor data */
mxaccelerometer read(smbusBaseAddr, &smbusSetting[0], &gsensorData,
GSENSOR DATA LENGTH) ;

printf ("gsensorData.x axis(l) = %d\n",gsensorData.X_axis);

printf ("gsensorData.y axis (1) %d\n",gsensorData.y axis);

printf ("gsensorData.z axis (1) %d\n",gsensorData.z_axis);

/* Close GSensor device*/

mxaccelerometer close (smbusBaseAddr) ;

return 0;
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Accelerometer Conversion Code

if (z_axis > 0x8000)
{
z axis = OxFFFF - z axis + 1;
z _axis *= (-1);
z axis mg = z axis * 0.0039;

z axis mg = z axis mg * 1000;

z axis * 0.0039;

z _axis mg * 1000;

Watchdog Control Script

// WatchDog.cpp : Defines the entry point for the console application.//
#include "stdafx.h"
#include <windows.h>

#include "devices.h"

int tmain(int argc, TCHAR* argvl[])

{
int fd;

// Handle to device, obtain from mxwdg open //
ULONG time;

// This section calls the watchdog timer//
time=10;

fd = mxwdg open(time);

while ( TRUE )

{
//This section is just a UI provided for debugging. //
//This section should be removed or commented out//
//when using this code when integrating particular programs//
//with the watchdog. //
printf ( "Press \"ENTER\" in 10 seconds\n, 'g' to exit");
WCHAR ch = getwchar();
if ( ch == (WCHAR)'qgq' )
{

break;

}
//This section is the automated timer admins should //
//include to ensure a program is “kicking the dog” //

mxwdg refresh (fd) ;

// stops watchdog timer
mxwdg close (fd);

return 0;
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The Temperature Sensor Control Script

// TempSensor.cpp : Defines the entry point for the console application.

//

#include "stdafx.h"
#include <windows.h>
#include <commctrl.h>
#include <WTypes.h>

#include "devices.h"

int tmain(int argc, TCHAR* argvl[])

{
double dCPUTemp, dSATAlTemp, dSATA2Temp;
BOOL bRet = FALSE;

/* Open the sensor object */

mxsensor open();

/* Get the SATAl temperature */
bRet = mxsensor get satal temp (&dSATAlTemp) ;
if (bRet !=FALSE)
{
printf ("Diskl Temperaure %$.2f\n", dSATAlTemp) ;
}
else

{

printf ("Diskl Temperaure

/* Get the SATA2 temperature */
bRet = mxsensor get sata2 temp (&dSATA2Temp) ;
if (bRet !=FALSE)
{
printf ("Disk2 Temperaure %$.2f\n", dSATA2Temp) ;
}
else

{

printf ("Disk2 Temperaure

/* Close the sensor object */

mxsensor close();

return 0;
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