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Introduction

Moxa Device Manager (referred to in this manual as MDM) is an easy-to-use remote management tool for
managing Moxa’s ready-to-run embedded computers over the Internet. Moxa’s embedded computers make
excellent front-end computers for onsite data acquisition and industrial control applications, but they are often
located at a remote site. MDM was designed to make it easy for system administrators to manage their remote
embedded computers.

The following topics are covered in this chapter:

O Overview

O Differences between MDM 2.3 and MDM 2.1



Moxa Device Manager 2.3 Introduction

Overview

Moxa Device Manager (MDM for short) is an easy-to-use remote management tool for managing Moxa'’s
ready-to-run embedded computers over the Internet. Moxa’s embedded computers make excellent front-end
computers at remote sites for on-site data collection and industrial control applications. MDM is designed to
make it easy for system administrators to manage their remote embedded computers. One of the key benefits
of MDM is that management tasks, such as configuring the network, managing and/or transmitting text and
binary files, and monitoring and controlling processes, can be handled easily using a Windows-based user
interface. In addition, MDM can be used to manage different models of embedded computer, and embedded
computers that use different operating systems, all from one centrally located computer. As long as the
individual embedded computers are preinstalled with an MDM agent, they can be recognized and managed by
the unified MDM tool from your PC. These features help ensure that MDM gives system integrators an efficient
tool for handling all remote devices from one computer.

Differences between MDM 2.3 and MDM 2.1

1. MDM 2.3 combines the MDM Agent and MDM Gateway as one program. Users do not need to install MDM
Agent and MDM Gateway separately.

2. MDM 2.3 allows users to customize the MDM Tool features based on dynamic loading for different categories.
By modularizing the different DLL files, users can easily and conveniently add or remove the features on the
tool bar.

NOTE

In this manual, Moxa’s embedded computers are referred to as “computer,” “embedded
computer,” or simply as “device.”
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Installation

The following topics are covered in this chapter:

a
a
a

Installation

MDM Architectures

Installing MDM Agent and Gateway

» Installing MDM Agent and Gateway on Linux Models

» Installing MDM Agent and Gateway on Windows XPE Models
» Installing MDM Agent and Gateway on Windows CE Models
Uninstalling MDM Agent and Gateway

» Uninstalling MDM Agent and Gateway on Linux Models

» Uninstalling MDM Agent and Gateway on Windows XPE Models
» Uninstalling MDM Agent and Gateway on Windows CE Models
Installing MDM Tool

Uninstalling MDM Tool



Moxa Device Manager 2.3 Installation

Installation

To use MDM to remotely monitor and manage Moxa’s embedded computers, you need to install the following
software applications in different locations:

MDM Agent: This program must be installed on embedded computers at remote sites so that they can be
easily monitored and managed remotely.

MDM Gateway: This program must be installed on the computer(s) used as the MDM Gateway. It serves as a
portal between two programs, allowing them to share information by communicating between protocols on the
same computer or between computers. MDM Gateway can be used to connect to many embedded computers
at remote sites, so that a centralized management architecture can be established.

However, please note that both MDM Agent and MDM Gateway programs have been combined as MDM Agent
and Gateway. Users only need to install one program on the computers that are used as MDM Agent or MDM
Gateway.

MDM Tool: This program is installed on the computer (usually a PC or a laptop) in the control center. It allows
users to connect to the MDM Gateway to monitor and manage the remote embedded computers.

MDM Architectures

Users can establish the network structure in different ways.

1. Both the MDM Gateway and devices are located at the remote site. In this case, you may set up a
remote computer as the MDM Gateway. This computer needs to install the MDM Agent and Gateway, but
only the MDM Gateway function needs to be activated. In addition, the MDM Agent and Gateway need to be
installed on the remote devices, and the MDM Agent function needs to be activated.

MDM GUIClient

-~
) site#2 \
MDM Agent and Gateway "-..\ \\ ,l
Site #1 MDM Gateway™ ~, ~o ”
\ —_———
\

\
|
)

‘ ‘ MDM Agent‘ i MDM Agent and Gateway

S~ -
S ———————

With this structure, you may also assign a remote device to be the MDM Gateway. Install the MDM Agent
and Gateway on this device, and active the Gateway and Agent functions. Because of this, the remote
computer working as the MDM Gateway can be omitted.

2. The local computer is used as the MDM Gateway and the computer used to control the remote
devices. In this case, you only need to install MDM Tool on this computer. When the MDM Tool program is
launched, both MDM Tool and MDM Gateway will be activated. You will need to install the MDM Agent and
Gateway on the remote devices and activate the MDM Agent functions.
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However, this architecture requires specific network configurations to allow MDM Tool to monitor the
remote devices.

Create a file named config on each remote device and provide the IP address of the Gateway.
gateway-hosts = tcp: IP Address: 16888

For examples, the parameter could be:
gateway-hosts = tcp: 201.63.45.2: 16888

The third architecture is constructed within the Intranet network. You need to install the MDM Tool
on the local computer, and both the MDM Tool program and MDM Gateway function will be activated once
you launch the MDM Tool. You also need to install MDM Agent and Gateway on the local devices and the
MDM Agent function must be activated.

MDM GUI/Client

MDM Tool é with
Gateway

MDM Agent (_ MDM Agent and Gateway
= =

Installing MDM Agent and Gateway

MDM Agent and Gateway should be installed on the local or remote computers or devices that you would like
to monitor and manage. Separate instructions are given below for different operating systems.

Installing MDM Agent and Gateway on Linux Models

1.

Download the MDM Agent and Gateway for the model of embedded computer you are using from Moxa’s
website.

Use FTP to upload the files to the embedded computer’s /tmp directory.

Log in to the remote embedded computer as root.

Next, type the following commands:

cd /home

tar xvzf /tmp/MDM-DA66X-LX.tar.gz

Note: The filename of the MDM Agent and Gateway installation file includes the product model
name.
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View the file list for directory /home/mdm. The files you should see are described below:

File Name Description
mdm-main MDM Agent and Gateway executable
libmdm.so MDM Library
mdm_start.sh MDM Agent and Gateway start script
mdm_stop.sh MDM Agent and Gateway stop script

How to start MDM Agent and Gateway:
a. Type the following command to start MDM Agent or Gateway manually:
/home/mdm/mdm_start.sh [options]
Options: -a: Start MDM Agent (default)
-g: Start MDM Gateway
-g —a: Start MDM Agent and Gateway
Note that “default gateway” should not be empty, and if you want to start gateway on Linux, remember
to add or modify the IP of the Moxa domain:
192.168.30.127 Moxa
b. You can also set up your embedded computer to launch MDM Agent automatically with the MDM Tool’s
AutolLaunch function. Alternatively, you can add the command /home/mdm/mdm_start.sh
manually to the file rc.local.
How to stop MDM Agent and Gateway:
a. Type the following command to stop MDM Agent and Gateway manually:
/home/mdm/mdm_stop.sh
b. You may also shut down or power off the computer to stop MDM Agent and Gateway.

Installing MDM Agent and Gateway on Windows XPE Models

1.

Download MDM Agent and Gateway from Moxa’s website for the model of embedded computer you are
using.
Unzip the archive first, and then use FTP to upload the file to the embedded computer.
Log in to the embedded computer as Administrator.
Unzip MDM-XPe.zip to the folder of your choice (e.g., C:\)
a. Open a Command window
b. Type: cd C:\MDM
c. Execute Autolaunch.exe install to install AutoLaunch service.
d. Start AutoLaunch, which is in the following location:
Start menu > Control Panel > Administrative Tools > Services - Auto Launch - Start Service
View the file list in folder C:\MDM. The files you should see are described below:

File Description

AutoLaunch.exe Auto-launch service

mdm-main.exe MDM Agent and Gateway executable
mdm.dll MDM Library

How to start MDM Agent and Gateway:
a. Open a Command window
b. Type cd c:/mdm
c. Execute mdm-main.exe [options]
Options: -a: Start MDM Agent (default)
-g: Start MDM Gateway
-g —a: Start MDM Agent and Gateway

d. You can also set up your embedded computer to launch MDM Agent and/or Gateway automatically with
the MDM Tool’s AutoLaunch function.

How to stop MDM Agent and Gateway:

a. Use Task Manager to stop mdm-main.exe manually.

b. You may also shut down or power off the computer to stop MDM Agent and/or Gateway.
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Installing MDM Agent and Gateway on Windows CE Models

Download the MDM Agent for the model of embedded computer you are using from Moxa’s website.
Unzip the archive first, and then use FTP to upload the file to the embedded computer.
Log in to the embedded computer as Administrator.
Unzip MDM-DA66X-CE.zip to the \NORFlash directory.
View the file list in the \NORFlash\mdm directory and verify that the file mdm-main.exe is present.
How to start MDM Agent and Gateway
a. Open a Command window.
b. Type cd \NORFlash\mdm
c. Execute mdm-main.exe [options]
Options:

-a: Start MDM Agent (default)

-g: Start MDM Gateway

-g —a: Start MDM Agent and Gateway
d. You can also set up your embedded computer to launch MDM Agent automatically with the MDM Tool’s

o u kN

AutoLaunch function.
7. How to stop MDM Agent and Gateway
a. Use Web Manager to stop mdm-main.exe manually.
b. You may also shut down or power off the computer to stop MDM Agent and/or Gateway

Uninstalling MDM Agent and Gateway

Uninstalling MDM Agent and Gateway on Linux Models

1. Log in to the remote embedded computer as root.
2. Stop MDM Agent and Gateway
3. Issue the following command: rm -r /home/mdm.

Uninstalling MDM Agent and Gateway on Windows XPE Models

Stop mdm-main.exe.

2. Stop AutolLaunch.exe service by clicking:
Start menu > Control Panel > Administrative Tools > Services > Auto Launch > stop

3. Execute the command C:\MDM\AutoLaunch.exe uninstall to uninstall the Auto Launch service.
Remove MDM Agent and Gateway from the folder C:\MDM.

Uninstalling MDM Agent and Gateway on Windows CE Models

1. Stop mdm-main.exe.
2. Remove MDM Agent and Gateway from the folder \NORFlash\mdm.

Installing MDM Tool

MDM Tool should be installed on the computers at the control center. Once installed, the computers at the local
site can be used to connect the embedded computers at the remote site over the Internet. MDM Tool can be
downloaded from Moxa’s website.

The files will be packaged in zip format. Unzip the files and then run setup.exe or Moxa Device Manager.msi
if your computer has been pre-installed with Microsoft Installer.
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1. Double click setup.exe to start the installation procedure.

& MDMTool V2.3 (=]

File Edit \iew Favorites Tools  Help a"

/'_ﬂ Search li._— Folders -

IE MOEA Device Manager msi
= ‘windows Installer Package
11,855 KB

File and Folder Tasks setup.exe

Setup

1) Make a new Folder

@ Publish this folder to the
Web

{2 Share this Folder

Other Places

aa Sys TW (T

ﬂ My Documents
| Shared Documents
'd My Compuker

\d Iy Metwark Places

Details

MDMTool ¥2.3
File Folder

Date Modified: Today, February
10, 2011, 3:20 PM

2. Click Next to continue.
&5 Moxa Device Manager

Welcome to the Moxa Device Manager Setup
Wizard

The installer will guide you through the steps required to install Mora Device Manager on your
computer,

WARMIMG: Thiz computer program iz protected by copyright law and international treaties.
Inauthorized duplication or distribution of this pragram, or any portion of it, map result in zevere civil
or criminal penalties, and will be prozecuted to the maximum extent possible under the law.

Cancel
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3. Next, select Browse if you would like MDM to be installed in the different folder. Click Next to continue.

m :
it Moxa Device Manager,

Select Installation Folder

The installer will install Moxa Device Manager to the following folder.

Toinztall in this folder, click "Mext". Toinstall to a different folder. enter it below or click "Browse"

Folder:
C:\Program Files b OxAN Browsze... I

e ]

Inztall Moxa Device bManager for yourself, or for anyone who uzes this computer:

* Evempone

" Jusgt me

Cancel < Back J

4. Click Next to confirm the installation.

m :
it Moxa Device Manager,

Confirm Installation

The ingtaller is ready to install Moxa Device Manager on vour computer.

Click "Mext" to start the installation.

Cancel <Back || New>
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5. Wait until the installation has finished.

m :
it Moxa Device Manager,

Installing Moxa Device Manager

M oxa Device Manager is being installed.

Pleaze wait...

6. Click Close to complete the installation procedure.

m :
it Moxa Device Manager,

Installation Complete

Moxa Device Manager has been succezsfully installed.

Click "Cloze" bo exit.

¢ Bach ; Cloze
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Uninstalling MDM Tool

Follow these instructions to uninstall MDM Tool.

1. Select Add or Remove Programs from Start > Settings > Control Panel.
2. Select Moxa Device Manager from the program list, and then click Remove to continue.

# Add or Remove Programs

=a —
\i’.jj Currently inskalled programs: [0 Show updates Sort by | Mame v-l
Change ar R e L e e - SIZET 0.5, U0VID A i
Remove - . o] |
Programs ;'sj HP Scanjet G3010 7.0 Size  15.75MB
| {2y HP Solution Center 7.0 Size 3.09MB
%‘ | & HP Update Size  3.76MB
Add New | #8 Microsoft \NET Framework 1.1
Programs |
|§5) Microsoft \NET Framework 1.1 Hotfix (KE928366)
@ | i3] Microsoft NET Framework 2.0 Size  88.37MB
add{Remove |'|i...,Zl Moxa Device Manager Size
Cown;;gﬂ‘;‘;ts support information. Used  fre
Last Used On .
@, ang n nove it From your computer Change of Remove. -
ge Remaove
SetProgram | gBl syt 4,0 SP2 (KB9S4430) Size  2.67MB
Access and |
Defaults & Nero & Ulkra Edition Size  39.26ME
{5 nvIDIA Drivers
| i) OCR Software by LR.LS 7.0 Size 3.09MB
88 Realek AC'97 Audio Size  39.91MB
|§5) sisraidrackage Size  27IMB
|68 streamAuthor Size  65.51MB
T A O TV R PP |

3. Click Yes to start removing MDM Tool from your computer.

Add or Remove Programs X

\.;:) Are you sure vou want to remove Maoxa Device Manager from wour computer?
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MDM Operation

This chapter describes how to use MDM Tool to monitor and manage Moxa’s embedded computers at the
remote sites over the Internet.

The following topics are covered in this chapter:

O Launching MDM Tool
O Connecting to MDM Gateway
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Launching MDM Tool

There are two ways to launch MDM Tool.

1. Double-click the MDM Tool icon on your desktop.

@ Your computer might be at risk |

- Automatic Updates is turned off
- Antivirus software might not be installed

€lick this balloon to fix this problem

Wistari. CEWDP QG

2. Click MDM Tool from Start > All Programs > MOXA Device Manager.

Sek Program Access and Defaulks
Windows Catalog

Windows Update

Launch Internet Explorer Browser
HP Photosmart Premier

HP Solution Cenker

E Adobe Reader 9
' B mom |,

Documents Eﬁ ninstall

Settings

Search
Help and Suppart

Run...

Log OFf Bruce. .,

Turn OFF Computer, ..

“EmP QG W W Launch_01.JPG - Paint
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In either case, once launched, the MDM Tool interface will appear.

<% MOXA Device Manager Suite 2.3 - Manage Moxa Embedded Computers Boundlessly

Tools  Help

= €9 192,168.27.28: 16555
4 192,168,27,4:49156

Moxa Device Manager

Manage Moxa Embedded Computers Boundlessly

Ready

Connecting to MDM Gateway

When you launch the MDM Tool on your computer, it will try to connect to the MDM Gateway automatically.
Wait until you find the MDM Gateway on the MDM Tool.

-8 MOXA Device Manager Sui

Tools  Help

5 ) 192.168,27 26: 1 haoa
g 192,168,27.4:49156
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Introduction to the MDM Tool Interface

The following topics are covered in this chapter:

O MDM Gateway
3O For the Device
O Menu Bar Introduction
» Tools
> Help
O Toolbar Functions
» File Manager
Process Control
Network Setup
Autolaunch
Time Setup
Reboot

YV V VYV V V
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MDM Gateway

When you successfully connect to MDM Gateway, click the Gateway to start the MDM Gateway interface.

1

2 BOXA Device Manager Suif

3

1. Menu Bar: Includes the Tools and Help menus.

2. Toolbar: The icon shown is File Manager. You may also right-click the Gateway and then select File
Manager.

3. Gateway and Device Tree: In this area, you can view the Gateway Server and the currently active
computers under this Gateway. Both gateway and IP address can be shown here.

For the Device

% B UEA Device Manager Smite 2.3 - Manag]

= €%192.168.27.28:16888
“1102.168.27.24:40160

3

1. Menu Bar: Includes the Tools and Help menus.

2. Toolbar: The icons shown, listed from left to right, are File Manager, Process Control, Network Setup,
Autolaunch and Time Setup. Note that if right-click a device, a list of function options will appear. Each
function will be introduced in the following sections.

3. Gateway and Device Tree: In this area, you can view the Gateway Server and the currently active
computers under this Gateway. Both gateway and IP address can be shown here.
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Menu Bar Introduction

This section briefly introduces the options under the Tools and Help menus.

Tools

8 MOXA Device Manager Snite

] -ﬁlQE.IEEE?Ed:dQIED
-&192.158.2?.18:35258

Gateway Manager: Enables users to manage the gateway information and/or connect to the MDM Gateway
Server.

Although MDM Gateway will connect automatically, you can use Gateway Manager to manually connect to
other Gateway Servers. With MDM2.3, once the MDM Tool has been installed, your PC will automatically
connect to the gateway. However, users can still connect to other gateways manually.

1. Gateway Manager: Right-click the Gateway, and then select Gateway Manager.

-* MOXA Device Manager Suite

- -a192.168.2?.4:4915?

2. Type in the IP address, port number (the default is 16888), and the name of the Gateway Server. Click
Save to continue; click OK to connect.

Gateway Manager EI

Manage the gateways by editing the gateway IPs and ports,

IF: . . . |

Port: | 16855

Marme: |

Gakeway:

Save

1=
i
IIE

Delete

Ok ] [ Cancel ]

Exit: Enables users to terminate the MDM program
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Help

8 MOXA Device Manager Snite
Tool: B

{ -ﬁlQE.IEE.E?.IE:EEME
A 192.168 37 24:49162

Online Guide: Use the Online Guide to view detailed information about using MDM Tool. You may either
expand the table of contents in the left pain, or click the Search tab to search for information about a particular
term or topic.

E? MDM 2.1 Online Help

-

IBRRE = L 5 T 85 ®R I
rREC | mse |

| >

= 3ntroduction:
# @ Installation
[+ @ Operation

Introduction

Moxa Device Manager (referred to in this manual
as MDM) is an easy-to-use remote management
tool for managing Moxa's ready-to-run embedded
computers over the Internet. Moxa's embedded
computers make excellent front-end computers for
onsite data acquisition and industrial control
applications, but they are often located at a
remote site. MDM was designed to make it easy

for system administrators to manage their remote
PAINEE LI B g Py e Bireiis o |

About MDM Tool: The MDM Tool version number will appear in the MDM window.

Moxa Device Manager
Version 2.3

Manage Moxa Embedded Computers Boundlessly

WWW. X, com

Copenght [C] 2009 Moxra Inc. Al nghts reserved.
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Toolbar Functions

The icons that appear on the toolbar, listed from left to right, are File Manager, Process Control, Network
Setup, Autolaunch and Time Setup. See the following sections for detailed descriptions.

File Manager

This function allows users to perform file management for the device and the gateway. Right-click the device
or gateway and select File Manager, or click the icon on the tool bar to continue.

:® MOXA Device Manager Suite 2.3 - Manage Moxa Embedded
Tools  Help

o[f Ba ™ ©

= €3192.168,27,39: 16535

File Manager

Process Control
Metwork Setup
Autolaunch
Tirme Sefup

Rebook

You may perform file management on both the device/gateway or computer. The left frame is the file list for the
local computer, while the right one is for the remote device or gateway.

Note that the file manager on gateway is supported by default. This means that your file system will be shared
to any client or agent. To disable file manager on your local gateway, remove the dll file in
C:\Program Files\MOXA\MDM\V2\dI\fmngr.dll.

=\* MOXA Device Manager Suite 2.3 - Manage Moxa Embedded Computers Boundlessly

Tools  Help
o & B X e
= 9 192,168,27.28: 16688 | e | [ Femote: |
- 192.160.27, 4:49157 - . g - - —
Mame Size | Type Modified Mame Size  Modified
[.DMY Documents File Folder  01/06{11 13:43:40 [CZ)Documents and S... 2011/02/09 07131138
-j My Computer IC)My Documents 2011/02/09 07:31:38
‘gMy Metwork Places |[CIMORFlash 1998/01/01 12:00:00
2l Recytle Bin ) Program Files 2011/02/09 07:31:38
& Internet Explorer ) Temp 2011/02/09 07:31:37
Adobe Reader 9 ZKE Shortcut 1Zf01f10 17:53:31 () Windows Z011J02/09 07131137
ecyberunk Strean... ZKE Shortcut 05/08/09 14:29:03
HP Document Vie,,, ZKE Shortcut 120710 14:41:33
@HP Photasmart Pr... 1KE  Shorkcut 12{07/10 14:35:54
@HP Solution Center 1 KB Shortcut 12007110 14:37:13
!MDMTDDI 2KB  Shorkcut 02/10f11 15:37:44
[C)MDM_2.5_Figures File Folder  02/10f11 15:41:15
B8 command Prompt: ZKE Shortcut 09f11/09 15:51 48
)My Scans 1KE Shorkcut 01f06/11 13:45:09
;j Motepad 1KE Shorkcut O5f08/09 18:24:22
H Paink 1 KB Shorout 06/15/09 14:04:06
£ | &
Local File Direckion | Remote File
Ready Storage: 2062 KE [ 2624 KB Mernory: B892 KB [ 17028 KB
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Introduction to the MDM Tool Interface

Select and right-click the file on the local computer; you may perform the following functions:

Upload: Upload the selected file to the remote device or gateway.

Run: Perform the program on the local computer (for executable files only).
Delete: Delete the selected file from the local computer.

Rename: Rename the selected file on the local computer.

MOXA Device Manager Suite 2.3 - Manage Moxa Embedded Computers Boundlessly

Tools Help

d L BX©
= ) 192.160,27.28: 16608 ‘ Cacal | 3| Remate: 1 &
P 192.168.27. 1149157 | - - -
MName Size | Type Modifisd Name Size  Modified
{'JMV Dacuments File Folder — 01j06f11 13:43:40 [C)Documents and 5. 2011/02/08 07:31:38
'j My Camputer ()M Documents 2011/02(09 073135
21y Metwork Places (ZINORFlash 1998/01{01 12:00:00
#) Recyde Bin [IProgram Files 2011/02/09 07:31:36
) Internet Explorer ) Temp 2011/02i09 07:31:37
Adobe Reader 9 2KB Shortcut 12{01/10 17:53:31 () Wwindows 2011/02i09 07:31:37
B Cybertink Stream. .. 2KB  Shortcut 05/08/09 14:29:03
HP Document Yie... 2KB  Shortcut 12/07(10 14:41:33
[@HP Phatosmart pr... 1KB Shartcut 12/07/10 14:38:54
mHP Solution Center 1KB Shortcut 12/07(10 14:37:13
!MDMTDEJ 2KB  Shortcut 02/10f11 15:37:44
C3MDM_2.5_Figures File Folder  02/10f11 15:41:18
B command Prampt 2KB  Shortcut 0971109 15:51:48
)My Scans 1KB Shartcut 01j06/11 13:45:09
8 Notepad 1KE Sharteut 05408409 18:24:22
‘h""\ Paint 1kB Shortcut 06/15/02 14:04:06
(5l 1KB TextDoc... 021011 15:58:33
Run
5 Delete 2
Rename
Loca Direction  Remate Fils
Ready Storage: 2062 KB [ 2624 KB IMemory: 8920 KB j 17028 KB

Select and right-click the file on the remote device; you may perform the following functions:

Download: Download the selected file to the local computer.

Run: Perform the program on the remote device or gateway (for executable files only).
Delete: Delete the selected file on the remote device or gateway.

Rename: Rename the selected file on remote device or gateway.

Change Mode: Change the permission of the selected file on the remote device (for Linux models only).

0XA Device Manager Suite 2.3 - Manage Moxa Embedded Computers Boundlessly

Tools  Help
A
T
= €5192.168,27.26: 16568 ‘ vl [ v | Remote: 3 3
5 192.168.27.4:49157 -

Mare: Size | Type Modified Harne Size  Modified

(LM Documents File Folder  01j05/11 13:43:40 || CZ)Documents and 5., 2011/02(08 07:31:38
) My Computer [C3My Documents 2011/02/09 07:31:38

WMy Network Places ICIMORFlash 1998/01/01 12:00:00
#) Recycle Bin [CProgram Files 2011/02/09 07:31:38

@ Internet Explorer aTemp 2011/02/09 07:31:37

B dobe Reader 9 ZKB  shortcut 12j01/1017:53:31 || (Dwindaws 2011/0209 07:31:37

€ CyberLink Stream. . ZKB  shortcut 05/08/09 14:29:03 g 2011{02{10 104

HP Document Vie... ZKB  shortcut 12j07/10 14:41:33 Download

[EHP Photosmart Pr... 1KE Shortcut 12j07/10 14:38:5¢

(DHP Solution Center 1KE Shortcut 1Zj07010 14:37:13

HMoMTacl 2KB  Shortcut 02/10§11 15:37:44 Delate

[ZIMDM_2.5 Figures File Folder  02/10i11 15:41:18 s

B8 Command Prompt 2KE  Shortcut 0971109 15:51:48

LMy Scans 1KE Shortcut 010611 13:45:00

} Maotepad 1KE Shortcut 05)08/09 18:24:22

W paint 1KE  Shorteut 06/15(09 14:04:06

r;] kest bk 1KB TextDoc.. 02/10/1115:55:33

< 2|

Local File Direction |~ Remate File
Ready Storage: 2082 KB | 2624 KB Memory: 5920 KB | 17028 KB
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You may also refresh or add new folders on both the local computer and the remote device or gateway.
Right-click any place in the left or right frame, and then select Refresh to refresh the folder, or Add Folder to
add an additional folder on the local computer or the remote device or gateway.

Tools  Help

o £ B2

[ = €5192.168.27.39: 16868
° 192.168.27.24:49175

‘ Local: \ b | Femote: 1! v

Name size | Type Modified Name Size  Modified

My Documents File Folder  01/08{11 13:43:40 || 5)Documents and 5... 20110221 02:27:34
4 My Computer [C3My Documents 2011/02/21 02:27:34
‘-jMy’ Netwark Places [ZINORFlash 1998/01/01 12
&) Recycle Bin [ZhProgram Files 2011/02{21 02
£ Internet Explorer ETemp 2011/02/21 02:27:
Adobe Reader 9 2KE  Shorkout 02/21/11 11:35:46 (CwWindaws 2011/02f21 02:27:33
@Cyber\.ink Stream... 2ZKEB Shorkout 0S/08/09 14:29:03
HP Document Vis. .. 2KB  Shorkeut 12/07]10 14:41:33
[E HP Photosmart Pr... 1KB  Shartout 12/07/10 14:38:54
Q)HP Solution Center 1KB  Shortcut 1207110 14:37:13
| !MDMTDOI 2KB Shorteut 02/21/11 20:07:55
CIMDM_2.3_Figures File Folder ~ 02/10/11 15:41:18
B8 Command Prompt 2KB  Shortcut 09/11/09 15:51:48
)My Scans 1KE Shorkcut D1/06/11 13:45:00
_; Motepad 1KE  Shorkout 0S/08/09 18:24:22
‘ﬂ Paink 1KE  Shorbout 06/15/0% 140408
2] test bt 1KB TextDoc.. 0210011 15:58:33

Add Folder

< | 3
Lacal File Direction  Remote File
Ready Storage: 2062 KB | 2624 KB Memory; 7604 KB { 17028 KB
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o fo BB
= #192.168.27.39: 16888 ‘ [ i 3 I Eriote: ‘n 2
0 192.166,27.24:49175 - - -
Narne: Size | Type Modified Marne Size | Modified
&DMV Documents File Folder 0106111 134340 [C)Documents and ... 2011102[21 02:27:34
j Iy Computer |53My Documents 2011f0z/21 02:27:34
by Metwork Places |ZSINORFlash 19980101 12:00:00
& Recycle Bin [C)Program Files 2011/02/21 02:27:34
4 Internet Explorer =) Temp 201102/21 02
dobe Reader 9 ZKE Shorkout 02§2111 11:35:46 () Windows 20110z/21 02
Ocyberunk Strean... ZKE Shartcut 05/06/09 14:29:03
HP Document Yie... 2KB  Shorteut 12/07/10 14:41:33

[EHP Photosmart Pr... 1KB Shortout 12/07/10 14:38:54
wHP Solution Center 1KB  Shorbout 12/07/10 1:37:13
!MDMTDO\ 2KB  Shorteut 02f21j11 20:07:55
[LJMDM_2.3_Figures File Folder 02/10011 15:41:15 Add Folder
B Command Prompt Z2KB Sharkout 09/11/09 15:51:48

LMy Scans 1KB Shorbcut 01J06{11 13:45:09
18 notepad 1KB Shortout 05/08/09 18:24:22

‘ﬂ Paint 1KB Sharbout 0615/09 14:04:06

@ kest bzt 1KB TextDoc.. 02f10f11 15:56:33
] | B

Local File Dirsction | Remote File
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Process Control

This function allows users to control the process that runs on the remote device. Right-click the device and
select Process Control, or click the icon on the tool bar to continue.

A8 MOXA Device Manager Suite 2.3 - Manage Moxa Embedded
Tools  Help

o[ 8]5 - 0

= €192.168,27,39: 16888
L

401 BE

File Manager

Mekwork Setup
Aukolaunch
Time Setup

Reboak

You may view all of the programs that are running on the remote device.

.12 MOXA Device Manager, Suite 2.3 - Manage Moxa Embedded Computers Boundlessly

Tools  Help
dRBXG
E = €3 192.168,27.26: 16885 D Process Kill
Br0z1R 2 ST 18284550 | udevice exe Y
22806534 udevice.exe &%
27000838 udevice.exe &
46530562 udevice.sxe &
56768834 servicesd.exe &
45744134 mdmagent.exe :ﬁ

To kill a program, click the Kill button in the last column of the list.

\‘;/ Kill the process?

[ ok |[ Cancel ]

Click OK to kill the program.
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Network Setup

This function allows users to configure the network setup of the remote computer. Right-click the device and
select Network Setup, or click the icon on the toolbar to continue.

-2 MOXA Device Manager Suite 2.3 - Manage Moxa Embedded
Tools  Help

o 25N @

= @192.168.2?.59:16888

File Manager

Process Contral

Metwork Seb
Autalaunch
Time Setup

Rebook

This function configures the IP address and the DNS settings of the computers. Click the IP tab, select the
interface, and then enter related IP information, including the interface name, DHCP or Fixed IP, IP address,
subnet mask, and default gateway. If the computer has more than one network interface, select from the
Interface Name section to continue.

Metwork Setup - 192.168.27.4:49157

Cbtain IPs from a DHCP server or click the Fixed IP button
and edit the IP address,

Interface Mame: LA b

IF Address: | 192 . 168 . 27 . 4 |

Subnet Mask: | 255 . 255 ., 255 . O |

Default Gatewary: | 182 . 163 . 27 . 254 |

MAC Address: | 00:90:E8:7C:05:66 |

[ [u]s “ Apply ][ Cancel

Click OK or Apply to finish the process. In the following window, click OK. Note that the network connection
will be immediately disconnected. It takes about 5 to 10 seconds to activate your new network settings.

IP Setting

< Are you sure ol wank ko modify the IPs sektingy
q-) The device will be disconnected to activate wour settings,

L oK i [ Cancel
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For Linux models, note that if you have used the ifconfig command instead of the network configuration file for
network settings, the IP address on the title bar may not be the same as the one shown in the IP Address
column.

Network Setnp - 102 168 27 24 40171

Cbtain IPs from a DHCP server ar dlick the fixed IP bukbon
and edit the IP address,

Interface Mame: Lar1 -
() DHcP

(%) Fixed IP

IP Address: I 192 168 . 27 . 40 I
Subriet Mask: 2657 BOEE 255

Default Gateway: 192 . 188 . 27 . 254

MAC Address: |DD:90:EB:?C:D5:55 |

Ik ” apply ” Cancel ]

Enter the IP address to configure the new network settings.

Next click Network Setup and the DNS tab for DNS configuration. Select the interface name you would like to
configure and enter the relevant information for the DNS server, including primary DNS and secondary DNS.

Metwork Setup - 192.168.27.4:49157

P o

- Bl |

Edit the IP address for DMS server of each inkerface on
Windows,

Inkerface Mame; LAr1 L7

DS Server:

Prirmary DM5:

Secondary DNS;

Ik ] [ apply ] [ Cancel

4-10



Moxa Device Manager 2.3 Introduction to the MDM Tool Interface

Click OK to finish the network settings.

For Windows XP Embedded models, note that the settings will not be updated immediately. We strongly
recommend that you wait at least 30 seconds to make sure that all new networking settings have been
completely updated.

Autolaunch

This function allows users to configure the auto launch list of the remote computer. Right-click the device and
select Autolaunch, or click the icon on the toolbar to continue.

-* MOXA Device Manager Suite 2.3 - Manage Moxa Embedded

Tools  Help

= €5192,168.27.39: 1658
| File Managet
Process Cantral

Mebwork Sekup

Time Setup

Febionok

Type the program in the field and then click Add. You must type the full path and the full file name of the
program, including the file extension.

Auto Launch - 192.168.27.4:49157

Assign auto launch program by adding program and arguments.,

Prograrn: Argumenks:
| I |
L L

Program Arguments Delete

#dd

tniorflashirmdmagen. ..
INORFlashirmdmimd., ..

Mowe Lp

Mave Dawn

e

Ik ] [ Cancel

The program will be added into the autolaunch list. You may use Move Up or Move Down to determine the
sequence of the autolaunch programs. Click OK to finish. The program will be automatically launched when the
system restarts.
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Time Setup

This function allows users to configure the time settings for the remote computer. Right-click the device and
select Time Setup, or click the icon on the tool bar to continue.

-2 MOXA Device Manager Suite 2.3 - Manage Moxa Embedded
Tools  Help

o S B ‘.ﬁ 8 |

€9 192.168,27,39: 16858

FiIe Manager
Process Conkrol
Metwork Setup
Autolaunch
Time Setup

You may configure the time and the date of the remote device, and then click OK to finish. Both the system time
and RTC time will be updated.

DatefTime Setup - 192.168.27.4:49157

Modify date/time by changing the values.

Syskern Time

| Thursday , February 1|v|

-

| £:04:18 AM - |

a4 ] [ Cancel

Reboot

This function allows users to reboot the remote computer. Right-click the device and select Reboot.

- MOXA Device Manager Suite 2.3 - Manage Moxa Embedded
Tools  Help

=l tj 192.168.27.39: 16885

File Manager

Process Contral
Metwiork Setup
Aukolaunch
Time Setup

The remote device will reboot and then connect to the Gateway automatically if the command to launch mdm
agent has been added into the auto launch list.
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