Firmware for OnCell 3120-LTE-1 Series (EU models, HW Rev. 2.0.0
and US models, HW Rev. 1.0.0) Release Notes

Version: v2.1.0 Build: 22041810
Release Date: May 13, 2022

Applicable Products

OnCell 3120-LTE-1-EU (HW Rev 2.0.0), OnCell 3120-LTE-1-EU-T (HW Rev 2.0.0), OnCell 3120-LTE-1-
US (HW Rev. 1.0.0), OnCell 3120-LTE-1-US-T (HW Rev. 1.0.0)

Supported Operating Systems

N/A

New Features

N/A

Enhancements

N/A

Bugs Fixed

¢ (CVE-2021-4034) PwnK:it: Local Privilege Escalation Vulnerability Discovered in polkit’s pkexec
¢ (CVE-2022-0778) Impact of the OpenSSL Infinite Loop Vulnerability

* Nessus 42424 (1) CGI Generic SQL Injection (blind)

* Nessus 11084 (2) Web Server HTTP Header Memory Exhaustion DoS

¢ Nessus 51528 (1) CGl Generic Command Execution (time-based, intrusive)
Changes

N/A

Notes

¢ This firmware release is only applicable to EU models with HW Rev. 2.0.0 and US models with HW
Rev. 1.0.0.
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Version: v2.0.0

Build: 22030919

Release Date: Mar 29, 2022

Applicable Products

OnCell 3120-LTE-1-EU (HW Rev 2.0.0), OnCell 3120-LTE-1-EU-T (HW Rev 2.0.0)

Supported Operating Systems
N/A

New Features
¢ First release.
Enhancements
N/A

Bugs Fixed
N/A

Changes

N/A

Notes

¢ This firmware release is only applicable to EU models with HW Rev. 2.0.0.
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