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Introduction

Welcome to the Moxa RouterOS (MX-ROS) manual. This comprehensive guide is designed
to help you understand and navigate the UI features, technical concepts, and tasks you
may encounter while using your MX-ROS device. The goal is to simplify your experience

and make the setup process easier.

What's in This Document

This document includes the following sections:

e Overview: This section introduces this document and how to use it.
e Quick Start: This section tells you how to connect to your device so you can start
using and configuring it.

e UI Reference: This section goes through the web user interface (UI) of your
device to help you quickly understand what settings are available. This section also
shows you the valid ranges and defaults for settings, and any limitations there may

be when configuring your device.

e Other Features: This section helps you understand features for your device that

may not have a related user interface.

e Device Applications: This section goes through various applications and helps you
understand the related technologies, product features, and best practices so you

can better configure the device for your own needs.

e Security Hardening Guide: This section gives you an overview of industrial
network security and the related product features and best practices needed to help

you better secure your application.

e Appendix: This section provides additional reference information for your device.

Who This Document Is For

We want you to get the most out of your Moxa device, so we designed this document

MX-ROS V3 User Manual 10



with these audiences in mind:

e OT engineers learning how to configure OT network devices: For frontline
personnel operating in OT environments, keeping your MX-ROS configuration up-to-
date is crucial. We created the Security section to help you better understand how

you can use this device effectively for your application.

e Experienced OT network engineers integrating Moxa devices into OT
network infrastructure: For those who already have a solid understanding of
networking concepts, the UI Reference section is designed to give you a quick
reference for all the device settings, options, default settings, and limitations. You
may also find the Security section useful for learning how to get more out of your
Moxa device and to optimize your application.

Supported Series and Firmware Versions

Moxa Router Series Firmware Version

EDR-8000 Series v3.6
EDR-G9000 Series v3.6
TN-4900 Series v3.6

The information in this document is applicable to other products and firmwares that use
MX-ROS V3, but the appearance and availability of features and settings may vary. For
more information about which features are supported by each product series, refer to the
Supported Features List.

MX-ROS support will expand to other products in the future; please check the Moxa

website for the latest information.

Supported Features List

Support for various features varies depending on the product and model. Refer to the

table below for an overview of which features are supported by different product series.
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Please note that there may still be some differences in functions between different

models within a product series.

Configuration Section Function ggges ZZries EDF Series
Device Summary YES YES YES
Setup Wizard YES YES -
System YES YES YES
System Management YES YES YES
Information Settings YES YES YES
Firmware Upgrade YES YES YES
Software Package Management YES YES YES
Configuration Backup and Restore YES YES YES
Account Management YES YES YES
User Accounts YES YES YES
Password Policy YES YES YES
License Management YES YES YES
Management Interface YES YES YES
Out of Band Management - - YES
User Interface YES YES YES
Hardware Interface YES YES YES
SNMP YES YES YES
MXsecurity YES YES YES
Time YES YES YES
System Time YES YES YES
Setting Check YES YES YES
Network Configuration YES YES YES
Ports YES YES YES
Port Settings YES YES YES
Link Fault Passthrough - - YES
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EDR TN

Configuration Section Function Series Series EDF Series
Link Aggregation YES YES YES
Layer 2 Switching YES YES -
VLAN YES YES -
MAC Address Table YES YES -
QoS YES YES -
Rate Limit YES YES -
Multicast YES YES -
IGMP Snooping YES YES -
Static Multicast Table YES YES -
Network Interfaces YES YES YES
Redundancy YES YES -
Layer 2 Redundancy YES YES -
Spanning Tree YES YES -
Turbo Ring V2 YES YES -
Turbo Chain YES - -
Layer 3 Redundancy YES YES -
VRRP YES YES -
Network Service YES YES -
DHCP Server YES YES -
Dynamic DNS YES YES -
Routing YES YES -
Unicast Route YES YES -
Static Routes YES YES -
RIP YES YES -
OSPF YES YES -
Routing Table YES YES -
Multicast Route YES YES -
Multicast Route Settings YES YES -

MX-ROS V3 User Manual 13



Configuration Section

NAT

Object Management

Firewall

Certificate Management

Security

Function

Static Multicast Route

Multicast Forwarding Table

Broadcast Forwarding

Layer 2 Policy

Layer 3-7 Polic

Malformed Packets

Session Control

DoS Policy

Soft Lockdown Mode

Advanced Protection

Dashboard

Configuration

Protocol Filter Policy

DP

IP!

IPSec

L2TP Server

Local Certificate
Trusted CA Certificate

Certificate Signing Request

Device Security

Login Policy

EDR
Series

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

TN
Series

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

EDF Series

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES

YES
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EDR TN

Configuration Section Function Series Series EDF Series
Trusted Access YES YES YES
SSH & SSL YES YES YES
Network Security YES YES YES
IEEE 802.1X YES YES YES
Authentication YES YES YES
Login Authentication YES YES YES
RADIUS YES YES YES
TACACS+ Server YES YES YES
MXview Alert Notification YES YES YES
Diagnostics YES YES YES
System Status YES YES YES
Utilization YES YES YES
Fiber Check YES - -
Network Status YES YES YES
Network Statisics YES YES YES
LLDP YES YES YES
ARP Table YES YES YES
Event Log and Notifications YES YES YES
Event Log YES YES YES
Event Notifications YES YES YES
Syslog YES YES YES
SNMP Trap/Inform YES YES YES
Email Settings YES YES YES
SMS Settings - - YES
Tools YES YES YES
Port Mirror YES YES -
Ping YES YES YES
Industrial Application - YES -
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EDR TN

Configuration Section Function Series Series EDF Series

IEC 61375 - YES -
Ethernet Train Backbone - YES -
TTDP Settings - YES -
Local ETBN Status - YES -
ETB Status - YES -
TCN Multicast Table - YES -
Communication Profile - YES -
ECSP Settings - YES -
SDTv2 Settings - YES -
ECSP Status - YES -
SDTv2 Status - YES -
Operational Status - YES -
Consist Info - YES -
Train Directory - YES -
Operational Train Directory - YES -
TCN-URI Table - YES -

Document Conventions

This document uses the following formatting conventions:
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Convention/Format Description

Bold Used for UI elements you see on-screen, including page name, tab name, field
labels, dropdown options, menu path, etc.

Italics Used to highlight important information in a paragraph or a table, such as
indicating that a UI setting is only shown under certain conditions.

Code/commands/CLI Used for code snippets, blocks, commands, and CLI output.
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Chapter 2

Quick Start
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Quick Start

This section provides you with information on how to connect to your device to access its

configuration interface.

Using a Web Browser to Configure the Industrial Secure
Router

The device's web interface provides a convenient way to modify the router’s configuration

and access the built-in monitoring and network administration functions.

/" Note

When using the device's web interface, we recommend using the following browsers

and versions. Please note that Internet Explorer (IE) is not supported.

Chrome: 2 most recent versions

o Firefox: Latest version and the Extended Support Release (ESR)

e Edge: 2 most recent major versions

e Safari: 2 most recent major versions

e i0OS: 2 most recent major versions

e Android: 2 most recent major versions

Perform the following steps to access the device's web interface:

1. Make sure your PC host is connected to your device's LAN port, and is on the same

subnet as your device.

2. Open a web browser and type the device’s LAN IP address (192.168.127.254 by

MX-ROS V3 User Manual 19



default) into the address bar and press Enter.

im] [F Mewtab X + - =] X
@ ((0) 192.168.127.254] ) s I3

3. The web login page will open. Enter the username (admin or user) and password

(the same as the Console password) and click LOG IN to continue.

/7 Note
The default username is admin and the default password is moxa. We strongly
recommend changing the password as soon as possible to ensure the security of

your device.

MX-ROS V3 User Manual
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Username

Password

LOG IN

EDR-G9010-VPN-
2MGSFP

Copyright @ 2023 Moxa, Inc. All Rights Reserved.

You may need to wait a few moments for the web interface to appear. If you have
logged in before, a system message will appear showing the details of the last

successful login. Click CLOSE to close this message.
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System Message

Welcome admin

Your last successful login was: 01/03/1970 07:28:39 Sat.

4. After successfully connecting to the router, the Device Summary screen will
automatically appear. Use the menu tree on the left side of the window to open the

function pages to access each of the router’s functions.

= MIOX /\ C0R-GI010-VPN-2MGSFP Hi, admin

'Q Search for a function Device Summary
Device Summary
Model formaton pane st
- C Accress
EDR-GO010-VEN-2MGSFP 00:90:08:91:86:72
. - PWRZ  STATE  MSTRIHTG CPRLRTTG VPN VRRPIHA
Firewall/VPN Router 55149
L - System Uptime - .
192.108.127.254 odihismass i HETE
WAN P Address
0.0.00
EXPAND v
Event Summary (Lsst 3 days| CPU Usage History (%) 20220706 091706 (2
I
0 0
=
Critical Emor
Warning Notice
Wiew All Event Logs <
w1558 00 001608 001 a o

Memory Usage History (%) azzimos s izos G
w
@
£
®
)
=
0
=
031536 02106 031608 0X1G0B OXIG3 CHIGI6 031636 021708 DXITOR 091TOR
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UI Reference

This section provides you with a quick reference to the different settings and options of

your device.

To help you understand how to use the user interface, the following sections are

included:
e The MX-NOS User Interface
The rest of this section follows the order of the menu areas in the user interface:

e Device Summary

e Setup Wizard

e System

e Network Configuration
e Redundancy

e Network Service

e Routing

e NAT

e Object Management

e Firewall

e VPN

e Certificate Management
e Security

e Diagnostics

e Industrial Application

MX-ROS V3 User Manual

23



The MX-ROS User Interface

Here is an overview of the MX-ROS user interface.

= MC " /\ EDRG9010-VPN-2MGSFP Wiadmin

Q search for a function Device Summary o
0 o=

Model Information

fffff

GPU Usage History (%) c

Memory Usage History (%) c

1. Clicking Ein the top-left will toggle display of the function menu.

2. Enter the name of a function in the Search Bar to quickly find a specific function
page.

3. Click on a page name in the Function Menu on the left-hand side to go to its

function page.

4. All the configuration options and information of the selected function page will be

shown here.

5. The name of the currently logged-in user is shown here.

6. Clicking Hin the top-right will expand the drop-down menu shown below.
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()  Reboot

JD Reset to Defaults

5] LogOut

Reboot

Click RESTART to reboot your Moxa device.

Restart the device

Are you sure you want to restart the device?

CANCEL RESTART

Reset to Defaults

The Reset to Defaults option gives users a quick way to restore their device's settings
back to their factory default values. This function is available in both the console utility

(serial or Telnet) and the web browser interface. Click RESET to reset your device to the

factory default settings.

MX-ROS V3 User Manual
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A Warning

When resetting your device to the factory default settings, all your current

configuration settings will be permanently deleted.

Check the Keep certificate database and configuration option to keep the certificate
database and configuration information. Leaving this option unchecked will delete all

information on the device and reset everything to its factory default value.

After resetting to default, the Network Security Package will be reset to the built-in
version. If you have installed a newer version of the package, remember to reinstall your

desired version of the Network Security Package if needed.

After resetting the device, you will need to use the default network settings to re-

establish a web-browser or Telnet connection to your Moxa device.

For security reasons, before decommisioning the device, the device should be reset to

factory default settings and all stored data should be erased.

Factory default

A Are you sure you want to reset the system configurations to
factory default?

Keep certificate database and configuration.

RESET CANCEL

Log Out

Click LOG OUT to log out of your device.
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Log Out

Are you sure you want to log out?

CANCEL LOG OUT

Device Summary

Menu Path: Device Summary

This page lets you see displays with information about your device and current status.

= MOX/\ EDRG9010-VPN-2MGSFP. b
Device Summary

Panel Status

System uptme
12dah16mS9s

EXPAND v

CPU Usage History (%) mosesm sz G

0 0

View All System Event Logs >

Model Information

This display shows basic information about your device.
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Model Information
Product Model
TN-4916-8PoE-4GPoE-4GTX-T

Name
Firewall/VPN Router 05518

Location

Device Location
LAN IP Address
192.168.127.254

MAC Address
00:90:e8:a9:ed:2b

Serial Number

TBBED1105518

Firmware Version
V3.0 build 23021713

Systemn Uptime
18d21h54m15s

WAN IP Address
10.123.44.123

UI Setting Description

Product Model Shows the product model of the device.

Name Shows the name of the device.
Refer to System > System Management > Information Settings for more information.
Location Shows the location of the device.

Refer to System > System Management > Information Settings for more information.

LAN IP Address Shows the LAN IP address of the device. This can be configured in the Setup Wizard.

WAN IP Address Shows the WAN IP address of your device. This can be configured in the Setup

Wizard.
MAC Address Shows the MAC address of your device.
Serial Number Shows the serial number of your device.
Firmware Version Shows the firmware version of your device.

System Uptime Shows the amount of time your device has been continuously running for.

Panel Status

This display shows the status LEDs of your device. For example, connected ports will be

shown in green, while disconnected ports will be shown in gray.

MX-ROS V3 User Manual 28



Click EXPAND to view more detailed information.

Panel Status e
PWR1 PWR2 STATE MSTR/ CPLR/ VPN VRRP/ HA USB
H.TC TTC

6 4

Link Up Ports Link Down Ports

EXPAND

Click COLLAPSE to hide the details.

Panel Status e
PWR1 PWR2 STATE MSTR/ CPLR/ VPN VRRP/ HA UsB
H.TC T.TC
Link Up Ports Link Down Ports
Port
1 2 3 4 5 6 7 8
(LAN) (LAN) (LAN) (LAN) (LAN) (LAN) (LAN) (WAN)
G1 G2
(LAN) (LAN)
COLLAPSE ~
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Panel View

Clicking the Expand (::) icon in the Panel Status display will show your device's port
status on a representative image of the device. This image will vary depending on your

device. Click the Close (x) icon in the upper-right corner to close the Panel View.

/" Note

Available LEDs may vary across different versions of devices. For more information

about status LEDs and their behavior, refer to LED Behavior.

Panel View X

&7

g e

2
E
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System Event Summary (Last 3 days)

This display shows the event summary for the past three days.

System Event Summary (Last 3 days)

0

Critical

Error

0

Warning

Notice

View All System Event Logs =

Click View All System Event Logs to go to the Event Log page to view event logs in

more detail.

Event Log

System Log Firewall Log VPN Log Settings and Backup

c W

Index Timestamp Severity Additional message
2023/8/11 . . Web. Account= - -

1 00 Informational ~ Auth Ok, Login Success via Ul: Web. Account=admin, Bootup=71, Startup=2d3h41m38s
2023/8/11 =

2 - Logout via UI: Web. Bootup=71,
2023/8/11 W - - =

3 RSN Informational  Auth Ok, Login Success via UI: Web. Account=admin, Bootup=71, Startup=2d2h45m32s
2023/811 N - .

4 1052:15+8:00 Informational  Logout via UI: Serial Console. Account=admin, Bootup=71, Startup=1d19h53m50s

5 S, Informational ~ Auth Ok, Login Success via UI: Serial Console. Account=admin, Bootup=71, Startup=1d19ha6mass

6 ZEED Informational ~ Logout via UI: Web, Account=admin, Bootup=71, Startup=1d2h15m59s
17:14:25+8.00 . g
2023/8/10 . - . 12k

7 o Informational ~ Auth Ok, Login Success via Ul: Web. Account=admin, Bootup=71, Startup=1d2h7m18s

Refer to Diagnostics > Event Logs and Notifications > Event Log for more information.

CPU Usage History (%)

This display shows the device’s CPU usage. The data will be shown as a percentage over
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time. Click the Refresh (C) icon to refresh the graph.

CPU Usage History (%) 2023/03/0115:43:30 ¥

100
90
80
70
60
50
40
30 @
20
10

0
15:49:22 15:49:30

Memory Usage History (%)

This display shows the device’s memory usage. The data will be shown as a percentage

over time. Click the Refresh (C‘) icon to refresh the graph.

Memory Usage History (%) 2023/03/01 15:49:54 (¥
100
90
80
70
60
50
40
30
20
10
0
15:49:23 15:49:53 15:49:53 15:49:54
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Setup Wizard

Menu Path: Setup Wizard

The Setup Wizard helps guide you through basic setup of your device through four steps:

1. Port Type
Interface

Service

H W N

Confirm

/" Note

Available settings will vary depending on your product model.

Port Type

In this step, you can set each port of your device to act as a LAN, WAN, or Bridge port.

UI Setting Description Valid Range
Gl / G2 Select whether to use this fiber port as a LAN, LAN / WAN /
WAN, or Bridge port. Bridge
Port1/2/3/4/5 Select whether to use this Ethernet port as a LAN / WAN /
/6/7/8 LAN, WAN, or Bridge port. Bridge

Default
Value
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Interface

In this step, you can set up the connection interfaces for your device:

e LAN IP Configuration

e Bridge IP Configuration

e WAN Configuration

/" Note

Some of these settings may not appear if there are no ports set to LAN, WAN, or

Bridge.

Setup Wizard

@ rortType @ interface
LAN IP Configuration

192.168.127.254 24(255.255.255.0)  ~

Bridge IP Configuration

192.168.126.254 24(255.255255.0)  ~
WAN Configuration

Connect Type

Dynamic IP

PPTP Dialup

M PPTP Connect tion

1P Addres Usemname Pa d &

Service

LAN IP Configuration

Set the LAN connection details for your device. If you're not familiar with your LAN

interface, seek assistance from the network administrator. Network administrators

usually determine the LAN interface configuration.

MX-ROS V3 User Manual

34



UI Setting Description Valid Range Default Value

IP Address Specify the IP address for your LAN port. Valid IP address  192.168.127.245

Vy Note

The IP Address should be input as unicast
IP address.

Subnet Mask Specify the subnet mask for your LAN port. Valid subnet 255.255.255.0
mask

WAN IP Configuration

Set the WAN connection details for your device. If you're not familiar with your WAN

interface, seek assistance from the network administrator. Network administrators

usually determine the WAN interface configuration.

. . . Default
UI Setting Description Valid Range Value
Connect Select the connection type to use for your Dynamic IP / Static IP / Dynamic IP
Type WAN port. PPPoE

If you choose Static IP as your Connection Type, these settings will also appear:

UI Setting Description Valid Range Default Value
IP Address Specify the IP address for your WAN port. Valid IP address N/A
Gateway Specify the gateway for your WAN port. Valid IP address N/A
Subnet Mask Specify the subnet mask for your WAN port. Valid subnet mask N/A

PPTP Dialup

Set the PPTP Dialup connection details for your device. This section only appears if Static
IP or Dynamic IP is set for WAN Configuration > Connect Type.

/" Note
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Availability of this feature may vary depending on your product model and version.

UI Setting Description Valid Range Default Value

PPTP Connection Enable or disable using a PPTP connection. Enabled / Disabled Disabled

IP Address Specify the IP address of your PPTP Valid IP address N/A
connection.

Username Specify the username for your PPTP 1 to 31 characters N/A
connection.

Password Specify the password for your PPTP 1 to 31 characters N/A
connection.

PPPoOE Dialup

Set the PPPoE Dialup connection details for your device. This section only appears if

PPPOE is set for WAN Configuration > Connect Type.

UI Setting Description Valid Range Default Value

Username Specify the username for your PPPoE connection. 1 to 31 characters N/A

Password Specify the password for your PPTP connection. 1 to 31 characters N/A

Host Name Specify the host name for your PPPoE connection. 1 to 31 characters N/A
Service

In this step, you can enable or disable services for your device.

Setup Wizard
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Setup Wizard

@ PortType @ inertace © service O conim

@ Encble DHCP Server at LAN Interface
Offered P Range From 192.168.127.1 10 192.168.127.253
@ Enzble N-1 NAT for LAN Interface to WAN
1P Range From 192.168.127.110 192,168
@ Encble DHCP Server at Bridge |

Offered P Range From 192.168.126.110 192.168.126.253

i@ Enable N-1 NAT for Bridge Interface to WAN

1P Range From 192.168.126.110 192.168.126.254

= 3

. .. Valid Default

UI Setting Description Range Value
Enable DHCP Server at LAN Enable or disable using a DHCP server for  Enable / Enable
Interface the LAN interface. Disable

Enable N-1 NAT for LAN Enable or disable using N-1 NAT for LAN Enable / Enable
Interface to WAN interfaces to WAN. Disable

Enable DHCP Server at Bridge Enable or disable using a DHCP server for  Enable / Enable
Interface bridge interfaces. Disable

(if Bridge Mode is Port)

Enable N-1 NAT for Bridge Enable or disable using N-1 NAT for Enable / Enable
Interface to WAN bridge interfaces to WAN. Disable

(if Bridge Mode is Port)

Confirm

Confirm your settings, then click APPLY to save and apply your changes.

Setup Wizard
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System

Menu Path: System
The System settings area lets you configure the main system settings for your device.
This settings area includes these sections:

e System Management
e Account Management
e License Management
e Management Interface
e Time

e Power Managment

e SMS

e GNSS

e Setting Check
System - User Privileges

Privileges to System settings are granted to the different authority levels as follows.

Refer to System > Account Management > User Accounts for more information on user

accounts.

Settings Admin Supervisor User

System Management

Information Settings R/W R/W R
Firmware Upgrade R/W - -
Software Package Management R/W - -
Configuration Backup and Restore R/W - -
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Settings Admin Supervisor User

Account Management

User Account R/W - -
Password Policy R/W - -
License Management R/W R R

Management Interface

User Interface R/W R/W R
Hardware Interface R/W R/W R
SNMP R/W - -
MXsecurity R/W R/W -
Time

System Time R/W R/W R
NTP/SNTP Server R/W R/W R
Setting Check R/W R/W R
Power Management R/W R/W R

System Management

Menu Path: System > System Management

This section lets you manage your device's identification, firmware, and configuration

backup settings.

This section includes these pages:

e Information Settings
e Firmware Upgrade

e Software Package Management
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e Configuration Backup and Restore

Information Settings

Menu Path: System > System Management > Information Settings

This page lets you add additional information about the device to make it easier to

identify on the network.

Information Settings

Device Name

Location

Description

Contact Information

APPLY

UI Setting Description Valid Range Default Value
Device Name Enter a name for the device. 1to 30 Firewall/VPN Router-xxxxx
characters

(where xxxxx is the last 5
characters of the device's
serial number)

Location Enter a location for the 1 to 80 Device Location
device. characters
Description Enter a description for the 1 to 40 N/A
device. characters
Contact Information Enter the contact information 1 to 40 N/A
of the person in charge of the  characters
device.
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Firmware Upgrade

Menu Path: System > System Management > Firmware Upgrade

This page lets you upgrade the firmware of your device.

You can upgrade the firmware through the following methods:

e Local
e TFTP
e USB
e SCP
e SFTP

It is highly recommended that you back up your device's configuration before upgrading

the firmware. Refer to System > System Management > Configuration Backup and

Restore for more information.

If it is necessary to verify the integrity and signature of the application when the system

is running, the administrator can use the show integrity check CLI command.

Upgrading the firmware should be only be done by qualified personnel, as it is possible to
render the device inoperable if the upgrade is not done properly. If you are not familiar
with the process, please request the assistance of qualified personnel. You can also

consult with Moxa support and we will provide you with the necessary assistance.

Before performing a firmware upgrade, make sure you take the following precautions:

e Back up your configuration before upgrading the firmware
e Ensure that the device has power during the entire process

e Ensure that your computer stays connected to the device you are upgrading the

firmware on
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e Make sure the connection to the firmware source is not interrupted during the
upgrade process

Local

If you select Local as your Method, these settings will appear. The Local method lets

you upload firmware directly from local storage on the host device.

Firmware Upgrade

Method *

Local -

Select File * (]

UPGRADE

. . Valid Default
UI Setting Description Range Value
Select File Navigate to and upload the firmware file from the local host N/A N/A

device.

TFTP

If you select TFTP as your Method, these settings will appear. The TFTP method lets you

upload and install firmware stored on a remote TFTP server.
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Firmware Upgrade

Method
TFTP -

Server IP Address * File Name *

UPGRADE

UI Setting Description Valid Range Default Value
Server IP Address Specify the IP address of the TFTP server. IP address N/A
File Name Specify the filename of the firmware file. File name N/A

uUsB

If you select USB as your Method, these settings will appear. The USB method allows

you to install firmware directly from a USB drive attached to your device.

To use this method, USB Function must be enabled in System > Management

Interface > Hardware Interface.

Firmware Upgrade

Method *
USB v

Select File * (]

UPGRADE

UI Setting Description Valid Range Default Value

Select File Select the firmware file on the USB device. N/A N/A
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SCP

If you select SCP as your Method, these settings will appear. The SCP (secure copy

protocol) method lets you upload and install firmware from a remote system.

Firmware Upgrade

SCP -

Account * Password * ®
Server |P Address * File Name *
UPGRADE

UI Setting Description Valid Range Default Value
Account Enter the remote system account name. 1 to 31 characters N/A
Password Enter the remote system account password. 1 to 31 characters N/A
Server IP Address Specify the IP address of the remote IP address N/A
system.
File Name Specify the filename of the firmware file. 1 to 63 characters  N/A
SFTP

If you select SFTP as your Method, these settings will appear. The SFTP method lets you

upload and install firmware stored on a remote SFTP server.
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Firmware Upgrade

Method

SFTP =
Account * Password * ®
Server IP Address * File Name *

UPGRADE

UI Setting Description Valid Range Default Value
Account Enter the SFTP server account name. 1 to 31 characters N/A
Password Enter the SFTP server account password. 1 to 31 characters N/A
Server IP Address Specify the IP address of the SFTP server. IP address N/A
File Name Specify the filename of the firmware file. 1 to 63 characters N/A

Software Package Management
Menu Path: System > System Management > Software Package Management

This page lets you upgrade your Network Security Package and MXsecurity Agent
Package, enhancing your device's security capabilities. To upgrade a software package,
you can either use the package included with the currently installed firmware, or you can
download the latest version from the resource section on the Moxa website at

WWW.MmoXa.com.

/2’ Note
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Keeping your software packages updated is critical to keep your device and network

secure against the latest cyberattacks.

Network Security Package: Helps you protect your device and network with IPS

(Intrusion Prevention System) patterns and a DPI (Deep Packet Inspection) engine.

Note

Products that do not support a firewall will not be compatible with the Network
Security Package. Most Moxa routers support firewall functionality, except for
products with model names that include '-ETBN-' but do not include '-F-', such as
the TN-4908-ETBN-4GTX-4GTXBP-WV-CT-T.

MXsecurity Agent Package: Provides centralized visibility and security
management to streamline management of your device. It helps you monitor and
identify cyberthreats, and also helps prevent security misconfigurations to create a

robust threat defense.

Network Security Package

Network Security Package
Status

Enabled

Source * -

UPGRADE

. . Default
UI Setting Description Value
Source Select a source to use to upgrade the software Local / N/A
package. Firmware

Local: Use a file stored on the local host.

Firmware: Use the package included with the current
firmware.
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UI Setting Description paiid LS

Range Value

Select File Select network secruity package downloaded from N/A N/A
(if Local is set for Moxa's website.
Source) . - .

Moxa will periodically release new security packages on

the Moxa official website. Users can download the

latest security package and then import it into their

device.
Package Version Shows the included package version of the current N/A Current
(if Firmware is firmware. Package

Version

set for Source)

MXsecurity Agent Package

MXsecurity Agent Package
Status
Enabled

Source * .4

UPGRADE

. ... Default
UI Setting Description Value
Source Select a source to use to upgrade the software package. Local / N/A
Firmware

Local: Use a file stored on the local host.

/7 Note

The Local option is not commonly used in standard
environments. However, if you experience issues with
your device and MXsecurity, please reach out to Moxa
Technical Support. They can utilize the Local option as
a troubleshooting interface.

Firmware: Use the package included with the current

firmware.
Select File This is a troubleshooting interface in case you encounter N/A N/A
(if Source is issues with your device and MXsecurity.

Local)
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UI Setting Description paiid LS

Range Value
Package This shows the included package version of the current N/A Current
Version firmware. Package
Version

(if Source is
Firmware)

Configuration Backup and Restore

Menu Path: System > System Management > Configuration Backup and Restore
This page helps you back up and restore your device configuration.

This page includes these tabs:

e Backup
e Restore

e File Encryption

¢’ Note

For the TN-4900 Series, configuration files from firmware version v1.2 are not
compatible with firmware v3.0 and higher due to substantial changes made
between v1.2 and v3.0. Please create and import a new configuration file when
changing from firmware v1.2 to v3.0 or higher. If you encounter any issues, please

contact Moxa technical support.

Configuration Backup and Restore - Backup

Menu Path: System > System Management > Configuration Backup and Restore

- Backup

This page lets you create a backup of the current device configuration.
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There are multiple methods of backing up the device configuration:

e Local
e TFTP
e USB
e SCP
e SFTP

For security reasons, we strongly recommend the administrator to back up the system

configuration to a secure storage location periodically.

Local

If you select Local as your Method, these settings will appear. The Local method will

export the configuration backup file to the local host.

Configuration Backup and Restore

Backup Restore File Encryption

Method *

Local v

BACK UP

TFTP

If you select TFTP as your Method, these settings will appear. The TFTP method lets you

upload the configuration backup file to a remote TFTP server.
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Configuration Backup and Restore

Backup Restore File Encryption

Method *

TFTP -

Server |P Address * File Name *

BACK UP

. . .. . Default
UI Setting Description Valid Range Value
Server IP Specify the IP address of the TFTP server. Valid IP address N/A
Address
File Name Specify the file name of the configuration 1 to 63 characters N/A
backup file.
usB

If you select USB as your Method, these settings will appear. The USB method allows
you to export the configuration backup file to a USB drive connected to the device. You
can also enable automatic backups, which will export a configuration file to a USB drive

whenever the configuration is changed.

To use this method, USB Function must be enabled in System > Management
Interface > Hardware Interface.
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Configuration Backup and Restore

Backup Restore File Encryption

Method *

usB -

BACK UP

Auto Backup of Configurations
Automatically Back Up *

Enabled -

APPLY

UI Setting Description Valid Range Default Value

Automatically Back Up Enable or disable automatic backups. Enabled / Disabled Disabled

SsCpP

If you select SCP as your Method, these settings will appear. The SCP (secure copy

protocol) method lets you upload the configuration backup file to a remote system.
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Configuration Backup and Restore

Backup Restore File Encryption
Method
SCP -
Account * Password * o
Server IP Address * File Name *

BACK UP

. . .. " Default
UI Setting Description Valid Range Value
Account Enter the remote system account name. 1to31 N/A
characters
Password Enter the remote system account password. 1to31 N/A
characters
Server IP Address Specify the IP address of the remote system. Valid IP address N/A
File Name Specify the file name of the configuration 1to 63 N/A
backup file. characters
SFTP

If you select SFTP as your Method, these settings will appear. The SFTP method lets you

upload the configuration backup file to a remote SFTP server.

MX-ROS V3 User Manual 52



Configuration Backup and Restore

Backup Restore File Encryption
Method *
SFT -
Account * Password * o
Server IP Address * File Name *

7%}

BACK UP

. .. " Default
UI Setting Description Valid Range Value
Account Enter the SFTP server account name. 1to 31 N/A
characters
Password Enter the SFTP server account password. 1to 31 N/A
characters
Server IP Address Specify the IP address of the SFTP server. Valid IP address N/A
File Name Specify the file name of the configuration 1 to 63 N/A
backup file. characters

Configuration Backup and Restore - Restore

Menu Path: System > System Management > Configuration Backup and Restore

- Restore
This page lets you restore a previously backed up configuration.

There are multiple methods of restoring the device configuration:
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e Local
e TFTP
e USB
e SCP

o SFTP

Local

If you select Local as your Method, these settings will appear. The Local method will

restore from a configuration file on the local host.
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Configuration Backup and Restore

Backup Restore File Encryption

Configuration Firmware Version Checking

Enabled -
APPLY

Method

Local -

Ul Description Valid Default
Setting P Range Value
Status Enable or disable configuration firmware version checking. This Enabled / Disabled
checks whether your current firmware version matches the one the Disabled
configuration file is for.
Select Select the configuration file to restore from. N/A N/A
File

TFTP Server

If you select TFTP as your Method, these settings will appear. The TFTP method lets you

restore from a configuration file on a remote TFTP server.
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Configuration Backup and Restore

Backup Restore File Encryption

Configuration Firmware Version Checking

Enabled -

Method

TFTP -

Server IP Address * File Name *

RESTORE

a5}

. _— Valid Default
UI Setting Description Range Value
Status Enable or disable configuration firmware version checking. This Enabled / Disabled

checks whether your current firmware version matches the one  Disabled
the configuration file is for.

Server IP Specify the IP address of the TFTP server. Valid IP N/A

Address address

File Name Specify the file name of the configuration file to restore from. N/A N/A
usB

If you select USB as your Method, these settings will appear. The USB method allows
you to restore from a configuration file on a USB drive connected to the device.

To use this method, USB Function must be enabled in System > Management
Interface > Hardware Interface.
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Configuration Backup and Restore

Backup Restore File Encryption

Configuration Firmware Version Checking

Enabled -

APPLY

Method

UsB v

Select File * 0O

Auto Configuration Restore
Automatically Restore *

Disabled v

APPLY

UI Setting Description

Status Enable or disable configuration firmware version
checking. This checks whether your current firmware
version matches the one the configuration file is for.

Select File Select file for restore.

Automatically Enable or disable auto restore of the device

Restore configuration. If this function is enabled, The ABC-02 will
automatically export configuration once there is any

(Only when change.

Method is USB)

Valid Default
Range Value

Enabled / Disabled
Disabled

N/A N/A

Enabled / Disabled
Disabled
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SsCpP

If you select SCP as your Method, these settings will appear. The SCP (secure copy

protocol) method allows you to restore from a configuration file on a remote system.

Configuration Backup and Restore

Backup Restore File Encryption

Configuration Firmware Version Checking
Enabled -

APPLY

SCP -

Account * Password * o
Server IP Address * File Name *

RESTORE

UI Setting Description Valid Range

Default
Value

Status Enable or disable configuration firmware version checking. Enabled /
This checks whether your current firmware version matches Disabled
the one the configuration file is for.

Account Enter the remote system account name. 1to31
characters

Password Enter the remote system account password. 1to31
characters

Disabled

N/A

N/A
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UI Setting Description Valid Range DS

Value
Server IP Specify the IP address of the remote system. Valid IP N/A
Address address
File Name Specify the file name of the configuration file to restore N/A N/A
from.
SFTP

If you select SFTP as your Method, these settings will appear. The SFTP method allows

you to restore from a configuration file on a remote SFTP server.

Configuration Backup and Restore

Backup Restore File Encryption

Configuration Firmware Version Checking
Enabled -

SFTP -
Account * Password * ©
Server IP Address * File Name *

RESTORE
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Default

UI Setting Description Valid Range Value
Status Enable or disable configuration firmware version checking. Enabled / Disabled
This checks whether your current firmware version matches Disabled
the one the configuration file is for.
Account Enter the remote system account name. 1to31 N/A
characters
Password Enter the remote system account password. 1to31 N/A
characters
Server IP Specify the IP address of the remote system. Valid IP N/A
Address address
File Name Specify the file name of the configuration file to restore N/A N/A

from.

Configuration Backup and Restore - File Encryption

Menu Path: System > System Management > Configuration Backup and Restore

- File Encryption

This page lets you configure data encryption settings for exported configuration files.

Configuration Backup and Restore

Backup Restore File Encryption

Disabled >

Encrypt sensitive information only -

APPLY
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UI Setting Description Valid Range Default Value

Configuration File Enables or disables the use of a digital Enabled / Disabled Disabled
Signature signature for checking the integrity of a
configuration file.

Signature Select the type of data to encrypt. Encrypt sensitive Encrypt sensitive

Information e . information only / information only
Encrypt sensitive information only: Encrypt all information

Only encrypt password-related
sensitive information in the exported
configuration file.

Encrypt all information: Encrypt all
information in the exported
configuration file.

Key String Specify an encryption key string. The 1 to 30 characters moxa
key string is used to decrypt encrypted
configuration files.

Account Management

Menu Path: System > Account Management

This section lets you manage the user accounts used to access the device.
This section includes these pages:

e User Accounts

e Password Policy
User Accounts
Menu Path: System > Account Management > User Accounts

This page allows you create, manage, modify, and remove user accounts.
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/" Note

We strongly recommend changing the default password for the admin account

after logging in for the first time.
e The default admin account cannot be deleted and is enabled by default.

e Only admin accounts may change the password for supervisor and user

accounts.

e For security reasons, it is recommended for the administrator to keep a record of
the account list and associated users.

A Warning

Due to the constraints of the IEC 62443-4-2 integrity verification standard, User
Accounts will be reset to Factory Default under certain conditions. Specifically, all
non-Factory Default user accounts will be entirely removed by the system when the

following conditions are all met:
e The original firmware version of the user device is V.3.0 or higher.

e The user downgrades the firmware below to V.3.0 and performs any action on

this firmware.

e The firmware version is subsequently upgraded back to V.3.0 or higher.

In cases where all these conditions are satisfied, all user-created non-factory default

accounts will be removed.

However, if a user's original firmware version was below V.3.0 and they later upgrade to
V.3.0 or subsequent versions, this issue will not arise.
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O Limitations

You can create up to 10 user accounts.

User Accounts

[m] Status  Username. Authority Password Expire
/' Enabled  admin Admin
/'  Enabled  configadmin Supervisor
/' Enabled  user User

o7/ test User

Status Shows if the account is enabled or disabled.

Username Shows the username of the account.

Authority Shows the authority level of the account.

Password Shows the number of days left before the password expires for the account. A - means the
Expire password will not expire. The password expiration time is determined by the Password

Max-life-time setting on the Password Policy page. Refer to System > Account
Management > Password Policy for more information.

Create New Account

Menu Path: Menu Path: System > Account Management > User Accounts -

Create New Account

Clicking the Add () icon on the System > Account Management > User Accounts
page will open this dialog box. This dialog lets you create a new user account. Click

CREATE to save your changes and add the new account.
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Create New Account

b
(]
T
]
3
1
[
=
&
-]
n}
1]
3]
i
=]

UI Setting Description

Status Enable or disable this user account.

Username Enter a user name for this account.

Authority Select an authority role for this
account.

Admin: The account will have
read/write access to all configuration
parameters.

Supervisor: The account will have
read/write access to all configuration
parameters except create, delete, and
modify accounts.

User: The account can only view
configurations and cannot make any
modifications.

P Note

Refer to User Role Privileges for
a list of what read/write access
privileges are granted for the
different authority levels.

Valid Range

Enabled / Disabled
4 to 32 characters

Admin / Supervisor / User

Default

Value

N/A
N/A

N/A
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UI Setting Description Valid Range LS

Value
New Enter a password for this account. 4 to 64 characters, additional N/A
Password requirements are based on settings
in System > Account
s Note Management > Password Policy

The new password must follow

any requirements set on the

System > Account

Management > Password

Policy page.
Confirm Enter the password again to confirm. 4 to 64 characters N/A

Password

Edit Account Settings

Menu Path: System > Account Management > User Accounts - Edit Account
Settings

Clicking the Edit ( 7 ) icon for an account on the System > Account Management >
User Accounts page will open this dialog box. This dialog lets you edit an existing user
account. Click APPLY to save your changes.

/2’ Note

All account parameters can be modified, except for the username. To modify the

username, you must create a new user account.
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Edit Account Settings

Enabled -

Passworc &
Mew Passworc & onfirm Password * 45»
UI Setting Description Valid Range
Status Enable or disable this user account. Enabled / Disabled
Username Shows the username for this account. 4 to 32 characters
The username cannot be changed.
Authority Select an authority role for this account. Admin / Supervisor / User

Admin: The account will have read/write
access to all configuration parameters.

Supervisor: The account will have
read/write access to all configuration
parameters except create, delete, and
modify accounts.

User: The account can only view
configurations and cannot make any
modifications.

/s Note

Refer to User Role Privileges for a
list of what read/write access
privileges are granted for the
different authority levels.

Default
Value

N/A

N/A

N/A
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Default
Value

UI Setting Description Valid Range
old Enter the old password for this account. 4 to 64 characters N/A
Password
New Enter the new password for this account. 4 to 64 characters, additional N/A
Password requirements are based on
settings in System > Account
P4 Note Management > Password
Policy
The new password must follow any
requirements set on the System
> Account Management >
Password Policy page.
Confirm Enter the password again to confirm. 4 to 64 characters, additional N/A
Password requirements are based on

settings in System > Account
Management > Password
Policy

Delete User Account

Menu Path: System > Account Management > User Accounts

You can delete user accounts by using the checkboxes to select the accounts you want to
delete, then clicking the Delete ( ¥) icon.

The default admin account is enabled by default and cannot be deleted.

User Accounts

-
o

B 7/ Enabkd configadmin Supervisor

O /  endbled user User
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Password Policy
Menu Path: System > Account Management > Password Policy

This page allows you to set password complexity rules for user accounts to improve

security. Click APPLY to save your changes.

/" Note

To improve the security of your device and network, we recommend that you:

e Set the Minimum Length for passwords to 16.

e Enable the Password complexity strength check and enable all the requirement

options.

e Set a Password Max-life-time to ensure that users change their password

regularly.
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Password Policy

Minimum Length *

4

I

-16
6
Password complexity strength check

Disabled -

Must contain at least one digit (0-9)

Must include both upper and lower case letters (A-Z, a-z)

it
]
=

Must contain at least one special character (~ @#SH"E*-

. .. Valid Default
UI Setting Description Range Value
Minimum Length Set the minimum required password length. 4to 16 4

characters
Password complexity Enable or disable the password complexity Enabled / Disabled
strength check strength check. Disabled
Must contain at least one Enable or disable requiring the password to Enabled / Disabled
digit (0-9) contain at least one digit. Disabled
(if Password complexity
strength check is Enabled)
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. .. Valid Default
UI Setting Description Range Value
Must include both upper Enable or disable requiring the password to Enabled / Disabled
and lower case letters (A-Z, include both uppercase and lowercase letters. Disabled
a-z)

(if Password complexity
strength check is Enabled)

Must contain at least one Enable or disable requiring the password to Enabled / Disabled
special character contain at least one special character. Disabled
(NI@#$ YN &*-

I:7,-<>{}[10)

(if Password complexity
strength check is Enabled)

Password Max-life-time Specify how long in days passwords will be 0 to 365 0
valid for. When the password expires, the
system will require the user to change their
password. If this is set to 0, passwords will
not expire.

License Management

Menu Path: System > License Management

This page lets you add new licenses and view details about existing ones.

This page includes these sections:

e Qverview

e License History
Overview
This section lets you view details about your current license, and lets you add or get a

new license. To add or get a new license, click on ADD NEW LICENSE, which will guide

you through the process.
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Overview
Neme
1PS-DEVICE

Valid Durations (days)
11248

ADD NEW LICENSE

License History

License Management

Start Date:
2022-04-01 12:20:00
End Date

2053-12-08 02:06:40

Status
Valid

Get New License Here [}

c Q Search
Update ) ciivation Code ;:,‘:.‘.:, License
Date (days) Type
%3222902531 o 11574 New
License History
This area lets you see details about previously installed licenses.
License Management
Overview
Name sarote saus
IPS-DEVICE 2022-04-01 12:20:00 Valid
vadouatons (dey) —_—
11248 2053-12-08 02:06:40 Get New License Here [F
License History
c Q Search
Update  pctivation Code Duon  License
(days) pe
%3222902531 o 11574 New

UI Setting Description

Update Date
Activation Code
License Duration (days)

License Type

Shows date the license was updated.

Shows the activation code of the license.

Shows the type of license.

Shows the remaining duration of the license in days.
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Adding a New License

Goal

This section provides step-by-step instructions on how to add a new license for your
Moxa device.

Prerequisites

e You will need the registration code for your license. You should have received this

by email after purchasing the license.

Procedure

1. In System > License Management, click on the Add New License button. A new

page with instructions will appear.

Add New License

o 2] 3]

Login Moxa License Site Copy Serial Number Activate

1. Login Moxa License Site [ .

2. Choose "Activate a Product License" and product type "Security Package" on the
site.
3. Key in the Registration Code and Serial Number on Moxa License Site. Serial

Number would be get at the next step.
ocr: [

2. Click on the Moxa License Site link to open a new browser window for the Moxa

Software Licensing site and log in.
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MOX/\ Software Licensing

Manage Your Software License

Login Moxa Software Licensing System to activate or query your Moxa software license.

—

User ID

Password

Forgot your password?

() I have read and agree with Moxa’s
Privacy Policy.

Apply for an account

=

3. Click on the Products and Licenses category at the top of the page to expand it, and

then select Activate a Product License.

View Activated Products

Pro 1565 / View Activated Pro
Activate a Product License

\ Requestan addon orrenewal License | j otg

Activate an add-on or renewal License
Product tyd ‘ About to expire (Quantity)

Transfer a Product License

SDC Activation o 4
IEF Activation Code 0 o
IEC Activation Code 0 0
MRC QuickLink Activation Code 0 0
MXview One Activation Code o 0
Mxview Activation Code 0 NA
MX-AOPC UA Server Activation Code 0 NA
MX-AOPC UA Logger Activation Code 0 NA
MXsecurity Activation Code o 4
Secunty Package Activation Code 1 o

BEnglish & Account

About to expired:
sDc-0

IEF-0

IEC-0

MRC QuickLink - 0.
MXview One -0
MXsecurity - 0

Securty Package -0

4. Choose the product type for which you want to add a license. In this example, we will

be adding a Security Package.
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M ox A Products and Licenses ¥ Download ¥ Software Information  Account Management v

Products and Licenses / Activate a Product License

Product Type ‘ Please select a product v

Please select a product
sDC

IEF

IEC

MRC QuickLink
MXview One

MXview

MX-AOPC UA Server
MX-AOPC UA Logger
MXsecurity

Security Package

5. Enter the Registration Code and click Activate.

M OX A Products and Licenses ¥ Download ¥ Software Information  Account Management ¥
Products and Licenses / Activate a Product License

Product Type ‘ Security Package v ‘

Registration Code Enter your registration code Product type Function

6. Once you click Activate, the Product S/N (Serial Number) will be displayed, and

additional information will appear on the right side of the page.

MOX A Products and Licenses ¥ Download ¥ Software Information  Account Management ¥

I Activate a Product License

Product Type Security Package v

Registration Code

Product type : Security Package Function : IPS (device-based)

Product SIN Enter your product S/N code

7. Back in the Add New License window for your Moxa device, click NEXT.
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Add New License

Login Moxa License Site Copy Serial Number Activate

1. Login Moxa License Site [ .
2. Choose "Activate a Product License" and product type "Security Package" on the

site.
3. Key in the Registration Code and Serial Number on Moxa License Site. Serial

Number would be get at the next step.
oose (0

8. Copy the serial number from the Moxa device UI window and paste it in the Product

S/N field in the Software Licensing window, then click ACTIVATE.

Add New License

o 2 ©

Login Moxa License Site Copy Serial Number Activate

Copy the Serial Number to Moxa License Site .
|Seria| Number: rD

(8

Product Type Security Package -
Registration Cade Product type - Security Package Function - IPS (device-based)
Product /N

9. A message notification page will appear to confirm that your registration code was

successfully activated.
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Message notification

The Registration Code you entered is activated, you can check it in Softwar
e Information page.

10. In the Software Licensing window, click on Products and Licenses to expand it,
then select View Activated Products.

and Licenses v Download ¥__ Software Information  Account Management v " English & Account

e HUcts Aot to expired: I

\\\\\
I About to expire (Quantity) S2C0
IEF -0
. 0
IEC-0

MRC QuickLink - 0

IEC Activation Code 0 0 MXview One -0
MRC QuickLink Activation Code o 0 Lo Ty
Secuity Package - 0
MXview One Activation Code 0 0

MXview Activation Code: 0 NA

MX-AOPC UA Server Acti

n Code o NA

MX-AOPC UA Logger Acti

de 0 NA
MXsecurity Actvation Code 0 0

Securty Package Activation Code 1 o

11. Click on the name of the product you just activated. For this example, we need to
click on Security Package Activation Code.
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M OX A Products and Licenses ¥ Download ¥  Software Information  Account Management ¥
View Activate
Your Activated Products
Product type Activated (Quantity) About to expire (Quantity)
SDC Activation Code [} 0
IEF Activation Code o 0
IEC Activation Code 0 o
MRC QuickLink Activation Code o 0
MXview One Activation Code o 0
MXview Activation Code ] NiA
MX-AOPC UA Server Activation Code o NA
MX-AOPC UA Logger Activation Code o NA
MXsecurity Activation Code 0 0
Security Package Activation Code 1 0

12. Click on View Activated Products and then click on the Activation Code.

Products and Licenses ¥ Download ¥  Software Information Account Management v

The product(s) you have activated - Security Package

About to expire ~

View Activated Products «

Activation Code : Product SIN :
Valid Start Date : 2023/04/06 15:17:39 Valid End Date : 2023/07/05 23:59:59
Total number of nodes : 1 Due day : 71 day Update History~

Function : IPS (device-based)

13. Copy the activation code that appears in the pop-up notification.
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UOUyB5V.

Message notification

14. In the device UI window, click NEXT and paste in your activation code, then click

APPLY.
Add New License
Login Moxa License Site Copy Serial Number Activate
Download the license from Moxa License Site , and paste the Activation Code here.
Activation Code
End Result

You will now see the new license in the License History section.
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License Management

Overview

[\ eme Start Date Status
IPS-DEVICE 2023-04-06 03:17:39 Valid
valid uratons (dars) End e
O] 2023-07-05 11:59:59 Get New License Here (3
n
ADD NEW LICENSE

License History

c Q

License
Ug;:: Activation Code Duration
(days)

2023-04-06
16:44:25 90

Management Interface

Menu Path: System > Management Interface

This section lets you configure the interfaces use to manage the device.

This section includes these pages:

e Out of Band Management
e User Interface

e Hardware Interface

e SNMP

e MXsecurity
Out of Band Management
Menu Path: System > Management Interface > Out of Band Management
This page lets you enable and monitor your device's out of band management port,

which segregates traffic from the LAN port to provide a fully isolated and more secure

Ethernet connection. This port uses an independent IP address so users can securely
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connect and configure devices without interfering with operational traffic.

This page includes these tabs:

e Settings

e Status

Out of Band Management - Settings

Menu Path: System > Management Interface > Out of Band Management -

Settings

This page lets you configure your device's out of band management ports IP settings.

IP Address * Subnet Mask *

192.168.1.1 24 (255.255.255.0) -

APPLY

UI Setting Description Valid Range Default Value

IP Address Specify the IP address to use for the out of band Valid IP 192.168.1.1
management port. address

Subnet Specify the subnet mask to use for the out of band  Valid subnet 24 (255.255.255.0)

Mask management port. mask

Out of Band Management - Status

Menu Path: System > Management Interface > Out of Band Management

- Settings

This page lets you view the status of your device's out of band management port.
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Out of Band Management Information Cc

Admin Status Link Status
Enabled

UI Setting Description

Admin Shows whether the out of band management port is enabled or disabled. Refer to System >
Status Management Interface > Hardware Interface for more information.

Link Shows the link status of the out of band management port.

Status

User Interface

Menu Path: System > Management Interface > User Interface

This page lets you configure which interfaces can be used to access the device.

For security reasons, users should access the device using the secure HTTPS and SSH
interfaces.
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User Interface

HTTF TCP Port (HTTP) *
Enabled ~ 20

80, 1024 - 65535
HTTFS TCP Port (HTTPS) *
Enabled - 443

443,1024- 65535
Telnet TCP Port (Telnet) *
Disabled » 332

23,1024 - 65535
SSH TCP Port (SSH) *
Enabled > 22

22,1024 - 65535
Ping Response (WAN)
Enabled -

foxa Service

Enabled -

TCP Part for Moxa Service (Encrypted)
443

LDF Port for Moxa Service (Encrypted)
40404

Maximum Number of Login Sessions for HTTP+HTTPS *

5

1-10
Maximum Number of Login Sessions for Telnet+S5H *

5

1-5

APPLY
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. . .. Valid Default
UI Setting Description Range Value
HTTP Enable or disable HTTP connections. Enabled / Enabled
Disabled
TCP Port (HTTP) Set the TCP port number for HTTP. 80, 1024 80
to 65535
HTTPS Enable or disable HTTPS connections. Enabled / Enabled
Disabled
7 Note
The administrator can manually import a self-
signed certificate (in .p12 format) for web server
(HTTPS) services. However, the administrator
should check the root certificate and validity of
the signature before importing, according to the
organization's security procedures and
requirements. After importing a certificate, the
administrator should check if the certificate has
been revoked and if so, the certificate must be
replaced. When the browser verifies the signature
and accesses the device, it will return the subject
name which the administrator can use to confirm
the connected device is authorized.
72 Note
The encryption algorithm of keys should be
selected based on internationally recognized and
proven security practices and recommendations.
The lifetime of certificates generated for web server
(HTTPS) services should be short and in accordance with
the organization's security procedures and
requirements.
TCP Port (HTTPS) Set the TCP port number for HTTPS. 443,1024 443
to 65535
Telnet Enable or disable HTTPS connections. Enabled / Enabled
Disabled
TCP Port (Telnet) Set the TCP port number for Telnet. 23, 1024 23
to 65535
SSH Enable or disable HTTPS connections. Enabled / Enabled
Disabled
TCP Port (SSH) Set the TCP port number for SSH. 22,1024 22
to 65535
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Valid Default

UI Setting Description Range Value
Ping Response Enable or disable to have the WAN port respond to ping Enabled / Disabled
(WAN) requests. Disabled
72 Note
To ping the WAN port, make sure the Ping
Response (WAN) function is enabled, and that
the ping sender IP is in the Trusted Access list or
the Accept All LAN Port Connections option is
enabled in Trusted Access.
MOXA Service Enable or disable the MOXA Service. Enabled / Enabled
Disabled
7 Note
Moxa Service is only used for Moxa network
management software.
Moxa Service is only available for user accounts with
admin privileges.
TCP Port for Moxa The TCP port number for Moxa Service. This setting 443 443
Service (Encrypted) cannot be changed.
UDP Port for Moxa The UDP port number for Moxa Service. This setting 40404 40404
Service (Encrypted) cannot be changed.
Maximum Number of Set the maximum combined number of users that can 1to 10 5
Login Sessions for be logged in to the Moxa Router using HTTP and HTTPS.
HTTP+HTTTPS
Maximum Number of Set the maximum combined number of users that can 1to5 5
Login Sessions for be logged in to the Moxa Router using Telnet and SSH.
Telnet+SSH

Hardware Interface (all products except TN Series)
Menu Path: System > Management Interface > Hardware Interface

This section lets you configure the additional hardware interfaces for your device.

/" Note

Available settings will vary depending on your product model.

MX-ROS V3 User Manual 84



USB Function * Out of Band Interface *
Disabled ~  Enabled
. . .- " Default
UI Setting Description Valid Range Value
USB Function Enable or disable the USB interface on the Enabled / Enabled
device. Disabled
Out of Band Enable or disable the out of band port on the Enabled / Enabled
Interface device. Disabled

Hardware Interface (TN Series only)

Menu Path: System > Management Interface > Hardware Interface

This page lets you configure the additional hardware interfaces for your device.

This page includes these tabs:

o USB
e Fault LED
USB

Menu Path: System > Management Interface > Hardware Interface - USB

This page lets you enable or disable the USB interface on your device for use with a USB

drive.

USB Function *
Disabled

APPLY

MX-ROS V3 User Manual

85



UI Setting Description Valid Range Default Value

USB Function Enable or disable the USB interface on the device. = Enabled / Disabled Enabled

Fault LED

Menu Path: System > Management Interface > Hardware Interface - Fault LED

This page lets you select the behavior of the Fault LED.

LED Mode
(® Moxa Default / System Fault Alarm

O Advanced / Configuration Change Alarm

APPLY

Fault LED Mode Option Description

Moxa Default Advanced

Device is operating

Off Device is operating normally

normally
On System Fault System Fault
Rapid blinking for 6 N/A Configuration Importing and
sec Saving
Ul _— . Default
Setting Description Valid Range Value
LED Select the behavior mode to use for the Fault LED. Moxa Default  Moxa
Mode Moxa Default / System Fault Alarm: The Fault LED will be off / Advanced Default
when the device is operating normally, and on when there is a
system fault.
Advanced / Configuration Change Alarm: The Fault LED will be
off when the device is operating normally, and on when there is a
system fault. When the device configuration is being imported and
saved, the Fault LED will blink rapidly for 6 seconds.
SNMP

Menu Path: System > Management Interface > SNMP
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This section lets you configure SNMP settings for your device.
There are two tabs in this section:

e General

e SNMP Account

SNMP - General

Menu Path: System > Management Interface > SNMP - General

This page lets you enable or disable SNMP. SNMP versions V1, V2¢, and V3 are
supported.

O Limitations

You can set up to two community names with corresponding access controls.

General SNMP Account
SNMP Version *
V1,V2c, V3 - o
User-Defined Engine ID
Disabled -
Community Name 1 * Access Control 1*
public Read Only v
Community Name 2 * Access Control 2 *
private Read Write M
APPLY
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UI Setting

SNMP Version

User-Defined Engine
ID

(Only for SNMP
Verison is V1, V2c,
V3 or V3 only)

Engine ID

Community Name 1

Community Name 2

Access Control 1

Access Control 2

Description

Specify the SNMP protocol version
used to manage your device.

Disabled: Disable SNMP.

V1, V2¢, V3: Enable SNMP V1, V2c,
and V3.

V1, V2c: Enable SNMP V1, V2c
only.

V3 only: Enable SNMP V3 only.

Enable or disable use of a user-
defined engine ID. If disabled, the
system will use the default engine
1D.

Specify an engine ID to manage
your device.

If User-Defined Engine ID is
disabled, the engine ID will be view-
only.

Specify a community string name
match to use for authentication.

Specify a community string name
match to use for authentication.

Specify the access control type to
use when Community String 1 is
matched.

Specify the access control type to
use when Community String 2 is
matched.

SNMP - SNMP Account

Valid Range

Disabled / V1, V2c, V3 /
V1, V2c / V3 only

Disabled / Enabled

2 to 54 hexadecimal
character string. The length
of the string must be even.

1 to 64 characters

1 to 64 characters

Read Write / Read only / No
Access

Read Write / Read only / No
Access

Default
Value

Disabled

Disabled

800021f305

public

private

Read Only

Read Write

Menu Path: System > Management Interface > SNMP - SNMP Account

This page lets you configure the SNMP management accounts for the device. SNMP

management accounts are provided for Admin and User-level authority.
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SNMP

Authariy AdthenticationType  Enerypiien Methag

UI Setting Description

| \\

Authority Shows authority level of the management account.
admin: Can read/write configuration settings.

user: Can only read configuration settings.
Authentication Type Shows the authentication type used for the account.

Encryption Method Shows the encryption method used for the account.

Edit SNMP Account Settings
Menu Path: System > Management Interface > SNMP - SNMP Account
Clicking the Edit ( # ) icon for an account on the System > Management Interface >

SNMP - SNMP Account page will open this dialog box. This dialog lets you modify the

selected account. Click APPLY to save your changes.

Edit SNMP Admin Account Settings

MD3 -

AES - Encryption Key * ©

MX-ROS V3 User Manual 89



UI Setting Description Valid Range R

Value
Authentication Type Select which authentication method to None / MD5 / None
use for the account. SHA
None: No authentication will be used.
MD5: Use MD5 authentication.
SHA: Use SHA authentication.
Encryption Method Select which encryption method to use None / DES / None
for the account. AES
Encryption Key Specify an encryption password for the 8 to 64 N/A
(if Encryption Method is account. characters
DES or AES)
MXsecurity

Menu Path: System > Management Interface > MXsecurity

This page lets you establish a connection to an MXsecurity instance to monitor and

manage the device.
After configuring the connection parameters, click CONNECT to establish the connection.
To manage your the device through MXsecurity, the MXsecurity Agent Package must be

installed and enabled first. Refer to the Software Package Management section for more

information and instructions.
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MXsecurity

Connection Status

Status Package Version
Connecting 1.0.0017

Service Address Profile Synchronization
3.129.140.152

New Connection

Service Address

UI Setting Description Valid Range Default Value
Service Address Set the MXsecurity server IP Valid IP address N/A
address or domain name. or domain name
HTTPS Port Specify the HTTPS port number for 1 to 65535 443
MXsecurity.
Communication Port Specify the communication port 1 to 65535 8833

number for MXsecurity.

Time

Menu Path: System > Time

This section lets you configure the system time settings for your device.

This section includes these pages:

e System Time

e NTP/SNTP Server
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System Time

Menu Path: System > Time > System Time

This section lets you set up time settings for the device itself.

This page includes these tabs:

e Time
e Time Zone

e NTP Authentication
This device does not include a real-time clock. If there is no NTP/SNTP server on the
network or if the device is not connected to the Internet, the Current Time and Current
Date must be manually reconfigured after each reboot.
System Time - Time
Menu Path: System > System Time - Time

This page lets you set the system time and date.

You can set your system time using these clock sources:

e Local

e SNTP Time

e NTP Time
Local Time

If you select Local as your Clock Source, these settings will appear. Local lets you set

your device's system time manually, or you can copy the time from your local host by
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clicking SYNC FROM BROWSER. Click APPLY to save your changes.

System Time

Time Time Zone NTP Authentication

Current Time

Clock Source

Local -
Date *

1970-04-18 =
Time

FF 1113 Q)

APPLY SYNC FROM BROWSER

. .. . Default
UI Setting Description Valid Range Value
Current This shows the device's current system date, time, and N/A N/A
Time time zone.
Date Specify the date manually in YYYY-MM-DD format. YYYY-MM-DD Current date
Time Specify the time manually in HH:MM AM/PM format. HH:MM Current time
AM/PM
SNTP Time

If you select SNTP as your Clock Source, these settings will appear. SNTP allows your
device to update its system time from a Simplified Network Time Protocol (SNTP) time

server. Click APPLY to save your changes.
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UI Setting Description

Current
Time

Time
Server 1

Time
Server 2

NTP Time

System Time
Time Time Zone NTP Authentication
Current Time
0-04-18 11:13:36 UTC+08:00
Clock Source
SNTP -
Time Server 1
0/39
Time Server 2
0/39
APPLY
Valid Range
This shows the device's current system date, time, and N/A

time zone.

Set the IP or domain address of the primary time server

IP address or

(e.g., 192.168.1.1, time.stdtime.gov.tw, or time.nist.gov). domain, 1 to 39

Set the IP or domain address of the secondary time

characters

IP address or

server. This will be used by the device if it cannot connect domain, 1 to 39

to the primary time server.

characters

Default
Value
N/A

N/A

N/A

If you select NTP as your Clock Source, these settings will appear. NTP allows your

device to update its system time from a Network Time Protocol (NTP) server. Click

APPLY to save your changes.

MX-ROS V3 User Manual


http://time.stdtime.gov.tw/
http://time.nist.gov/

System Time

Time Time Zone

Clock Source

NTP -

Authentication

NTP Authentication

Time Server 1 Disabled
0/39
Authentication
Time Server 2 Disabled

APPLY

. . .- . Default

UI Setting Description Valid Range Value

Current Time This shows the device's current system date, N/A N/A
time, and time zone.

Time Server 1 Set the IP or domain address of the primary IP address or domain, 1 N/A
time server (e.g., 192.168.1.1, to 39 characters
time.stdtime.gov.tw, or time.nist.gov).

Time Server 2 Set the IP or domain address of the IP address or domain, 1 N/A
secondary time server. This will be used by to 39 characters
the device if it cannot connect to the primary
time server.

Authentication Specify whether to disable or use a key ID for Disabled / Key IDs Disabled
NTP server authentication. created in the NTP
To use authentication, set up the Key ID value Authentication tab
in the NTP Authentication tab first. After
setting it up, it will become available in the
Authentication drop-down.
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System Time - Time Zone

Menu Path: System > System Time - Time Zone

This page lets you set the time zone settings of your device. Click APPLY to save your

changes.

Changing the time zone will automatically adjust the device's system time. Be sure to set

the time zone before setting the system time.

System Time

Time Time Zone NTP Authentication
Time Zone
(UTC+08:00)Taipei v

Daylight Saving
Daylight Saving Status

Disabled v

APPLY

. .. . Default

UI Setting Description Valid Range Value

Time Zone Select a time zone from the list of UTC N/A N/A
(Coordinated Universal Time) time zones.

Daylight Saving Status Enable or disable Daylight Saving time Enabled / Disabled
adjustment. Disabled

Offset (if Daylight Saving Set the offset (in hours) to add to the time 0 to 12 0

Status is Enabled) when Daylight Saving time is active.

Month (if Daylight Set the month Daylight Saving time User-specified N/A

Saving Status is begins/ends. month

Enabled)
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Default

UI Setting Description Valid Range Value
Week (if Daylight Saving Set the week Daylight Saving time User-specified N/A
Status is Enabled) begins/ends. week

Day (if Daylight Saving Set the day of the week Daylight Saving User-specified N/A
Status is Enabled) time begins/ends. day

Hour (if Daylight Saving Set the hour Daylight Saving time User-specified 00
Status is Enabled) begins/ends. hour

Minutes (if Daylight Set the minute Daylight Saving time User-specified 00
Saving Status is begins/ends. minute(s)

Enabled)

System Time - NTP Authentication
Menu Path: System > System Time - NTP Authentication

This section describes how to configure NTP Authentication. After creating a key, it will be

available for use in the Time tab. Click APPLY to save your changes.

System Time

Time Time Zone NTP Authentication

Q_search

Key ID Type Key String

UI Setting Description

Key ID Shows the key ID for the authentication key.

Type Shows the type of NTP authentication the key uses.
MD5: Uses authentication based on MD5 algorithms.
SHA: Uses authentication based on SHA-512 algorithms.

Key String Shows the key string used by the authentication key.
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Create Entry

Menu Path: System > System Time - NTP Authentication - Create Entry

Clicking the Add () icon on the System > System Time - NTP Authentication page
will open this dialog box. This dialog lets you create a new NTP authentication key. Click

CREATE to save your settings and create the new authentication key.

System Time

Time Time Zone NTP Authentication

Q_ Search

Key ID Type Key String

Create Entry

Key ID *

1-65535

Type * -

Key String * ©

0/32
. . .. . Default

UI Setting Description Valid Range Value
Key ID Specify the key ID to use for the authentication key. 1 to 65535 N/A

characters
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Default

UI Setting Description Valid Range Value
Type Specify the type of NTP authentication the key MD5 / SHA-512 N/A
should use.
MD5: Sets authentication based on MD5 algorithms.
SHA: Sets authentication based on SHA-512
algorithms.
Key String Specify the key string to use for the authentication 1 to 32 characters N/A
key.

Edit Entry

Menu Path: System > System Time - NTP Authentication - Edit Entry
Clicking the Edit ( 7 ) icon for a key on the System > System Time - NTP
Authentication page will open this dialog box. This dialog lets you edit an existing

authentication key. Click APPLY to save your settings.

All key parameters can be modified, except for the key ID. To modify the key ID, you
must create a new authentication key.

Edit Entry Settings

Key ID

1

165535 ................................
Type *

MD5 A
Key String * ©

0/32

CANCEL APPLY

MX-ROS V3 User Manual 99



Ul . .- . Default
Setting Description Valid Range Value
Key ID Shows the key ID for this authentication key. The key ID N/A Current key
cannot be changed. 1D
Type Specify the type of NTP authentication the key should use. MD5 / SHA N/A
MDS5: Sets authentication based on MD5 algorithms.
SHA: Sets authentication based on SHA-512 algorithms.
Key Specify the key string to use for the authentication key. 1 to 32 N/A
String characters

Delete Entry

You can delete authentication keys by using the checkboxes to select the keys you want

to delete, then clicking the Delete ( ¥ ) icon.

System Time

Time Time Zone NTP Authentication
[ ]
Key ID Type Key String
/' 1 MD5 FkkhkARA

Max. 20

NTP/SNTP Server

Menu Path: System > Time > NTP/SNTP Server

NTP/SNTP server allows you to set up: NTP/SNTP Server, Client Authentication.
While finished, Click APPLY to save the settings.
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NTP/SNTP Server

NTP/SNTP Server *

Disabled v
Client Authentication *
Disabled v

APPLY

Default

Value

UI Setting Description Valid Range
NTP/SNTP Server Enable or disable NTP/SNTP server functionality Enabled /
for clients: Disabled
Enabled: Enable NTP/SNTP server functionality
for clients.
Disabled: Disabled NTP/SNTP server functionality
for clients.
Client Enable or disable client authentication of Enabled /
Authentication NTP/SNTP server: Disabled

Enabled: Enable Client Authentication
functionality for clients.

P Note

Before enabling Client Authentication, you
will need to create NTP authentication keys
first.

Refer to System > System Time - NTP
Authentication for more information.

Disabled: Disable Client Authentication
functionality for clients.

Setting Check

Menu Path: System > Setting Check

Disabled

Disabled
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This page provides a double confirmation mechanism that allows you to verify

configuration changes made by remote users before they are applied.

Setting Check is available for the following configuration settings:

e Layer 3 -7 Policy
e Network Address Translate

e Trusted Access

Setting Check

Setting Check Configuration
[0 Layer 3-7 Policy
[ Network Address Translate

O Trusted Access

Timer *
180

APPLY

. . .. . Default
UI Setting Description Valid Range Value
Layer 3-7 Policy Enable or disable Setting Check for Layer 3 - 7 policy Enabled / Disabled
changes. Disabled
Network Address Enable or disable Setting Check for NAT policy changes. Enabled / Disabled
Translate Disabled
Trusted Access Enable or disable Setting Check for Trusted IP address Enabled / Disabled
changes. Disabled
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Default

UI Setting Description Valid Range Value
Timer Set the time (in seconds) the user has to confirm the 10 to 3600 180
changes.
72 Note

If the user does not confirm the changes within
the specified time period, the system will
automatically undo the changes.

Network Configuration

Menu Path: Network Configuration

The Network Configuration settings area lets you configure settings related to your

device's networking ports.
This settings area includes these sections:

e Ports
e Layer 2 Switching

e Network Interfaces
Network Configuration - User Privileges

Privileges to Network Configuration settings are granted to the different authority levels

as follows. Refer to System > Account Management > User Accounts for more

information on user accounts.

Settings Admin Supervisor User
Ports

Port Settings R/W R/W R
Link Aggregation R/W R/W R
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Settings Admin Supervisor User
PoE R/W R/W R

Layer 2 Switching

VLAN R/W R/W R

MAC Address Table R/W R/W R

QoS R/W R/W R

Rate Limit R/W R/W R

Multicast R/W R/W R

Network Interface R/W R/W R
Ports

Menu Path: Network Configuration > Ports

This section includes these pages:

e Port Settings
e Link Aggregation

e PoE

Port Settings

Menu Path: Network Configuration > Ports > Port Settings

This page includes these tabs:

e Settings

e Status
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Port Settings - Settings

Menu Path: Network Configuration > Ports > Port Settings - Settings

This tab lets you view and adjust the settings for each port.

Port Settings

Setting status

Port  Staus  MediaType Description Specd/Duplex  Flow Control  MDI/MDIX
3 Enabled  1000TXRUS Auto
Enabled  1000TXRJ45 Auto

Enabled  1000TXRUS Auto

s Enabled  1000TXRUS Auto

o
o)
o

6 Enabled  1000TXRU45 Auto Disabled Auto
o
6 Enabled  1000FXmIniGEIC = ol
o

Enabled  1000FXmIniGBIC -

NOENE N N NS N N BN N

e
T Enabled  — = = =
L

1
k2 Enabled

UI Setting Description

Port Shows which port this row describes.

Status Shows the status of the port.

Media Type Shows the port’s media type.

Description Shows the description for the port.

Speed / Duplex Shows the speed and duplex mode for the port.

Flow Control Shows the whether flow control is enabled or disabled for the port.
MDI / MDIX Shows the MDI/MDIX setting for the port.

Edit Port Settings

Menu Path: Network Configuration > Ports > Port Settings - Settings - Edit Port
Settings

Clicking the Edit ( 7 ) icon for a port on the Network Configuration > Ports > Port
Settings - Settings page will open this dialog box. This dialog lets you change the
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settings for a port. Click APPLY to save your changes.

Edit Port 3 Settings

Status *

Enabled -

Media Type
1000TX,RJ45

Description

Speed/Duplex Mode *

Auto v
Flow Control *
Disabled N i )
MDI/MDIX *
Auto -
. .. . Default
UI Setting Description Valid Range Value
Status Enable or Disable the port. Enabled / Disabled Enabled
Media Type Displays the port’s media type. This setting cannot be N/A Port's
changed. media
type
Description Enter a description for the port to make it easier to 1to 127 N/A
identify. characters
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UI Setting Description
Speed / Select the speed and duplex mode for the port.
Duplex

Auto: Allows the port to use IEEE 802.3u protocol to
negotiate the best port speed and duplex mode to use
for the connected device.

100M-Full: This will force the port to connect using
100 Mbps at full-duplex.

100M-Half: This will force the port to connect using
100 Mbps at half-duplex.

10M-Full: This will force the port to connect using 10
Mbps at full-duplex.

10M-Half: This will force the port to connect using 10
Mbps at half-duplex.

Flow Control Enable or disable flow control for this port when the
port's Speed/Duplex setting is set to Auto. Flow
control helps manage the data transfer rate between
the device and the connected Ethernet devices.

/7 Note

If Speed/Duplex is set to something other
than Auto, Flow Control will be disabled.

MDI / MDIX Select whether the port should use MDI or MDIX. The
correct setting depends on both the connected device
and the cabling used to connect to the device.

Auto: Allow the port to auto-detect whether to use
MDI or MDIX for connected devices.

MDI: Force the port to use MDI (also known as
"straight-through").

MDIX: Force the port to use MDIX (also known as
"crossover").

P Note

Only choose MDI or MDIX if your connected
Ethernet device has trouble auto-negotiating
the correct port type.

Valid Range

Auto / 100M-Full
/100M-Half /10M-
Full / 10M-Half

Enabled / Disabled

Auto / MDI / MDIX

Default
Value

Auto

Disabled

Auto
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Port Settings - Status

Menu Path: Network Configuration > Ports > Port Settings - Status

This tab lets you monitor the status of each port. Click the Refresh (C' ) button to
refresh the table.

UI Setting

Port Settings

Setting

s Enabled
4 Enabled

Enabled
s Enabled
s Enabled

61 Enabled

Media Type

1000TXRI45

1000TXRIAS

1000TXRIAS

1000TXRJ4S

1000TXRJ4S

NA

62 Enabled  N/A

T Enabled  —

Link Status Description

100MFull

100M-Full

16Full

16l

Flow Control

MDUMDIX  Port State

DI

Description

Port
Status
Media Type

Link Status

Description

Flow Control

MDI / MDIX

Port State

Shows which port this row describes.

Shows the status of the port.

Shows the port’s media type.

Shows the speed and duplex mode the connection is currently using.

If the link is not active, a — will be shown.

Shows the description for the port.

Shows the whether flow control is currently on or off for the port.

If the link is not active, a — will be shown.

Shows whether the port is using MDI or MDIX for its connection.

If the link is not active , a — will be shown.

Shows the port state for the port.

If the link is not active, a — will be shown.
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Link Aggregation
Menu Path: Network Configuration > Ports > Link Aggregation

This page lets you configure link aggregation for your device. Link aggregation (or port
trunking) is the process of combining multiple physical network links into a single logical
link to increase bandwidth, improve redundancy and availability, and provide load

balancing across links.

/" Note

Ports in the same link aggregation must have the same speed.

/2’ Note

For TN-4916 models with only 4 Gigabit ports, ports 1 to 8 cannot be aggregated
with ports 9-12 due to design limitations.

Link Aggregation

| c Q

Port Channel (Trunk) Configure member Active Member

Create Link Aggregation

Menu Path: Network Configuration > Ports > Link Aggregation - Create Link
Aggregation

Clicking the Add () icon on the Network Configuration > Ports > Link
Aggregation page will open this dialog box. This dialog lets you create a new link

aggregation with member ports.
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Create Link Aggregation

the all functions related to the

Config Member Port* ~ @

CANCEL CREATE

UI Setting Description Valid Range Default Value
Config Member Select the ports you want to include in Port drop-down N/A
Port the link aggregation group. menu

Edit Link Aggregation

Menu Path: Network Configuration > Ports > Link Aggregation - Edit Link
Aggregation

Clicking the Edit ( 7 ) icon for a link aggregation on the Network Configuration >
Ports > Link Aggregation page will open this dialog box. This dialog lets you edit an
existing link aggregation with member ports.

Edit Port Channel 1 Settings

If you want to activate new port trunking settings, the all functions related to the

trunking ports will be set

to default values

! - 0

oo (D
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UI Setting Description Valid Range Default Value

Config Member Port Select the ports you want to Port drop-down menu N/A
include in the link aggregation
group.

Delete Link Aggregation

Menu Path: Network Configuration > Ports > Link Aggregation

You can delete link aggregations by using the checkboxes to select the link aggregations

you want to delete, then clicking the Delete ( ¥ ) icon.

Link Aggregation

c Qsea

0O8 0 =
NN

PoE
Menu Path: Network Configuration > Ports > PoE

This section lets you configure your device's Power over Ethernet (PoE) settings. PoE
allows your Moxa device to power other connected PoE Ethernet devices—such as

security cameras, wireless access points, and sensors—through the Ethernet cable.

/2’ Note

PoE functionality is only available on specific PoE-enabled Moxa device models.
Connected PoE devices must support the IEEE 802.3af/at standard in order to use

this feature.

This page includes these tabs:
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e General
e PD Failure Check
e Scheduling

e Status

= MODX/\ TN-4908-4GPoE-4GTX Hi, admin

General PD Failure Check Scheduling status

Consumet d Power [
Enabled o
50 [
c Q searc
Port  PoE Supported PowerOUpUt  OuputMode  Power Allocation  Legacy PD Detection Pk
1
2 - - - - -
VI Enabled Ao o Low
7 Yes. Enabled Auto ] Low

PoOE - General

Menu Path: Network Configuration > Ports > PoE - General

This tab lets you enable or disable various PoE related features. Click APPLY to save

your changes.
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PoE

General

Enabled -

Power Management Mode
Consumed Power - O

Enabled

PD Failure Check

Scheduling

Status

- 0
50 (i )
. . .. " Default
UI Setting Description Valid Range Value
Power Output Enable or disable PoE. Enabled / Disabled Enabled
Power Specify whether the power budget for all Allocated Power / Consumed
Management ports should be calculated. Consumed Power Power
Mode Allocated Power: This calculates the
power budget based on the Power Allocation
settings of all ports. Refer to
Consumed Power: This calculates the
power budget based on actual power
consumed by all ports.
Auto Power Enable or disable auto power cutting, which Enabled / Disabled Disabled

Cutting

System Power
Budget

allows PoE to be disabled for ports when
total power consumption exceeds the system
power budget threshold. Ports with lower
priority will be disabled before ports with

higher priority.

Specify the "total measured power" limit to

use for all PoE ports combined.

(Depends on your
device model)

(Depends on
your device
model)

TN-4916 PoE
models: 95 W
TN-4908 PoE
models: 50 W
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PoE - General - Edit Port Settings
Menu Path: Network Configuration > Ports > PoE - General
Clicking the Edit ( 7 ) icon for a port on the Network Configuration > Ports > PoE -

General page will open this dialog box. This dialog lets you configure the PoE settings for

each port. Click APPLY to save your changes.

Edit Port 3 Settings

Power Output *

Enabled -

Output Mode Legacy PD Detection

Auto ~ Disabled -
F Allocat

R R 5

Bric

Low -

Copy Configurations to Ports 2 )

CANCEL APPLY

. . . Default
UI Setting Description Valid Range Value
Power Enable or disable PoE for all POE ports. Enable / Disable Enable
Output
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Default

UI Setting Description Valid Range Value
Output Specify whether to set the PoE output mode to Auto or  Auto / High Power / Auto
Mode Force. Force

Auto: Power output will be determined by using
802.3at auto-detection.

High Power: Power mode allocates 36 watts of power
to the PD if it requires more than 30 watts of power

Force: Power output will be determined by the Power
Allocation setting for the port. This may be necessary
for PDs that do not follow 802.3af/at standards.

Legacy PD Enable or disable Legacy PD Detection. When the Enable / Disable Disable
Detection capacitance of a PD is higher than 2.7 pF and less than

10 pF, Legacy PD Detection will trigger the system to

output power to the PD. It will take a few seconds for

PoE power to be output through the port (if triggered)

after enabling Legacy PD Detection.

Power Specify the power in watts to allocate to a connected Oto36 W 0
Allocation PD when the Output Mode is set to Force.

This setting is not used and cannot be adjusted if the
Output Mode is set to Auto or High Power. It will be
fixed as 0 in Auto mode, and as 36 in High Power
model

Priority Specify the priority of the port to use with the Auto Critical / High / Low Low
Power Cutting feature. If Auto Power Cutting is
enabled, PoE will be disabled for ports with lower
priority when total power consumption exceeds the
system power budget threshold. Ports with lower
priority will be disabled before ports with higher
priority.

Refer to Network Configuration > Ports > PoE -
General for more information.

Copy Config Specify which ports you want to copy this configuration  Select port(s) from None
to Ports to. the drop-down list

PoE PD Failure Check

Menu Path: Network Configuration > Ports > PoE - PD Failure Check

This tab lets you monitor the status of a powered device (PD) through its IP address. If
the PD fails, the switch will not receive a PD response after the defined period, and the
authentication process will be restarted. This function is extremely useful for ensuring

network reliability and simplifying management.
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PoE

General PD Failure Check Scheduling status

c Q_search

Port  POE Supported Enable  Device P Check Frequency (sec)  NoResponseTimes  Action

1 - - — —

Port Shows which port this row describes.

PoE Supported Shows whether the port supports PoE.

Enable Shows whether PD failure checking is enabled or disabled for the port.

Device IP Shows what IP will be monitored for PD failure checking for the port.

Check Frequency Shows how often PD failure checks will be performed for the port.

(sec.)

No Response Times Shows how many IP checking cycles will be tried before determining a PD is not
responding.

Action Shows what action will be taken if a PD failure is detected for the port.

PoE - PD Failure Check - Edit Port Settings
Menu Path: Network Configuration > Ports > PoE - PD Failure Check
Clicking the Edit ( 7 ) icon for a port on the Network Configuration > Ports > PoE -

PD Failure Check page will open this dialog box. This dialog lets you configure the PD

failure check settings for each port. Click APPLY to save your changes.
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Edit Port 3 Settings
Enable *
Disabled -
Device IP
f y No Ras
10 3
No Action -
Copy Configurations to Ports - o
e ([
. . .. " Default
UI Setting Description Valid Range Value
Enable Enable or disable the PD failure check function. Enabled / Disabled Disabled
Device IP Specify the PD's IP address. IP address 0.0.0.0
Check Specify how often PD failure checks will run. 5 to 300 seconds 10
Frequency
No Response Specify the maximum number of IP checking 1to 10 3
Times cycles to try before determining a PD is not
responding.
Action Decide what action to take when a PD failure is No Action / Restart No Action
detected. PD / Shutdown PD
Copy Config to Specify which ports you want to copy this Select port(s) from None
Ports configuration to. the drop-down list
PoE - Scheduling
Menu Path: Network Configuration > Ports > PoE - Scheduling
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This tab lets you set schedules for each PoE port. Switch to Advanced Mode, click the

Scheduling tab, and then click the + icon to create the scheduling settings.

O Limitations

You can create up to 20 scheduling rules.

PoE

General PD Failure Check Scheduling Status

System Time Status (¢}
System Time
03:44

Local TimeZone
UTC+08:00

Daylight Saving Time.
off

Q search

(m] Rule Name Enable  Start Date Schedule Time Apply the rule to the port

* Schedulingl Enabled  2023-47 09:00 - 23:00, Daily 1.2.3,4,5,6,7.8,63,64,67.
68

UI Setting Description

Rule Name Shows the name for the scheduling rule.
Enable Shows whether the rule is enabled or disabled.
Start Date Shows what date the rule will start on.
Schedule Time Shows the time when the rule will be active.
End Time Select the end time for the rule.

Apply the rule to port Shows which ports will use this rule.

POE - Scheduling - Create Rule

Menu Path: Network Configuration > Ports > PoE - Scheduling

Clicking the Add () icon on the Network Configuration > Ports > PoE -
Scheduling page will open this dialog box. This dialog lets you create a PoE scheduling

rule. Click CREATE to save your changes and add the new rule.
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Create Rule

Rule Name *

|. il

Enabled -

Start Date * |

. - End

== o - - o

Repeat Execution * v

Apply the rule tothe .. -
UI Setting Description Valid Range
Rule Name Specify a name for the scheduling rule. 1 to 63 characters
Enable Enable or disable the scheduling rule. Enable / Disable
Start Date Specify a start date for the rule. mm/dd/yyyy
Start Time Specify a start time for the rule. AM/PM hh/mm
End Time Specify an end time for the rule. AM/PM hh/mm
Repeat Specify whether to repeat execution of the None / Daily / Weekly
Execution rule on a daily or weekly basis.
Apply the rule Specify which ports should use this rule. Select port(s) from the
to port drop-down list

PoE - Status

Menu Path: Network Configuration > Ports > PoE - Status

Default
Value

None

Disable

None

None

None

None

None
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This tab lets you view the current PoE status of your ports.

PD Failure Check Scheduling Status

ilable

Supported

PoE
General

System Status

Maximum Input Power

95 Watts

Allocated Power

Consumed Power

0 Watts

Remaining Power Ava

95 Watts
c
Port
1 Yes off Unknown 0 0 0
2 Yes off Unknown 0 0 0
3 Yes off Unknown 0 0 0
4 Yes off Unknown 0 0 0
5 Yes off Unknown 0 [} [}
6 Yes off Unknown 0 0 0

PowerOutput  Classification  Current(mA) ~ Voltage (V) ~ Consumption (W)

Device Type

sti PD Fail

Disable PoE power output

No suggestion

No suggestion

No suggestion

No suggestion

No suggestion

Statt

Name Description

Port
PoE Supported
Power Output

Classification

Current (mA)
Voltage (V)

Consumption (W)

Shows the number of the PoE port.

Shows whether the port supports PoE.

Shows whether PoE power output is on or off for the port.

Shows the PoE power classification of the port.

Each PoE power classification has a different maximum power (in watts) by PSE

output as follows:
0: 15.4 watts

1 4 watts

1 7 watts

1 15.4 watts

: 30 watts

A W N =

Shows the amount of current (in mA) being supplied to the port.

Shows the voltage (in V) being used for the port.

Shows the power consumption (in W) of the device connected to the port.
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Name Description

Device Type Shows the device type of the device currently connected to the port.
Not Present: There are no active connections to the port.
802.3at: An IEEE 802.3at PD is connected to the port.
802.3af: An IEEE 802.3af PD is connected to the port.

NIC: A NIC is connected to the port.
Unknown: An unknown PD is connected to the port.
N/A: The PoE function is disabled.

Configuration Shows configuration suggestions based on detected conditions.

Suggestion Disable PoE power output: A NIC or unknown PD was detected; you may want

to disable PoE power output for the port.

Select Force Mode: A higher/lower resistance or higher capacitance was
detected; you may want to select Force Mode for the port.

Select high power output: An unknown classification was detected; you may
want to select High Power output.

Raise the external power supply voltage to greater than 46 VDC: When the
external supply voltage is detected at less than 46 V, the system suggests raising
the voltage.

Enable PoE function for detection: The system suggests enabling the PoE
function.

Select IEEE 802.3at auto mode: When detecting an IEEE 802.3at PD, the
system suggests selecting 802.3at Auto mode.

Select IEEE 802.3af auto mode: When detecting an IEEE 802.3af PD, the
system suggests selecting 802.3af Auto mode.

PD Failure Check Shows the results of the last PD failure check, if checking is enabled. Refer to
Network Configuration > Ports > PoE - PD Failure Check for more information.

Disable: PD failure checking is not enabled for the port.
Alive: The port is alive, and passed the last PD failure check.

Not Alive: The port is not alive, and failed the last PD failure check.

Ports

Menu Path: Network Configuration > Ports

This section includes these pages:

e Port Settings
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e Link Aggregation
e PoOE
e Link Fault Passthrough

e LAN Bypass Gen3

Port Settings

Menu Path: Network Configuration > Ports > Port Settings

This page includes these tabs:

e Settings

e Status

Port Settings - Settings

Menu Path: Network Configuration > Ports > Port Settings - Settings

This tab lets you view and adjust the settings for each port.

Port Settings

Porl  Sishs  MediaType Descriplicn Spesd/Dupies  Flow Conlrel  MDUMDI

000TXRS

Disatie

Disabled

Y BY O BY o AY B
« Bl o RN o

UI Setting Description

Port Shows which port this row describes.
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Status Shows the status of the port.

Media Type Shows the port’s media type.

Description Shows the description for the port.

Speed / Duplex Shows the speed and duplex mode for the port.

Flow Control Shows the whether flow control is enabled or disabled for the port.
MDI / MDIX Shows the MDI/MDIX setting for the port.

Edit Port Settings

Menu Path: Network Configuration > Ports > Port Settings - Settings - Edit Port
Settings

Clicking the Edit ( 7 ) icon for a port on the Network Configuration > Ports > Port
Settings - Settings page will open this dialog box. This dialog lets you change the
settings for a port. Click APPLY to save your changes.
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Edit Port 3 Settings

Status *

Enabled -

Media Type

1000TX,RJ45

Description

Speed/Duplex Mode *

Auto -
Flow Control *
Disabled N i )
MDI/MDIX *
Auto -
. .. . Default
UI Setting Description Valid Range Value
Status Enable or Disable the port. Enabled / Disabled Enabled
Media Type Displays the port’s media type. This setting cannot be N/A Port's
changed. media
type
Description Enter a description for the port to make it easier to 1to 127 N/A
identify. characters
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. _— - Default
UI Setting Description Valid Range Value

Speed / Select the speed and duplex mode for the port. Auto / 100M-Full Auto

Duplex Auto: Allows the port to use IEEE 802.3u protocol to I/:tﬂo/Ml_gl\?ll_fH/allgM_
negotiate the best port speed and duplex mode to use
for the connected device.

100M-Full: This will force the port to connect using
100 Mbps at full-duplex.

100M-Half: This will force the port to connect using
100 Mbps at half-duplex.

10M-Full: This will force the port to connect using 10
Mbps at full-duplex.

10M-Half: This will force the port to connect using 10
Mbps at half-duplex.

Flow Control Enable or disable flow control for this port when the Enabled / Disabled Disabled
port's Speed/Duplex setting is set to Auto. Flow
control helps manage the data transfer rate between
the device and the connected Ethernet devices.

/7 Note

If Speed/Duplex is set to something other
than Auto, Flow Control will be disabled.

MDI / MDIX Select whether the port should use MDI or MDIX. The Auto / MDI / MDIX Auto
correct setting depends on both the connected device
and the cabling used to connect to the device.

Auto: Allow the port to auto-detect whether to use
MDI or MDIX for connected devices.

MDI: Force the port to use MDI (also known as
"straight-through").

MDIX: Force the port to use MDIX (also known as
"crossover").

P Note

Only choose MDI or MDIX if your connected
Ethernet device has trouble auto-negotiating
the correct port type.

Port Settings - Status

Menu Path: Network Configuration > Ports > Port Settings - Status
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This tab lets you monitor the status of each port. Click the Refresh (C' ) button to
refresh the table.

Port Settings

sertng stans

ot sums  MedaTye Lk Status Deseription FlowConirol  MOUMBIK  Part State

s Enabled  1000TX21aS 100 Ful oif oy Formarding
Enabkd  1000TKRIS B > o -

s Enatled  1000TKRISS = 2 2 =
Enabled  1000TXRIES To0mFull off o Focwarcing

8 Enabkd  1000TKAIAS Gl off W Formarting

@1 Eened WA = = o =
Enathed WA

T Ensbled -

UI Setting Description

Port Shows which port this row describes.

Status Shows the status of the port.

Media Type Shows the port’s media type.

Link Status Shows the speed and duplex mode the connection is currently using.

If the link is not active, a — will be shown.
Description Shows the description for the port.

Flow Control Shows the whether flow control is currently on or off for the port.

If the link is not active, a — will be shown.

MDI / MDIX Shows whether the port is using MDI or MDIX for its connection.

If the link is not active , a — will be shown.

Port State Shows the port state for the port.

If the link is not active, a — will be shown.

Link Aggregation

Menu Path: Network Configuration > Ports > Link Aggregation

This page lets you configure link aggregation for your device. Link aggregation (or port

trunking) is the process of combining multiple physical network links into a single logical
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link to increase bandwidth, improve redundancy and availability, and provide load

balancing across links.

/" Note

Ports in the same link aggregation must have the same speed.

/?’ Note

If a port is being used for Turbo Ring or Turbo Chain, it will not appear in the Link

Aggregation list.

/" Note

For TN-4916 models with only 4 Gigabit ports, ports 1 to 8 cannot be aggregated
with ports 9-12 due to design limitations.

Link Aggregation

Create Link Aggregation

Menu Path: Network Configuration > Ports > Link Aggregation - Create Link
Aggregation

Clicking the Add () icon on the Network Configuration > Ports > Link
Aggregation page will open this dialog box. This dialog lets you create a new link

aggregation with member ports.
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Create Link Aggregation

Config Member Port* ~ @

CANCEL CREATE

UI Setting Description Valid Range Default Value
Config Member Select the ports you want to include in Port drop-down N/A
Port the link aggregation group. menu

Edit Link Aggregation

Menu Path: Network Configuration > Ports > Link Aggregation - Edit Link
Aggregation

Clicking the Edit ( 7 ) icon for a link aggregation on the Network Configuration >
Ports > Link Aggregation page will open this dialog box. This dialog lets you edit an
existing link aggregation with member ports.

Edit Port Channel 1 Settings

oo (D
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UI Setting Description Valid Range Default Value

Config Member Port Select the ports you want to Port drop-down menu N/A
include in the link aggregation
group.

Delete Link Aggregation

Menu Path: Network Configuration > Ports > Link Aggregation

You can delete link aggregations by using the checkboxes to select the link aggregations

you want to delete, then clicking the Delete ( ¥ ) icon.

Link Aggregation

c Q

Port Channel (Trunk) Canfigure member Active Member

O @ m -

PoE
Menu Path: Network Configuration > Ports > PoE

This section lets you configure your device's Power over Ethernet (PoE) settings. PoE
allows your Moxa device to power other connected PoE Ethernet devices—such as

security cameras, wireless access points, and sensors—through the Ethernet cable.

/2’ Note

PoE functionality is only available on specific PoE-enabled Moxa device models.
Connected PoE devices must support the IEEE 802.3af/at standard in order to use

this feature.

This page includes these tabs:
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e General

e PD Failure Check

e Schedulin

e Status

= MOX A 14008401

g

PoE-4GTX

Genera PD Feilure Chesk

Fort  Pot Supporied

Q searc

Pomer utput Ouput Mode

Ensbled

Enabled

Ao

Power Allecation  Legacy PD Detection

P

PoOE - General

Menu Path: Network Configuration > Ports > PoE - General

This page lets you enable or disable various PoE related features. Click APPLY to save

your changes.
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PoE

General

PD Failure Check Scheduling

Enabled -

Powe anagement Mode
Consumed Power ‘N ]

Enabled

50

APPLY

Status

UI Setting

Power Output

Power
Management
Mode

Auto Power

Cutting

System Power
Budget

Description

Enable or disable PoE.

Specify whether the power budget for all
ports should be calculated.

Allocated Power: This calculates the power
budget based on the Power Allocation
settings of all ports. For more information on
per-port power allocation, refer to Network
Configuration > Ports > PoE - General - Edit

Port Settings.
Consumed Power: This calculates the

power budget based on actual power
consumed by all ports.

Enable or disable auto power cutting, which
allows PoE to be disabled for ports when total
power consumption exceeds the system
power budget threshold. Ports with lower
priority will be disabled before ports with
higher priority.

Specify the "total measured power" limit to
use for all PoE ports combined.

Valid Range

Enabled / Disabled

Allocated Power /
Consumed Power

Enabled / Disabled

(Depends on your
device model)

Default
Value

Enabled

Consumed
Power

Disabled

(Depends on
your device
model)

TN-4916 PoE
models: 95 W
TN-4908 PoE
models: 50 W
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PoE - General - Edit Port Settings
Menu Path: Network Configuration > Ports > PoE - General
Clicking the Edit ( 7 ) icon for a port on the Network Configuration > Ports > PoE -

General page will open this dialog box. This dialog lets you configure the PoE settings for

each port. Click APPLY to save your changes.

Edit Port 3 Settings

Power Output *

Enabled -

Output Mode Legacy PD Detection

Auto ~ Disabled -
F Allocat

R R 5

Bric

Low -

Copy Configurations to Ports - ©

CANCEL APPLY

. . . Default
UI Setting Description Valid Range Value
Power Enable or disable PoE for all POE ports. Enable / Disable Enable
Output
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Default

UI Setting Description Valid Range Value
Output Specify whether to set the PoE output mode to Auto or  Auto / High Power / Auto
Mode Force. Force

Auto: Power output will be determined by using
802.3at auto-detection.

High Power: Power mode allocates 36 watts of power
to the PD if it requires more than 30 watts of power

Force: Power output will be determined by the Power
Allocation setting for the port. This may be necessary
for PDs that do not follow 802.3af/at standards.

Legacy PD Enable or disable Legacy PD Detection. When the Enable / Disable Disable
Detection capacitance of a PD is higher than 2.7 pF and less than

10 pF, Legacy PD Detection will trigger the system to

output power to the PD. It will take a few seconds for

PoE power to be output through the port (if triggered)

after enabling Legacy PD Detection.

Power Specify the power in watts to allocate to a connected Oto36 W 0
Allocation PD when the Output Mode is set to Force.

This setting is not used and cannot be adjusted if the
Output Mode is set to Auto or High Power. It will be
fixed as 0 in Auto mode, and as 36 in High Power
model

Priority Specify the priority of the port to use with the Auto Critical / High / Low Low
Power Cutting feature. If Auto Power Cutting is
enabled, PoE will be disabled for ports with lower
priority when total power consumption exceeds the
system power budget threshold. Ports with lower
priority will be disabled before ports with higher
priority.

Refer to Network Configuration > Ports > PoE -
General for more information.

Copy Config Specify which ports you want to copy this configuration  Select port(s) from None
to Ports to. the drop-down list

PoE PD Failure Check

Menu Path: Network Configuration > Ports > PoE - PD Failure Check

This tab lets you monitor the status of a powered device (PD) through its IP address. If
the PD fails, the switch will not receive a PD response after the defined period, and the
authentication process will be restarted. This function is extremely useful for ensuring

network reliability and simplifying management.
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PoE

General PD Fallure Check. Scheduling

c Q serer

Port  POE Supported Enable  Device P Check Frequency (sec)  NoResponseTimes  Action
1 = = =

2 = = = =

Port Shows which port this row describes.

PoE Supported Shows whether the port supports PoE.

Enable Shows whether PD failure checking is enabled or disabled for the port.

Device IP Shows what IP will be monitored for PD failure checking for the port.

Check Frequency Shows how often PD failure checks will be performed for the port.

(sec.)

No Response Times Shows how many IP checking cycles will be tried before determining a PD is not
responding.

Action Shows what action will be taken if a PD failure is detected for the port.

PoE - PD Failure Check - Edit Port Settings
Menu Path: Network Configuration > Ports > PoE - PD Failure Check
Clicking the Edit ( # ) icon for a port on the Network Configuration > Ports > PoE -

PD Failure Check page will open this dialog box. This dialog lets you configure the PD

failure check settings for each port. Click APPLY to save your changes.
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Edit Port 3 Settings
Enable *
Disabled -
Device IP
f v Ne T
10 3
No Action -
Copy Configurations to Ports v o
. . .. . Default
UI Setting Description Valid Range Value
Enable Enable or disable the PD failure check function. Enabled / Disabled Disabled
Device IP Specify the PD's IP address. IP address 0.0.0.0
Check Specify how often PD failure checks will run. 5 to 300 seconds 10
Frequency
No Response Specify the maximum number of IP checking 1to 10 3
Times cycles to try before determining a PD is not
responding.
Action Decide what action to take when a PD failure is No Action / Restart No Action
detected. PD / Shutdown PD
Copy Config to Specify which ports you want to copy this Select port(s) from None
Ports configuration to. the drop-down list
PoE - Scheduling
Menu Path: Network Configuration > Ports > PoE - Scheduling
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This tab lets you set schedules for each PoE port. Switch to Advanced Mode, click the

Scheduling tab, and then click the + icon to create the scheduling settings.

O Limitations

You can create up to 20 scheduling rules.

PoE

General PD Failure Check Scheduling Status

System Time Status c

System Time

03:44

Q search
o Rule Name Enable  Start Date Schedule Time ‘Aoply the rule 1o the port

O #  schedulingl Enabled 202347 09:00- 23:00, Daily '.,f 3.4.5.6,7.8,63,64,67,

Rule Name Shows the name for the scheduling rule.
Enable Shows whether the rule is enabled or disabled.
Start Date Shows what date the rule will start on.
Schedule Time Shows the time when the rule will be active.
End Time Select the end time for the rule.

Apply the rule to port Shows which ports will use this rule.

POE - Scheduling - Create Rule

Menu Path: Network Configuration > Ports > PoE - Scheduling

Clicking the Add () icon on the Network Configuration > Ports > PoE -
Scheduling page will open this dialog box. This dialog lets you create a PoE scheduling

rule. Click CREATE to save your changes and add the new rule.
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Create Rule

Rule Name *

Rule

Enabled -

Start Date * ]

- [ I C]

Repeat Execution * -

Apply the rule to the ..
UI Setting Description Valid Range
Rule Name Specify a name for the scheduling rule. 1 to 63 characters
Enable Enable or disable the scheduling rule. Enable / Disable
Start Date Specify a start date for the rule. mm/dd/yyyy
Start Time Specify a start time for the rule. AM/PM hh/mm
End Time Specify an end time for the rule. AM/PM hh/mm
Repeat Specify whether to repeat execution of the None / Daily / Weekly
Execution rule on a daily or weekly basis.
Apply the rule Specify which ports should use this rule. Select port(s) from the
to port drop-down list

PoE - Status

Menu Path: Network Configuration > Ports > PoE - Status

Default
Value

None

Disable

None

None

None

None

None
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This tab lets you view

the current PoE status of your ports.

PoE

System Status

Cansumed Power
0 watts

PD Failure Check Scheduling Status

Remaining Power Available
95 watts °
c Q sea
Pot o :p'fn eq PowerOuiput  Classification  Cument(mA) Voltage (V) ~ Consumplion (W) ~DeviceType  Configuration suggestion PD Failure Check Statt
Yes off Unlk ] 0 ] NiC Di PoE p tput
2 Yes Off [} [} 0 #  Nosuggestion
Yes off Unknown [} 0 [ Not present N suggestion
4 Yes Off Unknown o 0 o
5 Yes off Unkne 0 0
6 Yes Off Unknown o [ [

Name Description

Port
PoE Supported
Power Output

Classification

Current (mA)
Voltage (V)

Consumption (W)

Shows the number of the PoE port.
Shows whether the port supports PoE.
Shows whether PoE power output is on or off for the port.

Shows the PoE power classification of the port.

Each PoE power classification has a different maximum power (in watts) by PSE

output as follows:
0: 15.4 watts

1 4 watts

1 7 watts

1 15.4 watts

: 30 watts

A W N =

Shows the amount of current (in mA) being supplied to the port.

Shows the voltage (in V) being used for the port.

Shows the power consumption (in W) of the device connected to the port.
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Name Description

Device Type Shows the device type of the device currently connected to the port.
Not Present: There are no active connections to the port.
802.3at: An IEEE 802.3at PD is connected to the port.
802.3af: An IEEE 802.3af PD is connected to the port.

NIC: A NIC is connected to the port.
Unknown: An unknown PD is connected to the port.
N/A: The PoE function is disabled.

Configuration Shows configuration suggestions based on detected conditions.

Suggestion Disable PoE power output: A NIC or unknown PD was detected; you may want

to disable PoE power output for the port.

Select Force Mode: A higher/lower resistance or higher capacitance was
detected; you may want to select Force Mode for the port.

Select high power output: An unknown classification was detected; you may
want to select High Power output.

Raise the external power supply voltage to greater than 46 VDC: When the
external supply voltage is detected at less than 46 V, the system suggests raising
the voltage.

Enable PoE function for detection: The system suggests enabling the PoE
function.

Select IEEE 802.3at auto mode: When detecting an IEEE 802.3at PD, the
system suggests selecting 802.3at Auto mode.

Select IEEE 802.3af auto mode: When detecting an IEEE 802.3af PD, the
system suggests selecting 802.3af Auto mode.

PD Failure Check Shows the results of the last PD failure check, if checking is enabled. Refer to
Network Configuration > Ports > PoE - PD Failure Check for more information.

Disable: PD failure checking is not enabled for the port.
Alive: The port is alive, and passed the last PD failure check.

Not Alive: The port is not alive, and failed the last PD failure check.

Link Fault Passthrough
Menu Path: Network Configuration > Ports > Link Fault Passthrough

This page lets you enable and configure the Link Fault Passthrough function.

/" Note
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When Link Fault Passthrough is enabled, both ports need to be linked up.
Otherwise, traffic between LAN ports or access from LAN ports to the device's web

console might be shut down.

/" Note

Available ports may vary depending on the model, and port selection may be fixed

for some models.

Status *

Enabled d
Port 1
1 A 4
Port 2
2 -

UI ... . Default
Setting Description Valid Range Value
Status Enable or disable the Link Fault Passthrough function. When Enabled / Disabled
enabled, when any of the port links are down, the other port Disabled
will be shut down.
Port 1 Specify which port to use as Port 1 in the Link Fault Passthrough Dropdown list 1
pair. of ports
Port 2 Specify which port to use as Port 2 in the Link Fault Passthrough Dropdown list 2

pair.

LAN Bypass Gen3

of ports

Menu Path: Network Configuration > Ports > LAN Bypass Gen3
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This page lets you enable and configure different LAN bypass modes for your device.

System Failure Bypass Configuration

System Failure Bypass Configuration

Mode
Disabled v

APPLY

Ul . .- . Default
Setting Description Valid Range Value
Mode Specify which system failure bypass mode to use. When Disabled / Shutdown
triggered, system failure bypass allows traffic to continue to Shutdown / and Halted
flow between LAN ports during system failure events, Shutdown and
minimizing disruption and maintaining operational integrity. Halted

Disabled: Disable system failure bypass. Traffic will not pass
between LAN ports during device failure.

Shutdown: Enable system failure bypass only when there is
a hardware failure, such as a power outage.

Shutdown and Halted: Enable bypass function for both
hardware failures and software issues, such as the CPU
becoming unresponsive.

System Runtime Bypass Configuration

System Runtime Bypass Configuration

Status
Disabled v

Auto Recovery Time

° [

0-43200 min.

APPLY
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UI Setting Description el LS

Range Value

Status Enable/ Disable the system runtime bypass feature. When Disabled / Disabled

system runtime bypass is enabled, this will temporarily allow Enabled

traffic to flow through LAN ports unimpeded, ensuring

continuous network operation.
Auto Specify the number of minutes after which the device will 0 to 43200 5
Recovery automatically disable system runtime bypass after it is enabled,
Time and will then recover to normal LAN port behavior.

If this is set to 0, the device will not exit system runtime bypass
after it is enabled.

Layer 2 Switching

Menu Path: Network Configuration > Layer 2 Switching

This section lets you configure the Layer 2 switching settings for your device.

This section includes these pages:

e VLAN

e MAC Address
e QoS

e Rate Limit

e Multicast

VLAN

This page lets you configure global VLAN settings so you can partition your network into

separate VLANSs.

This page includes these tabs:
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e Global
e Settings

e Status
VLAN Settings - Global
Menu Path: Network Configuration > Layer 2 Switching > VLAN - Global

This tab lets you configure the settings for the management VLAN and management port.

Click APPLY to save your changes.

VLAN

Global Settings Status

Management VLAN

Quick VLAN settings for selected port

Management Port - O
APPLY
. . .. . Default
UI Setting Description Valid Range Value
Management Specify the management VLAN ID from the drop- 1 to 4093 1
VLAN down menu.
Management Specify a management port for this device to allow (Depends on your  N/A
Port for quick and easy configuration of VLAN settings device model)

for multiple ports.

The following settings will appear after selecting a Management Port:
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. . .. Valid Default
UI Setting Description Range Value
Mode Specify which VLAN mode the port should use: Access / Access

Access: Define the port as an Access port. This is used when -Iri';l;lt?rli(d/

connecting to single devices without tags.

Trunk: Define the port as a Trunk port. This is used when
connecting to another 802.1Q VLAN-aware router.

Hybrid: Define the port as a Hybrid port. This is used when
connecting to another 802.1Q VLAN-aware router, or another
LAN that combines tagged and/or untagged devices and/or
other routers or hubs.

PVID Set the default VLAN ID to use for traffic from untagged 1 to 4093 1
devices that connect to the port.
Tagged If the Mode is set to Trunk or Hybrid, you can specify what  All Member Access
VLAN VLAN IDs tagged devices that connect to the port will use. VIDs / 1 to mode: N/A
Use commas to separate different VIDs. 4093
Trunk or
Hybrid
mode: 1

Untagged If the Mode is set to Access, assign a VLAN ID for untagged  All Member Access

VLAN devices that connect to the port and remove tags upon VIDs / 1 to mode: 1
egress. Use commas to separate different VLAN IDs. 4093
Trunk or
Hybrid
mode: N/A

VLAN - Settings
Menu Path: Network Configuration > Layer 2 Switching > VLAN - Settings

This tab lets you configure management VLAN and port settings. Click APPLY to save

your changes.

O Limitations

You can create up to 32 VLANSs.
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VLAN

Global Settings Status

0 VAN Member Port

1,2,3,4,567,910

2 8
O 4
O so
OO0 4040
O 404
c
Port Mode PVID Untagged VLAN Tagged VLAN

3 Access

4 Access 1 1,

3 Access

] Access 1 1,
Access 2 2,

9 Access 1 1

10 Access

Trk1 Access 1 1,

WS N NS NN N NN,

Trk2 Access

Please note that port numbers will vary depending on the product model.

The top table shows a list of VLANSs.

UI Setting Description

VLAN Shows the VID for the VLAN.
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UI Setting

Description

Member Port

Shows which ports are in the VLAN.

The bottom table shows a list of the device's ports and their VLAN settings.

UI Setting

Port

Mode

PVID

Untagged VLAN

Tagged VLAN

Description

Shows which port this row describes.
Shows the VLAN mode for the port.
Shows the PVID for the port.

Shows the Untagged VLAN.

Shows the Tagged VLAN.

VLAN - Settings - Create VLAN

Menu Path: Network Configuration > Layer 2 Switching > VLAN - Settings

Clicking the Add () icon on the Network Configuration > Layer 2 Switching >

PoE - Scheduling page will open this dialog box. This dialog lets you create a
VLAN. Click CREATE to save your changes and add the new VLAN.

Create VLAN

VID *

CANCEL CREATE
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UI . .- . Default
Setting Description Valid Range Value
VID Specify the VID to use for the VLAN. You can create 1 to 4094. N/A

multiple VLANs at once by entering single VIDs

. You can enter multiple
;)B_\I/;D ranges separated by commas, such as 2, 4-8, VIDs and/or VID ranges,

separated by commas.

VLAN - Settings - Delete VLAN

Menu Path: Network Configuration > Layer 2 Switching > VLAN - Settings

You can delete VLANs by using the checkboxes to select the VLANs you want to delete,

then clicking the Delete ( ¥) icon.

VLAN
Global Settings Status
|
VLAN Member Port
1 1,2,3,456,7,910
2 g
40
] 30
] 4040
] 4041
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VLAN - Settings - Edit Port Settings

Menu Path: Network Configuration > Layer 2 Switching > VLAN - Settings

Clicking the Edit ( 7 ) icon for a port on the Network Configuration > Layer 2

Switching > VLAN - Settings page will open this dialog box. This dialog lets you edit

the VLAN settings for a port. Click APPLY to save your changes.

Edit Port 1 Settings
Access v
1 -
Tagged VLAN -
. .. Valid Default
UI Setting Description Range Value
Mode Specify which VLAN mode the port should use: Access / Access
Access: Define the port as an Access port. This is -Iri';llJt:]rli(d/
used when connecting to single devices without tags.
Trunk: Define the port as a Trunk port. This is used
when connecting to another 802.1Q VLAN-aware
router.
Hybrid: Define the port as a Hybrid port. This is used
when connecting to another 802.1Q VLAN-aware
router, or another LAN that combines tagged and/or
untagged devices and/or other routers or hubs.
PVID Set the default VLAN ID to use for traffic from 1 to 4094 1
untagged devices that connect to the port.
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Valid Default

UI Setting Description Range Value
Tagged VLAN If the Mode is set to Trunk or Hybrid, you can All Member N/A
h diti specify what VLAN IDs tagged devices that connectto VIDs /1 to
(w en eciting the port will use. Use commas to separate different 4094
settings for the VIDs
Management Port) '
Untagged VLAN If the Mode is set to Access, assign a VLAN ID for All Member N/A
h diti untagged devices that connect to the port and VIDs / 1 to
(when editing remove tags upon egress. Use commas to separate 4094

settings for the

Management Port) different VLAN IDs.

VLAN - Status

Menu Path: Network Configuration > Layer 2 Switching > VLAN - Status

This tab lets you monitor the status of the VLANs on your device.

VLAN

Global Settings Status

VLAN  Hybrid Port Trunk Port Access Port

123456910

UI Setting Description

VLAN Shows the VID of the VLAN.

Hybrid Port Shows ports acting as a Hybrid Port for the VLAN.
Trunk Port Shows ports acting as a Trunk Port for the VLAN.
Access Port Shows ports acting as an Access Port for the VLAN.

MAC Address Table

Menu Path: Network Configuration > Layer 2 Switching > MAC Address Table

MX-ROS V3 User Manual 149



This page lets you view your device's MAC address table and set the aging time for MAC

address entries.

MAC Address Table

300

APPLY

Index

VLAN ID

MAC Address

00:90:e8:7e:d6:b8

07:00:5e:01:02:03

01:00:5e:7f-ff:ff

00:00:02:00:00:00

00:05:1b:cc:5f.41

00:1b:21:64:60:3f

00:90:e8:51:21:21

00:90:e8:5d:5f.11

00:90:e8:5d:5f.12

Type

Learnt Unicast

Static Multicast

Static Multicast

Learnt Unicast

Learnt Unicast

Learnt Unicast

Learnt Unicast

Learnt Unicast

Learnt Unicast

UI

Setting Description
Aging Specify the aging time for MAC address entries in seconds. The aging
Time time determines how long entries will be kept in the MAC address

table in the device's memory before expiring.

The MAC address table shows the following information:
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Index Shows the index number of the MAC address.

VLAN ID Shows which VLAN ID is being used for the MAC address.
MAC Address Shows the MAC address.

Type Shows what kind of MAC address entry this is:

Learnt Unicast: Used for all learnt unicast MAC addresses.
Learnt Multicast: Used for all learnt multicast MAC addresses.
Static Unicast: Used for all static unicast MAC addresses.

Static Multicast: Used for all static multicast MAC addresses.

Port Shows which port on the device the MAC address is connected to.

QoS

Menu Path: Network Configuration > Layer 2 Switching > QoS

This page lets you configure QoS settings to control network traffic prioritization.

This page includes these tabs:

e CoS Mapping
e DSCP Mapping

e Port Classification

CoS Mapping

Menu Path: Network Configuration > Layer 2 Switching > QoS - CoS Mapping

This tab lets you configure CoS Mapping, which allows you to map 802.1p/1Q Layer 2

CoS tags to priority queues on the device.
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QoS

CoS Mapping DSCP Mapping Port Classification

CoS Priority Queue

NN N N N N NN

UI Setting Description

CoS Shows the CoS level. Higher numbers indicate higher priority.

Level Shows the priority queue. Higher numbers indicate higher priority.
CoS Mapping - Edit a CoS Mapping
Menu Path: Network Configuration > Layer 2 Switching > QoS - CoS Mapping
Clicking the Edit ( 7 ) icon for an CoS level on the Network Configuration > Layer 2

Switching > QoS - CoS Mapping tab will open this dialog box. This dialog lets you map
CoS levels to priority queues. Click APPLY to save your changes.
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Edit CoS 0 Settings

0 -

-

. . .. . Default
UI Setting Description Valid Range Value
Priority Specify the priority queue to use for the CoS level. Oto3 0
Queue Higher numbers indicate higher priority.

(Depends on your
device model)

DSCP Mapping

Menu Path: Network Configuration > Layer 2 Switching > QoS - DSCP Mapping

This tab lets you map Layer 3 DSCP levels to priority queues on the device.
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QoS
CoS Mapping DSCP Mapping Port Classification
DSCP Level
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UI Setting Description

DSCP Shows the DSCP level. Higher numbers indicate higher priority.

Level Shows the priority queue. Higher numbers indicate higher priority.

DSCP Mapping - Edit a DSCP Mapping
Menu Path: Network Configuration > Layer 2 Switching > QoS - DSCP Mapping
Clicking the Edit ( 7 ) icon for an DSCP mapping on the Network Configuration >

Layer 2 Switching > QoS - DSCP Mapping page will open this dialog box. This dialog

lets you map DSCP levels to priority queues. Click APPLY to save your changes.
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Edit DSCP 0x0 (1) Settings

. . .. . Default
UI Setting Description Valid Range Value
Priority Specify the priority queue to use for the DSCP level. Oto3 0
Queue Higher numbers indicate higher priority.

(Depends on your
device model)

Port Classification

Menu Path: Network Configuration > Layer 2 Switching > QoS - Port
Classification

This tab lets you set up QoS queueing mechanisms.

/" Note

For TN-4900 Series 16-port models, port priority must be handled in 2 separate
groups as follows, due to design limitations:

e Ports1to8

e Ports G1 to G8
or
Ports 9 to 12 and G1 to G4

(depends on your model)
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UI Setting

QoS

Cos Mapping DSCP Mapping Port Classification

Weight Fair(8:4:2:1)

APPLY.

Port  InspectTos Inspect Cos Priority

3 Enabled Enabled s

4 Enabled Enabled s

Enabled Enabled

Enabled Enabled 3

s Enabled Enabled

61 Enabled Enabled 3

62 Enabled Enabled

Tk1 Enabled Enabled 3

AY S RY RY O BRY 5 O

Th2  Enabled Enabled

Scheduling
Mechanism

Description Valid Range Default Value
Specify the scheduling mechanism to use for your Weight Weight
device: Fair(8:4:2:1) / Fair(8:4:2:1)

Strict(High Priority

Weight Fair(8:4:2:1): In the weight fair First Always)

scheme, an 8, 4, 2, 1 weighting is applied to the
four priority levels on the device. This approach
prevents lower priority frames from being starved
of opportunities for transmission with only a slight
delay to higher priority frames.

Strict(High Priority First Always): In the
strict-priority scheme, all top-priority frames
egress a port until that priority’s queue is empty,
and then the next lower priority queue’s frames
egress. This approach can cause the lower
priorities to be starved of opportunities for
transmitting any frames, but ensures that all high
priority frames will egress the switch as soon as
possible.

The port classification table shows the following information:

UI Setting
Port
Inspect ToS
Inspect CoS

Priority

Description

Shows which port this row describes.

Shows whether ToS is enabled or disabled for the port.

Shows whether CoS inspection is enabled or disabled for the port.

Shows the priority for the port. Higher numbers indicate higher priority.
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Port Classification - Edit Port Setting

Menu Path: Network Configuration > Layer 2 Switching > QoS - Port

Classification

Clicking the Edit ( 7 ) icon for a port on the Network Configuration > Layer 2
Switching > QoS - Port Classification page will open this dialog box. This dialog lets
you adjust the QoS classification settings for each port. Click APPLY to save your

changes.

Edit Port 3 Settings

Inspect ToS *

Enabled v

Inspect CoS *

Enabled M

Priority *

3 -

. . .. . Default

UI Setting Description Valid Range Value
Inspect Enable or disable inspection of Type of Service (ToS) bits in Enabled or Enabled
ToS the IPV4 frame to determine the priority of each frame. Disabled
Inspect Enable or disable inspection of 802.1p CoS tags in the MAC Enabled or Enabled
CoS frame to determine the priority of each frame. Disabled
Priority Specify the priority of the port. Higher numbers indicate Oto7 3

higher priority.

Rate Limit

Menu Path: Network Configuration > Layer 2 Switching > Rate Limit

MX-ROS V3 User Manual 157



This page lets you control the bandwidth of ingress (incoming) and egress (outgoing)
traffic through the device to protect end-devices that may not have the capability to

handle large amounts of traffic.

/" Note

Please note that available options may vary depending on the product model.

Rate Limit
Limit Broadcast

Drop Packet

APPLY

Port  Ingress

7 s Not Limited (100 Mbps)

/4 Notlimited(1000 Mbps)
7 s Not Limited (1000 Mbps)
7 s Not Limited (100 Mbps)

7 s Not Limited (1000 Mops)
/' G Notimited (1000 Mops)
/G2 Notlimited (1000 Mops)

Egress.

Not Limited (100 Mbps)

Not Limited (1000 Mbps)

Not Limited (1000 Mbps)

Not Limited (100 Mbps)

Not Limited (1000 Mbps)

Not Limited (1000 Mbps)

Not Limited (1000 Mbps)

Rate Limit Settings

ngress Policy *

Limit Broadcast

naress Action *
Drop Packet

APPLY
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Rate Limit

Limit Broadcast -

Ingress Action Port Disable Per

Port Disable ~ 0

APPLY

. .. . Default

UI Setting Description Valid Range Value

Ingress Policy  Select which kind of traffic ingress rate Limit All / Limit Broadcast, Limit
limiting will be applied to. Multicast and Flooded Broadcast

P . L . Unicast / Limit Broadcast,
:.ln;f!t All: Rate limit will be applied to all Multicast / Limit
rarric. Broadcast
Limit Broadcast, Multicast and Flooded
Unicast: Rate limit will be applied to
broadcast, multicast, and flooded unicast
traffic only.
Limit Broadcast, Multicast: Rate limit will
be applied to broadcast and multicast traffic
only.
Limit Broadcast: Rate limit will be applied
to broadcast traffic only.

Ingress Action Select the ingress action. Drop Packet / Port Disable Drop
Drop Packet: The rate limit will discard Pakcet
incoming packets that do not comply with the
ingress policy.

Port Disable: The rate limit will disable the

port that do not comply with the ingress

policy.
Port Disabled Select the port disable period during which 1-65535 0
Period the port will be disabled. Once this period is

over, the port will be re-enabled. However, if
the port does not comply with the ingress
policy again, it will be disabled then.

(Only if
Ingress Action
is set as Port
Disable)
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Rate Limit Port List

Port  Ingress Egress

3 Not Limited (100 Mbps) Not Limited (100 Mbps)

4 Not Limited (1000 Mbps) Not Limited (1000 Mbps)

Not Limited (1000 Mbps) Not Limited (1000 Mbps)

Not Limited (100 Mbps) Not Limited (100 Mbps)

8 Not Limited (1000 Mbps) Not Limited (1000 Mbps)

61 NotLimited (1000 Mbps) Not Limited (1000 Mbps)

Y CRY O RY A

62 NotLimited (1000 Mbps) Not Limited (1000 Mbps)

Port Shows which port this row describes.
Ingress Shows the ingress bandwidth rate limit method and bandwidth.
Engress Shows the egress bandwidth rate limit method and bandwidth.

Rate Limit - Edit Port Settings
Menu Path: Network Configuration > Layer 2 Switching > Rate Limit
Clicking the Edit ( 7 ) icon for a port on the Network Configuration > Layer 2

Switching > Rate Limit page will open this dialog box. This dialog lets you configure

rate limit settings for each port. Click APPLY to save your changes.

Edit Port 1/1 Settings

Mot Limited -

Mot Limited B
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Ul . .- . Default
Description Valid Range Value

Setting

Ingress Select the ingress rate limit (% of max. Not Limited / 3% / 5% / 10% /15% / Not Limited

throughput) for all packets. 25% / 35% / 50% / 65% / 85%
Egress Select the egress rate limit (% of max. Not Limited / 3% / 5% / 10% /15% / Not Limited
throughput) for all packets. 25% / 35% / 50% / 65% / 85%
Multicast

Menu Path: Network Configuration > Layer 2 Switching > Multicast

This section lets you adjust various settings for handling multicast traffic.

This section includes these pages:

e IGMP Snooping

e Static Multicast Table

IGMP Snooping

Menu Path: Network Configuration > Layer 2 Switching > Multicast > IGMP
Snooping

This page lets you configure IGMP snooping, which enables intelligent forwarding of
multicast traffic in local area networks (LANs). By listening to IGMP messages sent
between hosts and multicast routers, IGMP snooping can learn which multicast groups

are active on the network and maintain a database of multicast group membership.

This page includes these tabs:

e VLAN Settings
e Group Table

e Forwarding Table
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IGMP Snooping

VLAN Settings Group Table

Forwarding Table

VLANID IGMP Snooping

SN N NN

Querier

vz

vinv2

vz

vinv2

VN2

Static Router Port

VLAN Settings

Menu Path: Network Configuration > Layer 2 Switching > Multicast > IGMP

Snooping - VLAN Settings

This tab lets you configure IGMP snooping settings for each VLAN.
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IGMP Snooping

VLAN Settings Group Table Forwarding Table

125

c
VLANID  IGMP Snooping  Querier Static Router Port
ra vine -
s, 2 Disable Vi =
P vz -
P Disable vz -
P VN2 -

IGMP VLAN Settings

IGMP Snooping

VLAN Settings Group Table Forwarding Table

125

c
VLANID  IGMP Snooping  Querier Static Router Port
ra vine -
s, 2 Disable Vi =
P vz -
P Disable vz -
P VN2 -
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Default

UI Setting Description Valid Range Value
Query Specify the query interval of the querier function 20 to 600 125 seconds
Interval globally. seconds

IGMP VLAN List

IGMP Snooping

VLAN Settings Group Table Forwarding Table

=
VLANID  IGMP Snooping  Querier Static Router Port
P Vi -
V- VN2 =
P ViV -
V! vz =
P VN2 -

UI Setting Description

VLAN ID Shows which VLAN ID this row describes.

IGMP Snooping Shows whether IGMP snooping is enabled or disabled for the VLAN.

Querier Shows which version of IGMP snooping the VLAN will use.
Static Router Shows the static router port the VLAN will use to connect to the multicast router for
Port IGMP snooping.

VLAN Settings - Edit VLAN Settings

Menu Path: Network Configuration > Layer 2 Switching > Multicast > IGMP
Snooping - VLAN Settings
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Clicking the Edit ( 7 ) icon for a VLAN on the Network Configuration > Layer 2

Switching > Multicast > IGMP Snooping - VLAN Settings page will open this dialog

box. This dialog lets you enable and configure IGMP snooping for each VLAN.

Click APPLY to save your changes.

Edit VLAN 1 Settings

Disabled -

l'I.'rdl.""l'-lllz -

Static Router Port -
UI Setting Description Valid Range
IGMP Enable or disable IGMP Snooping function for the Enabled / Disabled
Snooping VLAN.
Version Specify which version of IGMP snooping to use: V1i/Vv2 / V3

V1/V2: Enable the Moxa device to send IGMP
snooping version 1 and 2 queries.

V3: Enable the Moxa device to send IGMP snooping

version 3 queries.

Default
Value

Disabled

V1/V2
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Default

UI Setting Description Valid Range Value
Static Router Select which ports will be used to connect to 1/1/1/2/1/3/1/4/ N/A
Port multicast routers for IGMP Snooping. The device will 1/5/1/6/1/7/1/8/

receive all multicast packets from the selected 1/9/1/10

ports.

/s Note

If a router or Layer 3 switch is connected to
the network, it will act as the querier, and
the querier function will be disabled on all
Moxa Layer 2 switches.

If all switches on the network are Moxa Layer 2

switches, then only one Layer 2 switch will act as
the querier.

Group Table

Menu Path: Network Configuration > Layer 2 Switching > Multicast > IGMP
Snooping - Group Table

This tab lets you see all currently active IGMP groups that were detected for each VLAN.

IGMP Snooping
VLAN Settings Group Table Forwarding Table
VLANID1 ~
Static Multicast Router Port Querier Connected Part Act as Quernier
No
c
Group Address Version Filter Mode Port Source Address
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VLAN Group Table List

You can use the VLAN drop-down to select which VLAN's group table is displayed.

VLANID1 ~
Static Multicast Router Port Querier Connected Port Act as Querier
- HNo
c
Group Address Version Filter Mode Port Source Address

UI Setting Description

Static Multicast Router Shows the static multicast querier port(s) for the VLAN.
Port

Querier Connected Port  Shows the port which is connected to the querier for the VLAN.

Act as a Querier Shows whether or not this VLAN has been selected to act as a querier.

Group Address Shows the multicast group addresses for the VLAN.

Version Shows the IGMP snooping version for the group address.

Filter Mode If IGMP v3 is enabled for the VLAN ID, this shows whether the group address is
Included or Excluded.

Port Shows which ports are members of the group address.

Source Address When IGMP v3 is enabled, this shows the multicast source address for the

group address.

Forwarding Table

Menu Path: Network Configuration > Layer 2 Switching > Multicast > IGMP

Snooping - Forwarding Table

This page lets you see the multicast stream forwarding status for each VLAN.
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IGMP Snooping

VLAN Settings Group Table Forwarding Table

c

Group Address Source Address Port Member Port

c

Group Address Source Address Port Member Port

Group Address Shows the multicast group IP address.

Source Address Shows the IP address the multicast group will receive multicast streams from.
Port Shows the port receiving the multicast stream.

Member Port Shows the port the multicast stream is forwarded to.

Static Multicast Table

Menu Path: Network Configuration > Layer 2 Switching > Multicast > Static
Multicast Table

This page lets you manage your device's static multicast entries.
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/" Note

Please note that settings and available options will vary depending on the product

model.

/2’ Note

Moxa's Router Series devices manage MAC address learning for VLANs using IVL

(Independent VLAN Learning), which uses separate MAC address tables for each

VLAN so that MAC address learning for different VLANs do not interfere with each
other. This allows the same MAC address to be used in multiple VLANs without

causing forwarding issues.

This may lead to a larger MAC address table size, as each VLAN maintains its own
individual address table, and the number of MAC address entries will increase based on

the number of VLAN member ports used.

O Limitations

You can create up to 256 static multicast entries, though some models may support

up to 1000 static multicast entries.

The number of entries is calculated as follows: Number of MAC address entries *
Number of VLAN IDs

For example, if the static multicast table contains 30 MAC addresses and is connected to
4 VLAN IDs, then the number of MAC address entries would be 30 MAC addresses * 4
VLAN IDs = 120 static multicast entries.
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Static Multicast Table

Qsearch
o VLANID  MAC Address Port

[H 01:00:5201:0203 8

o7 01:00:57F114f

o 72 01:00:5e:7£:ff:ff 3

VLAN ID Shows the VLAN ID used for the static multicast entry.
MAC Address Shows the MAC address used for the static multicast entry.
Port Shows which ports are included for the static multicast entry.

Static Multicast Table - Create Static Multicast

Menu Path: Network Configuration > Layer 2 Switching > Multicast > Static
Multicast Table

Clicking the Add () icon on the Network Configuration > Layer 2 Switching >
Multicast > Static Multicast Table page will open this dialog box. This dialog lets you

add a static multicast entry. Click CREATE to save your changes and add the new static
multicast entry.

/s’ Note

01:00:5E:XX:XX:XX on this page is the IP multicast MAC address, please activate
IGMP Snooping for automatic classification.
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Create Static Multicast

VLANID * ~  MAC Address * (i )

Port * v

. .. . Default

UI Setting Description Valid Range Value

VLAN ID Specify the VLAN ID. Drop-down list of N/A
VLAN ID

MAC Specify the static multicast MAC address. Valid multicast MAC N/A

Address address

Port Specify which ports you want to include in the Drop-down list of N/A

static multicast group. ports

Static Multicast Table - Edit Static Multicast

Menu Path: Network Configuration > Layer 2 Switching > Multicast > Static
Multicast Table

Clicking the Edit ( 7 ) icon for an account on the Network Configuration > Layer 2
Switching > Multicast > Static Multicast Table page will open this dialog box. This

dialog lets you edit an existing static multicast entry. Click APPLY to save your changes.
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Edit Static Multicast

VLAM ID * MAC Address *

1 ~  01:00:5e:01:02:03 i )

8 -

CANCEL APPLY
. .. . Default
UI Setting Description Valid Range Value
VLAN ID Specify the VLAN ID. Drop-down list of N/A
VLAN ID
MAC Specify the static multicast MAC address. Valid multicast MAC N/A
Address address
Port Specify which ports you want to include in the Drop-down list of N/A
static multicast group. ports

Static Multicast Table - Delete Static Multicast

Menu Path: Network Configuration > Layer 2 Switching > Multicast > Static
Multicast Table

You can delete user accounts by using the checkboxes to select the accounts you want to
delete, then clicking the Delete ( ¥) icon.

Static Multicast Table

Q search

= VLANID  MAC Address Port
/2 1 01:00:5¢01:0203 8
[m IV 01:00:5e7:ff:ff

o 72 1 01:00:5e7£f1:ff 3
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Network Interfaces

Menu Path: Network Configuration > Network Interfaces

This page lets you configure the settings for the various interfaces of your device.

This page includes these tabs:

e LAN
e WAN
e Bridge

e MTU Configuration

e Secondary IP

Network Interfaces

LAN WAN Bridge MTU Configuration Secondary IP

(@] Name Status VLANID  Alias 1P Address Netmask Virtual MAC Directed Broadcast  Source IP Overwrite
/7 N Enabled 1 0 192168127.254 2552552550 - Disabled Diszbled

O / Enabled 3 192.168.126.1 255.255.255.0 Disabled Disabled

LAN

Menu Path: Network Configuration > Network Interfaces - LAN

This tab lets you manage your LAN interfaces.

O Limitations

You can create up to 16 LAN interfaces by configuring each port with unique VLAN

ID numbers.
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/" Note

For the TN-4900 Series, when the Connection Type is set to Dynamic IP for an
interface, the interface's information including the IP and the file name/file server
(Option 66/67) can be checked through the CLI interface.

Network Interfaces List

Network Interfaces

LaN WAN Bridge MTU Configuration Secondary IP

o Name Status VLAND  Alias 1P Address Netmask Virtual MAC Directed Broadcast  Source IP Overwrite
e Enabled 1 0 192168127254 255.255.255.0 - Disabled Disabled

O 7/ len2 Enabled 3 192.168.126.1 255.255.255.0 - Disabled Disabled

UI Setting Description

Name Shows the name of the interface.

Status Shows the status of the interface.

VLAN ID Shows the VLAN ID used for the interface.

Alias Shows the alias for the interface.

IP Address Shows the IP address of the interface.

Netmask Shows the subnet mask of the interface.

Virtual MAC Shows the virtual MAC address of the interface.

Directed Broadcast Shows whether directed broadcast is enabled for the interface.
Source IP Overwrite Shows whether source IP overwrite is enabled for the interface.

LAN - Create LAN Interface Entry

Menu Path: Network Configuration > Network Interfaces - LAN

Clicking the Add () icon on the Network Configuration > Network Interfaces -
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LAN page will open this dialog box. This dialog lets you create new LAN interface entries

for your device. Click CREATE to save your changes and add the new interface.

O Limitations

You can create up to 16 LAN interfaces by configuring each port with unique VLAN

ID numbers.

The VLAN ID of the first LAN interface configured will be set as the management VLAN
ID.
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Create LAN Interface Entry
Name *
0/12
VLAN Interface *
Enabled -
VLAN ID * hd
1-4094
Alias
0/31
Proxy ARP
Disabled v
Directed Broadcast * Source IP Overwrite
Disabled v  Disabled -
Netmask *
IP Address * 24 (255.255.255.0) h
Virtual MAC
00:00:00:00:00:00

UI Setting Description Valid Range Default Value
Name Specify a name for the interface. 1to12 N/A
characters
VLAN Interface Enable or disable the VLAN Enabled / Enabled
interface. Disabled
VLAN ID Specify the VLAN ID. 1 to 4094 N/A
Alias Specify an alias for the VLAN 1to31 N/A
interface. characters
Proxy ARP Enable or disable proxy ARP for the Enabled / Disabled
interface. Disabled
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UI Setting Description Valid Range Default Value

Connection Type Select the connection type for the Static IP / Static IP
interface. Dynamic IP
7 Note

The LAN interfaces require
static IP addresses; dynamic
IPs are not supported.

Directed Broadcast Enable or disable directed Enabled / Disabled
broadcast for the interface. Disabled

Source IP Overwrite Enable or disable source IP Enabled / Disabled
overwrite for the interface. Disabled

IP Address Specify the IP address of the Valid IP N/A
interface. address

(Only when Connection
Type set as Static IP)

Netmask Specify the subnet mask of the Valid subnet 24 (255.255.255.0)

(Only when Connection interface. mask

Type set as Static IP)

DHCP Client Option Enable or disable DHCP Client Enabled / Disabled
66/67 Option 66/67 for the interface. Disabled

(Only when Connection
Type set as Dybanic IP)

Virtual MAC Specify the virtual MAC address of Valid MAC 00:00:00:00:00:00
the interface. address

LAN - Edit LAN Interface Entry
Menu Path: Network Configuration > Network Interfaces - LAN
Clicking the Edit ( 7 ) icon on the Network Configuration > Network Interfaces -

LAN page will open this dialog box. This dialog lets you edit an existing LAN interface

entry for your device. Click SAVE to save your changes.
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Edit LAN Interface Entry

Name *

LAN

3/12
VLAN Interface *
Enabled -

VLAN ID *
1 -

1-4094

Alias

0/31
Directed Broadcast * Source IP Overwrite

Disabled v Disabled v

IP Address * Netmask *
192.168.127.254 24 (255.255.255.0) -

Virtual MAC
00:00:00:00:00:00

CANCEL APPLY

UI Setting Description Valid Range Default Value
Name Specify a name for the interface. 1to12 N/A
characters
VLAN Interface Enable or disable the VLAN Enabled / Enabled
interface. Disabled
VLAN ID Specify the VLAN ID. 1 to 4094 N/A
Alias Specify an alias for the VLAN 1to31 N/A
interface. characters
Proxy ARP Enable or disable proxy ARP for the Enabled / Disabled
interface. Disabled
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UI Setting Description Valid Range Default Value

Connection Type Select the connection type for the Static IP / Static IP
interface. Dynamic IP

The LAN interfaces require static IP
addresses; dynamic IPs are not

supported.
Directed Broadcast Enable or disable directed Enabled / Disabled
broadcast for the interface. Disabled
Source IP Overwrite Enable or disable source IP Enabled / Disabled
overwrite for the interface. Disabled
IP Address Specify the IP address of the Valid IP N/A
(Only when Connection interface. address
Type set as Static IP)
Netmask Specify the subnet mask of the Valid subnet 24 (255.255.255.0)
(Only when Connection interface. mask
Type set as Static IP)
DHCP Client Option Enable or disable DHCP Client Enabled / Disabled
66/67 Option 66/67 for the interface. Disabled
(Only when Connection
Type set as Dybanic IP)
Virtual MAC Specify the virtual MAC address of Valid MAC 00:00:00:00:00:00
the interface. address

Delete LAN Interface Entry

Menu Path: Network Configuration > Network Interfaces - LAN

You can delete interfaces by using the checkboxes to select the interfaces you want to

delete, then clicking the Delete ( ¥) icon.

Network Interfaces

LAN WAN Bridge MTU Configuration Secondary IP

m Name Status. VLANID  Aliss. IP Address Netmask Virtual MAC Directed Broadcast  Source IP Overvaite
P Enzbled 1 0 192168.127.254  255255.255.0 - Disabled Disabled

7 a2 Enzblzd 3 192.168.126.1 255255.255.0 - Disabled Disabled
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WAN

Menu Path: Network Configuration > Network Interfaces - WAN

This page lets you configure the settings for the WAN interfaces of your device. WAN
interface is VLAN-based; when WAN is enabled for a VLAN ID, all ports associated with
that VLAN ID will act as a single WAN interface.

There are multiple types of WAN you can select for your Connection Type:

e Static IP
e Dynamic IP

e PPPOE
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Static IP

If you select Static IP as your Connection Type, these settings will appear.

Network Interfaces

LAN WAN Bridge MTU Configuration Secondary IP
VLAN ID
2 -
Connection
Enabled ~  StaticIP -

Directed Broadcast

Disabled -

Address Information

10.123.13.33 23 (255.255.254.0) - 10,2312

PPTP Dialup
Disabled -
Username Password

Virtual MAC

00:00:00:00:00:00

DNS Settings

0.0.0.0 0.0.0.0 0.0.0.0
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VLAN ID

UI Setting Description Valid Range Default Value
VLAN ID Select a VLAN ID to use for the WAN interface. VLAN ID N/A
Connection
. . " Default
UI Setting Description Valid Range Value
Status Enable or disable the WAN interface. Enabled / Disabled Enabled

Connection Type Specify the connection type to use for the Static IP / Dynamic IP / Dynamic IP
connection. PPPOE

Directed Broadcast

UI Setting Description Valid Range 3::::“

Status Enable or disable directed broadcast for the Enabled / Disabled
interface. Disabled

Source IP Enable or disable source IP overwrite for the Enabled / Disabled

Overwrite interface. Disabled

Address Information

UI Setting Description Valid Range Default Value
IP Address Specify the IP address for the interface. Valid IP address 0.0.0.0
Netmask Specify the subnet mask for the interface. Valid subnet mask N/A

Gateway Specify the gateway address for the interface. Valid IP address 0.0.0.0
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PPTP Dialup

. .. . Default
UI Setting Description Valid Range Value
Status Enable or disable PPTP connection for the interface. Enabled / Disabled
Disabled

IP Address Specify the PPTP service IP address. Valid IP address 0.0.0.0

User Name Enter the username to use for dialing in to the 1 to 30 N/A
PPTP service. characters

Password Enter the password to use for dialing in to the PPTP 1 to 30 N/A
service. characters

MPPE Enable or disable MPPE encryption. None / Encrypt None

Encrytion

Virtual MAC
UI Setting Description Valid Range Default Value
Virtual Specify the virtual MAC address for the Valid MAC address 00.00.00.00.00.00

MAC interface.

DNS Settings

UI Setting Description Valid Range Default Value
Primary DNS Server Specify the primary DNS IP address. IP Address 0.0.0.0
Secondary DNS Server Specify the secondary DNS IP address. IP Address 0.0.0.0
Tertiary DNS Server Specify the tertiary DNS IP address. IP Address 0.0.0.0
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Dynamic IP

If you select Dynamic IP as your Connection Type, these settings will appear.

/" Note

Please note that settings and available options will vary depending on the product

model.

Network Interfaces

LAN WAN Bridge MTU Configuration Secondary IP
VLANID
3 -
Connection
Enabled -~  Dynamic IP -

Directed Broadcast

Disabled -

PPTP Dialup

Disabled -

DHCP Client Option 66/67

Disabled -

Virtual MAC

00:00:00:00:00:00

DNS Settings

0.0.0.0 0.0.00 0.0.0.0
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VLAN ID

UI Setting Description Valid Range Default Value
VLAN ID Select a VLAN ID to use for the WAN interface. VLAN ID N/A
Connection
. . " Default
UI Setting Description Valid Range Value
Status Enable or disable the WAN interface. Enabled / Disabled Enabled

Connection Type Specify the connection type to use for the Static IP / Dynamic IP / Dynamic IP
connection. PPPOE

Directed Broadcast

UI Setting Description Valid Range 3::::“

Status Enable or disable directed broadcast for the Enabled / Disabled
interface. Disabled

Source IP Enable or disable source IP overwrite for the Enabled / Disabled

Overwrite interface. Disabled

PPTP Dialup

. ... . Default
UI Setting Description Valid Range Value
Status Enable or disable PPTP connection for the interface. Enabled / Disabled
Disabled

IP Address Specify the PPTP service IP address. Valid IP address 0.0.0.0

User Name Enter the username to use for dialing in to the 1 to 30 N/A
PPTP service. characters

Password Enter the password to use for dialing in to the PPTP 1 to 30 N/A
service. characters

MPPE Enable or disable MPPE encryption. None / Encrypt None

Encrytion
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DHCP Client Option 66/67

UI Setting Description Valid Range Default Value

Status Enable or disable DHCP client option 66/67. Enabled/Disabled Disabled

Virtual MAC

UI Setting Description Valid Range Default Value
Virtual Specify the virtual MAC address for the Valid MAC address 00.00.00.00.00.00
MAC interface.

DNS Settings

/' Note
When using Dynamic IP, you can manually configure DNS servers here. Manually
configured DNS servers will have a higher priority than DNS servers coming from
the DHCP server.

UI Setting Description Valid Range Default Value
Primary DNS Server Specify the primary DNS IP address. IP Address 0.0.0.0
Secondary DNS Server Specify the secondary DNS IP address. IP Address 0.0.0.0
Tertiary DNS Server Specify the tertiary DNS IP address. IP Address 0.0.0.0

MX-ROS V3 User Manual 186



PPPoE

If you select PPPOE as your Connection Type, these settings will appear.

Network Interfaces

LAN WAN Bridge MTU Configuration Secondary IP
VLANID
2 -
Connection

Enabled - PPPoE -

Directed Broadcast

Disabled -

PPPoE Dialup

Username * Password * Host Name

Virtual MAC

00:00:00:00:00:00

DNS Settings

0.00.0 0.0.0.0 0.00.0

VLAN ID

UI Setting Description Valid Range

Default Value

VLAN ID Select a VLAN ID to use for the WAN interface. VLAN ID

N/A
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Connection

. . " Default
UI Setting Description Valid Range Value
Status Enable or disable the WAN interface. Enabled / Disabled Enabled

Connection Type Specify the connection type to use for the Static IP / Dynamic IP / Dynamic IP
connection. PPPOE

Directed Broadcast

. . . Default
UI Setting Description Valid Range Value
Status Enable or disable directed broadcast for the Enabled / Disabled
interface. Disabled
Source IP Enable or disable source IP overwrite for the Enabled / Disabled
Overwrite interface. Disabled

PPPoE Dialup

. ... . Default

UI Setting Description Valid Range Value

User Name Specify the username used to connect to the PPPoE 1 to 30 characters N/A
service.

Password Specify the password used to connect to the PPPoE 1 to 30 characters N/A
service.

Host Name Specify the hostname of the PPPoE server. 1 to 30 characters N/A

Virtual MAC

UI Setting Description Valid Range Default Value

Virtual Specify the virtual MAC address for the Valid MAC address 00.00.00.00.00.00

MAC interface.
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DNS Settings

/7’ Note
When using PPPoE, you can manually configure DNS servers here. Manually

configured DNS servers will have a higher priority than DNS servers coming from

the PPPoE server.

UI Setting Description Valid Range Default Value

Primary DNS Server Specify the primary DNS IP address. IP Address 0.0.0.0

Secondary DNS Server Specify the secondary DNS IP address. IP Address 0.0.0.0

Tertiary DNS Server Specify the tertiary DNS IP address. IP Address 0.0.0.0
Bridge

Menu Path: Network Configuration > Network Interfaces - Bridge

This page lets you configure a bridge for your device.

You can set up these kinds of bridges:

e Port-based

e Zone-based
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Port-Based

If you select Port-Based as your Bridge Type, these settings will appear. Port-based

bridges allow the device's firewall to filter traffic moving between bridge member ports.

UI Setting

Bridge IP Configuration

Bridge Type
@ Port-Based

Name *

BRG_LAN

Status *

Enabled

IP Address *
192.168.120.254

O Zone-Based

Subnet Mask *
24 (255.255.255.0)

-

Bridge Member

APPLY

Description

Valid Range

Default Value

Bridge Type

Name

Status

IP Address
Subnet Mask

Bridge
Member

Select which bridge type you want to

use.

Specify a name for the bridge.

Enable or disable the bridge.

Specify an IP address for the bridge.

Specify a subnet mask for the bridge.

Select which ports will be members of

the bridge.

Port-Based / Zone-
Based

1 to 12 characters
Enabled / Disabled
Valid IP address

Valid subnet mask

Drop-down list of
ports

N/A

BRG_LAN

Disabled
192.168.126.254
24(255.255.255.0)

N/A

MX-ROS V3 User Manual

190



Zone-Based

If you select Zone-Based as your Bridge Type, these settings will appear. Zone-based

bridges allow you to create zones based on VLANs. The device's firewall can then filter

traffic moving between all ports in a zone.

O Limitations

You can create up to 4 different bridge zones.

Bridge Type

Name *

ZONE_BRG

Status *

Disabled -

IP Address *

0.0.0.0

Bridge IP Configuration

(O Port-Based (@ Zone-Based

Subnet Mask *

0(0.0.0.0)

Zone 1

Name

Bridge Member

Zone 2

Name

Bridge Member

Zone 3

Name

Bridge Member

Zone 4

Name

Bridge Member

APPLY
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UI Setting Description Valid Range Default Value

Bridge Type Select which bridge type you want to use. Port-Based / Zone-Based N/A

Name Specify a name for the bridge. 1 to 12 characters ZONE_BRG
Status Enable or disable the bridge. Enabled / Disabled Disabled
IP Address Specify an IP address for the bridge. Valid IP address 0.0.0.0
Subnet Mask  Specify a subnet mask for the bridge. Valid subnet mask 0 (0.0.0.0)

Each zone has the following settings:

. .. . Default
UI Setting Description Valid Range Value
Name Specify a name for the bridge zone. 1 to 12 characters N/A
Bridge Select which VLAN will determine the members Drop-down list of N/A
Member of this zone. VLANs

MTU Configuration
Menu Path: Network Configuration > Network Interfaces - MTU

This page lets you configure the MTU settings for your interfaces.

Network Interfaces
LAN WAN Bridge MTU Configuration Secondary IP
Name MTU PRP Traffic
/ WaN 1500 -
7 AN 1500 -
s lan2 1500 =
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UI Setting Description

Name Shows the name of the interface.

MTU Shows the MTU size used for the interface.
PRP Traffic Shows the PRP traffic status for the interface.

MTU Configuration - Edit MTU Entry

Menu Path: Network Configuration > Network Interfaces - MTU Configuration

Clicking the Edit ( 7 ) icon for an interface on the Network Configuration > Network

Interfaces - MTU Configuration page will open this dialog box. This dialog lets you

edit the MTU settings for an interface. Click APPLY to save your changes.

Edit MTU Entry

. . - Valid
UI Setting Description Range
Name Shows the name of of this interface. This setting cannot be N/A
changed here.
MTU Specify the MTU size to use for the interface. 68 to 1578
s Note

Jumbo Frames are not currently supported.

Default Value

Name of
interface

1500
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Secondary IP

Menu Path: Network Configuration > Network Interfaces - Secondary IP

This page lets you create secondary IPs for your interfaces. The Layer 3 interface can act

as a secondary IP for a network interface, allowing a single interface to communicate

with multiple networks, increasing network flexibility and availability.

Secondary IP - Create Secondary IP Entry

Menu Path: Network Configuration > Network Interfaces - Secondary IP

Clicking the Add () icon on the Network Configuration > Network Interfaces -

Secondary IP page will open this dialog box. This dialog lets you create a secondary IP

for an interface. Click CREATE to save your changes and add the new secondary IP.

O Limitations

You can create up to 640 secondary IPs.

Create Secondary IP Entry
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Default

UI Setting Description Valid Range Value
Interface Select which interface the secondary IP is for. Drop-down list of N/A
interfaces
IP Address Specify the IP address of the secondary Valid IP address N/A
interface.
Netmask Specify the subnet mask of the secondary Valid netmask N/A
interface.

Secondary IP - Edit Secondary IP Entry
Menu Path: Network Configuration > Network Interfaces - Secondary IP
Clicking the Edit ( 7 ) icon on the Network Configuration > Network Interfaces -

LAN page will open this dialog box. This dialog lets you edit an existing secondary IP
entry. Click SAVE to save your changes.

Edit Secondary IP Entry

Interface *

LAN v

IP Address * Netmask *

192.168.100.100 24 (255.255.255.0) v

CANCEL APPLY
. . .. " Default
UI Setting Description Valid Range Value
Interface Select which interface the secondary IP is for. Drop-down list of N/A
interfaces
IP Address Specify the IP address of the secondary Valid IP address N/A
interface.
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Default

UI Setting Description Valid Range Value

Netmask Specify the subnet mask of the secondary Valid netmask N/A
interface.

Delete Secondary IP

Menu Path: Network Configuration > Network Interfaces - Secondary IP

You can delete secondary IP entries by using the checkboxes to select the entries you

want to delete, then clicking the Delete ( ¥) icon.

[ ] Q search

Interface VLAN ID IP Address Netmask Type
/ LAN 1 192.168.100.100 255.255.255.0 Manual

Max. 640 items per page: 50 ¥

Redundancy

Menu Path: Redundancy

The Redundancy settings area lets you configure redundancy settings to help you ensure

network availability.
This settings area includes these sections:

e Layer 2 Redundancy
e Layer 3 Redundancy

e VRRP
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Redundancy - User Privileges

Privileges to Redundancy settings are granted to the different authority levels as follows.

Refer to System > Account Management > User Accounts for more information on user

accounts.

Settings Admin Supervisor User
Layer 2 Redundancy

Spanning Tree R/W R/W R
Turbo Ring V2 R/W R/W R
Layer 3 Redundancy

VRRP R/W R/W R

Layer 2 Redundancy

Menu Path: Redundancy > Layer 2 Redundancy

This section lets you manage various Layer 2 redundancy features for your device.
This section includes these pages:

e Spanning Tree
e Turbo Ring V2

e Turbo Chain
Spanning Tree
Menu Path: Redundancy > Layer 2 Redundancy > Spanning Tree

This page lets you configure Spanning Tree Protocol (STP) settings for redundancy.
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This page includes these tabs:

e General
e Status
¢’ Note

Spanning Tree can only run on the Management VLAN.

Spanning Tree - General

Menu Path: Redundancy > Layer 2 Redundancy > Spanning Tree - General

This page lets you configure spanning tree settings for your device.

Spanning Tree Settings

Spanning Tree
Enabled [}
2768 :\5 2 20
=]
s
S Chn e CES o
s a3 False 128 20000
Foa Pz 138 20000
£ = False 128 20000
V) Fal 128 20000
£ e Falsz 128 20000
7 oo Fal 128 o
. . " Default
UI Settin Description Valid Range
9 P 9 Value
Status Enable or disable Spanning Tree Protocol for the device. Enabled / Enabled

Disabl