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Moxa Tech Note MGate 5109 with DNP3 SCADA Application

1. System Topology

This application note demonstrates how to use the MGate 5109 to communicate with a
DNP3-based SCADA. PcVue SCADA is used as a DNP3 TCP Master to remotely control
and monitor Modbus RTU via the MGate 5109.

The MGate 5109’s protocol conversion is DNP3 TCP/UDP Outstation <-> Modbus
RTU/ASCII Slave.

PC 1 runs
PcVue SCADA

DNP3 TCP
Master

IP: 192.168.32.143
DNP3 Address: 3

IP/ Port: 192.168.32.157/ 20000
DNP3 Address: 4

DNP3 TCP
Outstation

MGate 5109

PC 2 runs
Modbus Slave
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MGate 5109 is the agent to convert Modbus to DNP3, and vice versa. In agent mode, the
MGate 5109 uses an internal memory to exchange data between Modbus and DNP3
protocols. The MGate’s internal memory is divided into two parts: one for input and the
other for output, as shown in the figure below:

MGate’s
Internal Memory

Input
DNP3 Modbus

— T <

In order to simplify the configuration for internal memory mapping, the MGate 5109 shows
the corresponding protocol addresses for both Modbus and DNP3, which you will find in the
I/0 Data Mapping. Let’s take DNP3 Binary Output as an example. Because DNP3 Binary
Output can be read and written, you will find the following information in the I/O Data
Mapping page. The details of the configuration will be explained in this technical note.

I/O Data Mapping

Select your scenario \DNPB TCPMDP Master --= Modbus RTU/ASCII Slave v

-
Modbus Mapping address arrangement
e i
ik — i — ©)
= i ‘*'
Role 1 of MGate5109 : Role 2 of MGate5109 :
DNP3 TCP/UDP Outstation Modbus RTU/ASCII Masier
[O: Full mapping [: Un-full mapping [0 None mapping
Type Name Function Internal Address Quantity]
Binary Qutout v [0 ].[ 15 WiiteBO 15 p || 1 | 2bytes
Analog OUpUl w [0 ] 1 WriteAO 16 2 |.[ 5 | 4bytes
I/0 Data Mapping
Select your scenario \DNPG TCP/UDP Master <— Modbus RTU/ASCII Slave v

Modbus Mapping address arrangement

i e e

Role 1 of MGate5109 : Role 2 of MGate5109 :
DNP3 TCP/UDP Outstation Modbus RTU/ASCII Master

[1: Fullmapping [: Un-full mapping  [E: Nene mapping

Type Index Name  Function Internal Address Quantity
Binary Input__v| | 0 \ .| 15 ReadBl 1 0 _ 1 2 bytes
. < N e—
[Binary Output ~| [ o] 15 "1 Readso 1 2 | 3 2 bytes l
|Counter v\ | 1} ‘ 1 ReadCounter 3 4 -1 8 bytes
[AnalogInout ~] [0 ][ 1 ReadAl 3 12 || 19 | Sbyes
[Analog Output v [0 ] 1 ReadAQ 3 20 .| 23  4byes
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Here is a brief checklist to help you review the steps needed for a successful conversion.

Equipment Check items

Hardware connections.
1 | Modbus TCP Server | Modbus registers to be read or written.

Hardware connections.
MGate basic settings.
Modbus master commands.
2 | MGate 5109 DNP3 outstation settings

Hardware connections

DNP3 outstation configurations

DNP3 master address setting

1 | DNP3 TCP Master DNP3 oustation objects configuration: BI/BO/AI/AO/Counter

2. Required Equipment and Components

2.1. PcVue SCADA

PcVue SCADA system is published by ARC Informatique. Version 11.1 is used
in this demonstration. It has a DNP3 built-in driver for DNP3 communication.

2.2. Modbus Slave

Modbus Slave is the very popular Modbus slave simulator to test and debug
your Modbus devices. It supports Modbus RTU/ASCII and Modbus TCP/IP.

Download Website: http://www.modbustools.com/download.html

3. MGate 5109 Setting

Log in to the MGate 5109’s web console, and then complete the following settings:
3.1. Serial Settings
Set as below:

Serial Settings

Port Baud rate Parity Data bit Stop bit Flow control FIFO Interface

; Mo —v]  [Eade ]
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3.2. Protocol Conversion

Set as below:

Protocol Conversion

Role1 of MGale5109 : Role2 of MGale5109
ONP3 TCP/UDP Master v DNP3 TCRIUDP Outstation Modbus RTU/ASCII Master Modbus RTUASCII Siave v

3.3. DNP3 Settings

In DNP3 TCP/UDP Outstation Settings, complete the following settings
below:

e Set the DNP3 address as 4

e Set Enable unsolicited response to Enable.

e Set the Unsolicited response master DNP3 address as 3

e Set the Unsolicited response master IP/Port as PC1’s 20000 port.

DNP3 TCP/UDP Outstation Settings

ef

Role1 of MGate5109 :
DNP3 TCP/UDP Outstation

Mode selection Ouitstation

Basic Setfings

DNP3 address | 4 |D-65519}

Local port [20000  [(1-es525)
Network Type [ (O uUDP

Enable unsolicited response | Enable ||

Unsolicited response master DNP3J address 1-65519)

Unsolicited response master IP/Port I 102 168.32.143 © (20000 |(1 - 65535)
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Moxa Tech Note MGate 5109 with DNP3 SCADA Application

Set the Object Point Numbers as below:

DONP Chject Settings

Object Type Number of Points

Binary Input |1E |
Binary Output [16 |
Counter | 2 |
Analog Input | 2 |
Analog Output |2 |

Click Binary Input to set Default static variation as 2: With Flags, set
Default event variation as 2: With Absolute Time.

Binary Input

Number of points 16

Default static variation
Default event variation [2: with Absolute Time v |

Click the Event Settings button to set all of BI Event Class as 1.

CQuick Events Setling

Points Index [0-15 |
Class of Event o0 @1 2 O3

" st M Cancal |
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Moxa Tech Note MGate 5109 with DNP3 SCADA Application

Click Counter to set Counter Length as 1: 32 Bit.

Counter Settings

Counter
Number of points 2
Counter length 1: 32 Bit w

Set all Class of Event as 2.

Qluick Events Setting

Points Index
Class of Event o0 O1 ®m2 O3

[ set |l Cancel |

Click Analog Input to set Analog Input Length as 1: 32 Bit.

Analog Input Settings
Analog Input
Number of points 2
Analog input length

Set AI Class of Event as 3.

Set AI 0 Event Trigger Method as Change of state. When this value gets
changed, it sends an unsolicited message with a notification about the event.
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Set Al 1 Event Trigger Method as Deadband and the value as 10. If the Al’s
value is updated to under 10, it does not generate an event. If the Al 1’s value is
updated to over 10, it sends an unsolicited message with a notification about this
event.

Event Settings

Point Index Class of Event Event Trigger Method
0 OO0 O1 O2 @3 Change of state
1 0o 01 02 @3 Deadband ___ v| [10 |0 - e5525)

Modbus Settings
In Modbus RTU/ASCII Settings, keep the settings as the default value:

Modbus RTU/ASCII Settings

@

Role 2 of MGate5109 :
Modbus RTU/ASCII Master

Role Master

Mode

IMaster Settings

Initial delay P ] (o-z0000ms)

M retry ©-9

Response timeout (10 - 120000 ms)
Inter-frame delay l:l {10 - 500 ms, 0. default)
Inter-character timeout l:l {10 - 500 ms, 0. default)
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Set out the mapping of Modbus RTU to a DNP3 data object as below:

Mappin
Modbus ppIng Modbus . .
DNP3 Points Mapping Swap
Slave ID . Data Type
Data Object
. BI 0 > Coil 1, BI 1 > Caoil 2...,
1 BI Coil ) None
BI 15 - Coil 16
. BO 0 » Coil 1, BO 1 > Cail 2...,
2 BO Coil . None
BO 15 - Coil 16
3 Counte Registe Counter 0 > Register 1 and 2, Word
unter ister r
9 Counter 1 > Register 3 and 4
) AI 0 > Register 1 and 2,
4 Al Register . Word
Al 1 > Register 3 and 4
. AO 0 > Register 1,
5 AO Register . None
AO 1 > Register 2
Add Modbus Command to read/write Modbus RTU Slave as below:
Q Add
Index Name Slave ID Function Address / Quantity Trigger Poll Interval Endian Swap
1 ReadBI 1 1 Read address 0, Quantity 16 Cyclic 1000 None
T : & I TN o
j QaadCuumar 3 3 Read address 0, Quantity 4 Cyclic 1000 Word
5 ReadAl 4 3 Read address 0, Quantity 4 Cyclic 1000 'Word
T : & =TT TN o
Copyright © 2017 Moxa Inc. Page 9 of 39
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3.5. I/0 Data Mapping Settings

In the I/O Data Mapping web page, choose the scenario DNP3 TCP/UDP
Master - Modbus RTU/ASCII Slave. Map BO 0-15 and AO 0-1 to WriteBO

and WriteAO commands as below and then submit:

I/0 Data Mapping

Select your scenario [DNP3 TCPIUDP Master —= Modbus RTUFASCII Slave v|

Modbus Mapping address arrangement
— F ©
]
Role 1 of MGate5109 : Role 2 of MGate5109 :
DNP3 TCP/UDP Qutstation Modbus RTU/ASCII Master
O: Full mapping [J: Un-full mapping [: None mapping
Type Index Name Function Internal Address Quantity
Binary Output_v [0 ][] 15 WriteBO 15 2 bytes
Analog Output W [0 J.[ 1 WriteAO 16 4bytes

Copyright © 2017 Moxa Inc.

Page 10 of 39




Moxa Tech Note MGate 5109 with DNP3 SCADA Application

Choose another scenario: Modbus RTU/ASCII Slave > DNP3 TCP/UDP
Master. Map BI 0-15, BO 0-15, Counter 0-1, AI 0-1 and AO 0-1 to ReadBlI,
ReadBO, ReadCounter, ReadAlI and ReadAO as below and then submit:

I/O Data Mapping

Select your scenario [DNP3 TCP/UDP Master <— Modbus RTUASCII Slave |

Modbus Mapping address arrangement

< 2 &

Role 1 of MGate5109 : Role 2 of MGate5109 :
DNP3 TCP/UDP Outstation Modbus RTUIASCIH Master

uF

O: Full mapping [J: Un-full mapping [ : None mapping

Type Index Name  Function Internal Address Quantity
[0 ].[ 15 ReadBl 1 0 |..| 1 | 2bytes
[0 ].| 5 ReadB0 1 2 || 3 | 2bytes
III nE ReadCounter 3 4 | 1 & bytes
[0 ]| ¢ ReadAl 3 12 |..[ 18 | sbytes
[0 ]| ¢ ReadAO 3 20 |..[ 23 | 4bytes

Make sure all of the DNP3 object points are mapping to Modbus-command
quantities equally.
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4. Modbus Slave Setting

PC2 runs Modbus Slave and connects to the MGate 5109’s serial port. Add the Modbus
definition as below:

BI Definition, Slave ID 1:

BLmbs =
ID=1:F = 01
Alias 00000 Alias 00010
1 BIO 0 BI10 0
2 BI1 0 BI11 0
3 BI2 0 BI12 0
4 BI3 0 BI13 0
5 BI4 0 BI14 0
I § an :
7 BIG 0
8 BI7 0
g BI8 0
10 BIQ 0
BO Definition, Slave ID 2:
BO.mbs EI@
ID=2:F =01
Alias OxcD000 Alias 00010
| 1 =0 o [ L BO 10 0
2 BO1 0 BO 11 0
3 BO 2 0 BO 12 0
4 BO3 0 BO13 0
5 BO 4 0 BO 14 0
6 BOS 0 BO 15 0
7 BO B 0
8 BO7 0
g BO B 0
10 BO© 0
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Counter Definition , Slave ID

23 Modbus Slave - Countermbs (1 N

Eile Edit Connection Setup IQTspay View Wind:

3:

DSE&|m |20
[ Counter.mbs B
ID=3F=03

AI Definition, Slave ID 4:

,

File Edit Connection Setup IQTspay View Window

Signed
Unsigned
Hex

Binary

Long AE CD

Long CD AB

Long BA DC
Long DC BA

Float AB CD
Float CD AB

DER&S T (222N
ID=4F=03

1
2
3
4
L

AO Definition , Slave ID 5:

Signed
Unsigned
Hex

Binary

Long AB CD

Long CD AB
Long BA DC
Long DC BA

D& T (222N
ID=5F=03

File Edit Connection Setup IQEFE}! Wiew Windon

Signed
Unsigned
Hex

Binary

Long AE CD
Long CD AB
Long BADC

Copyright © 2017 Moxa Inc.

Page 13 of 39




Moxa Tech Note

5. PcVue Setting

MGate 5109 with DNP3 SCADA Application

PC1 runs PcVue. Click Configure->Communication->DNP3 to set DNP3

communications.

File Edit Display Insert Draw Arrange Animate Mode Window | Configure

AB2 | HO| XY 3]As [0 Xab|s

File  View

i o

[.7 Application Explorer...
£ Application Architect...

@ Smart Generators...

Project

Preferences

& Communication I

"% Wariables
Actions

9" Archives...

m Data exports...
Station

Language

HMI options...

e OPC..

# Equipment...

we DDE..

43 LonWorks...

43 BACnet...

s IEC 60870-5-104...
IEC 61850...

(i DNP3_.

SMMP....
wl Networking...

# Mew network..
Settings...

General | Advanced | Traces

Haume

DNP3TCE

Description

Activate at startup

Copyright © 2017 Moxa Inc.
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Right-click this network to add New device.

| e

Eile  \iew

=4 DNP3
DMP3TCP e o DNF3TCD
@ Mew device... N
= Mew device... lag
X @ Start netwark
sl Start network i Stop network
&
& Stop network # Remove..
B 3
L;-"' Remove... |8 Mapping..
E@ e {2 Properties..
tgl_:' Properties... ER Copy
2 Cut
[ Copy

Input MGate 5109’s IP in IP address field. Set Link address as 4.

==

'[_.h DMP3 device creation

General | fdvanced | Traces

Wame
MiFate5109

Description

IP addres

192 . 188 . 3 1LY

Link address
1

Letivate at startup

Copyright © 2017 Moxa Inc.
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Change Local link address to 3 in the Advanced tab.

=4 DHP3

ot o ot B ¥ b

Waime Diescription

ks Mitate5100

- —
|‘ﬂ'-; DMP3 device properties MGate5109 l ﬂ

Genersl | Advanced | Traces

=[] Connection parameters
E!uj TCPAP Pararneters
= uj Local port

| »

m

- TCP Mode
b (®) Initiating end mode

) Dal end mode

Click Enable Unsolicited Message and set the Polling period under Integrity Poll
at 60000ms.

r ™
|44 DNP3 device properties MGate5109 ‘ M

Genersl | Advenced | Trages

B[LJ Local link address T

() Link offling retry perind (ssc) —
Lo

) Application layer

| Q---u__j Response timeot (sec)

.

A7) Enable wnsolicited messages |

Data exchange mechanizms

Perindic requests I

=[] Integrity poll

[}

m

[H-

=]

=) Interrogation of clases
©E-[] ClassD

|:| Clasz 1

G- a2 i
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Click Start device. SCADA will then try to connect to the MGate 5109. If the MGate
5109 is connected, the State would show Connected.

14 DNP3 DNP3TCP
-t DNE3TCE ]

Address Btate

il ] Start device 192.163.32 15720000 Connzeted

Click Mapping for a DNP3 Object Status window to pop up.

Eile  \iew

mlses =4 DNEP2
L;ﬁ‘ DMP3TCP -5 DNP2TCP

'\_ﬁ MNew device...

J& Start network

L_Jr! Stop network

L__,j ;‘ Remove...

1 L_d* "-.-“aggir‘.g...

Ik...] + Properties..

Eil Copy

a;Cut
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See SCADA poll back the MGate 5109’'s objects, including BI, BO, AI, and AO.

Also see these object points’ value.

B igfs MGate5100 Name Description Yaiable alue
i Binaxy inputs (BI) - Group 1 mo 0
(] Binary outputs (B0} - Group 10 '
(] Running cownters (B3 - Group 20 1 o
l],j Frozen counters (FZC) - Group 21 m2 0
(] Analng inputs (AT) - Gromp 30 a3 0
(] Analog outputs (40) - Gronp 40 a4 0 |
o] Tnternal indications (TIN) - Group 80 s ]
--1ﬂ Attributes - Grooup 0 il 0
i g 0
i 0
9 0
78 10 0
11 0
12 0
| 13 0
] 14 0
3 15 0
1| 1 3
"Binary inputs (BI) - Group 1" of MGate5109 16items .:

Copyright © 2017 Moxa Inc.
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6. Communication Test

6.1. MGate Protocol Diagnose Introduction

In the MGate 5109 web console, Protocol Status diagnoses the protocol status.
It includes I/0 Data View and DNP3 TCP/UDP Diagnose as below:

DNP3 TCP/UDP Outstation Diagnose
Main Menu ] Auto refresh

Quick Setup
Overview Cutstation Statictics
Basic Seftings Received Requests 23
Network Settings Sent Responses 23
Serial Settings Sent Unsolicited Message i}
- Protocol Seftings Binary Input Event buffer 0
Protocol C . Counter Event bufier i}
@ oc? enversion ) Analeg Input Event buffer a
DNP3 TCP/UDP Qutstation Connected Master IP 102.168.32.143
Modbus RTUIASCI Master
If0 Data Mapping Point Information
- System Management Binary Input v
- System Monitaring Point Index Value Flags
- System Status [i} OFF QFFLINI
- Protocol Status 1 OFF OFFLINI
/O Data View 2 QFF QFFLINI
DNP3 TCF/UDP Diagnose 3 OFF QFFLINI
Modbus RTU/ASCII Diagnase 4 OFF OFFLINI
=
Modbus RTWASCII Traffic — OFF CFFLIN
[ [al=1= OERL N

In the I/0 Data View web page, select Data flow direction to see the IO raw
data in DNP3 TCP/UDP Master-> Modbus RTU/ASCII Slave or Modbus
RTU/ASCII Slave -> DNP3 TCP/UDP Master.

I/O Data View
[ Auto refresh
Data flow direction [DNP2 TCP/UDP Master — Modbus RTU/ASCII Slave v Startaddress(Hex) [0 |
Internal Address 00 01 02 03 04 05 06 o7 08 09
0000h 00 00 00 o0 00 00 ] 00 00 o0
0010h 00 00 00 0 o0 00 00 00 00 o0
0020h 00 00 00 00 00 00 0o 00 00 il
0030h 00 00 00 00 00 00 0o 00 00 00
0040h 00 00 00 00 00 00 0o 00 00 00
0050h 00 00 00 00 00 00 0o 00 00 il
0060h 00 00 00 ih) 00 00 ] 00 00 o0
0070h 00 00 00 a0 o0 00 00 00 00 o0

In the DNP3 TCP/UDP Outstation Diagnose web page, users can monitor the
DNP3 Outstation status, including its Data Object Points status.
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DNP3 TCP/UDP Outstation Diagnose
[ Auto refresh

Cutstation Statictics

Received Regquesis 27

Sent Responses 27

Sent Unsolicited Message 1]

Binary Input Event buffer 1]

Counter Event bufier 1]

Analog Input Event buffer 1]

Connected Master [P 192.168.32.143

Paoint Information

[Binary input__w]
Point Index Value Flags Time Updated
0 OFF OFFLINE NIA
1 QOFF OFFLINE NIA
2 OFF OFFLINE NIA
3 QOFF OFFLINE NIA
4 COFF OFFLINE NIA
5 QOFF OFFLINE NIA
5 QFF OFFLINE NIA

6.2. DNP3 Connection Status

Check System Monitoring = Protocol Status > DNP3 TCP/UDP Diagnose,
and make sure Connected Master IP is PC1.

DNP3 TCP/UDP Outstation Diagnose
[ Auto refresh

Cutstation Statictics

Received Regquesis 27

Sent Responses 27

Sent Unsolicited Message 1]

Binary Input Event buffer 1]

Counter Event bufier 1]

Analog Input Event buffer 1]

Connected Master IP 192.168.32.143

Paint Information

[Binary Input /|

Point Index Value Flags Time Updated
0 QOFF OFFLINE NIA

1 QOFF OFFLINE NIA

2 QOFF OFFLINE NIA

3 QOFF OFFLINE NIA

4 QOFF OFFLINE NIA

5 QOFF OFFLINE NIA

5 QFF QFFLINE NIA
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6.3. Read BI Test
Change Modbus Slave ID 1's Alias BI 0, 2, 4, 11, 13, 15 status to On as below:

[*] File Edit Connection Setup Display View Window Help

S EIEERELG
ID=1:F =01
Alias Ox0000 Alias 00010
1 BIO 1 BI10O 0
_2 BI1 0 BI11 1
_3 BI 2 1 BI12 0
_-'-1- Bl 3 0 BI13 1
_5 Bl 4 1 Bl14 o
_ﬁ- BIS o BI15 1
| I BI6 0
_B BI7 o
_EI BI B o

Check the following’s status in MGate DNP3 TCP/UDP Diagnose page:

Paint Information

Point Index Value Flags Time Updated

1] ON OMLINE 2017-01-05 17:50:55
1 OFF OMLINE 2017-01-05 17:50:55
2 ON OMLINE 2017-01-05 17:50:55
3 OFF OMLINE 2017-01-05 17:50:55
4 ON OMLINE 2017-01-05 17:50:55
5 OFF OMLINE 2017-01-05 17:50:55
4] OFF OMLINE 2017-01-05 17:50:55
T OFF OMLINE 2017-01-05 17:50:55
8 OFF OMLINE 2017-01-05 17:50:55
] OFF OMLINE 2017-01-05 17:50:55
10 OFF OMLINE 2017-01-05 17:50:55
11 ON OMLINE 2017-01-05 17:50:55
12 OFF OMLINE 2017-01-05 17:50:55
13 ON OMLINE 2017-01-05 17:50:55
14 OFF OMLINE 2017-01-05 17:50:55
15 ON OMLINE 2017-01-05 17:50:55
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MGate IO Dataview:

I/0 Data View
BI76543210 BI151413121110 9 8
™ Auto refresh 00010101 1 {]/1 01000
A
Data flow direction [DNP3 TCF/§DF Master <— Modbus RTUASEII Slave v | Startaddress(Hex)[0 |
Internal Address 00 01 02 03 04 05 08 o7 0
0000h 15 A3 00 Gl 0o 0o 00 00 0
0010R 00 00 00 00 0o 0o 00 00 0
0020n 00 00 00 Gl ] 0o 00 00 0

PcVue SCADA BI Status

Sk MGate5109 Name  Descripiion  Valve
-] By cutputs (BOY - Group 10 TR | 0
- Rundng counters (RC) - Group 20 ;

q_q Frozen comaters (FZC) - Gronp 21 L !
- Analog inputs (A1) - Group 30 o 3 :
- Analog outputs (A0 - Group 40 a4 b
] Tnternal indicstions () - Group 80 w5 0
o Autteibontes - Grroup O o a
7 0
01 K] 0
R a 0
|10 0
A 11 1
1z 0
0] L N 1
14 0
0] 1 Wi 1
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6.4. Read Counter Test

Change Modbus Slave ID 3’s Alias Counter 0's status to 1 and Counter 1's status
to 2 as below:

4 Cou nter.ml::lsl . I = || = ER

ID=3F=03
Alias|  4x0000
1  Counter0 - Edit Long Intege_r‘
—2 N Walue: 1
3| Counterl 0
_4 - [] &wta increment
5

Check the following’s status:

Point Information

[Counter W]

Point Index Value Flags Time Updated

0 1 ONLINE 2017-01-05 18:48:23
1 2 COMNLINE 2017-01-05 18:48:23

MGate IO Dataview:

Data flow direction [DNP3 TCP/UDF Master = Modbus RTU/ASCI Slave v | Counter () StertaddressHedd | Counter 1 Length
Internal Address 00 o1 02 03 04 05 06 o7 03 02 0A 08
0000h 18 A3 00 00 o o1 00 00 00 02 00 00
0010n 61 4 00 BC o 0 00 00 00 0 00 00

PcVue SCADA Counter Status:

|-/ DMP3TCP DNP3 mapping

El'"_-J"S MGate5109 Name Demrphon Vadable Valoe
-] Binary inputz (BT} - Group 1
-] Binary outputs (BO) - Group 10
b r.j_j Eunning conmnters (BC) - Group 20

-] Frozen counters (FZC) - Group 21
- T Bnalae dnmarte FATY - Mrmnm 30

ot 0 1
! 2
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6.5. Read AI Test

Modify Modbus Slave ID 3’s Alias Al 0 status to =12345678 and Al 1 status to
12345678 as below:

F-

Al mbs [
ID=4:F=03
Alias 40000
1 A0  -12345678
3 -
T
4 -

Check the following’s status:

Paint Information

Analog Input W |

Point Index Value Flags

0 -123456748 OMLINE
1 123456748 OMLINE

MGate IO Dataview:

Data fiow Girection [DNP3 TOPILDP Master < Modous RTUASCII Slave ~/| AT Startaddress(e) [0 | Length Al O Format [Hex v |

Internal Address oo o1 02 03 04 05 06 o7 08 09 0A 08 0c 0D 0E oF
0000 15 A8 00 00 0o 0 0o 00 00 02 00 00 SE B2 FF 43
0010h 61 4E 00 BC 00 00 00 00 00 00 00 00 00 00 00 00

PcVue SCADA AI Status:

Bk MGate5109 Neme Descripion  Veriable  Value

""" (] Binary inputs (BI) - Group 1 =T -12345675.000000

""" () Binary outputs (BO) - Group 10 a1 12345678.000000

----- uj Eunning connters (RiC) - Group 20 = =

----- uj Frozen counters (FZC) - Group 21
Analog tnputs (AT - Group 30

----- u:_] Analog outputs (A0 - Group 40

----- i1 Trternal indicatinns (TN - Chmm 80

If we change the status of Modbus Slave ID 3’s Register 3 and 4 (Al 1) to 1, it
wouldn’t generate an event because its deadband is 10. SCADA’s AI 1 must wait
for the next Integrated Poll (interval is 60000ms) to update its value.
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6.6. Write BO and AO Test
In DNP3TCP DNP3 mapping, right-click on BO 0 to set Create variable.

B MGate5109 Name Description  Variable Value

----- () Binary inputs (BI) - Group 1 mo 0

""" o Bmag @i 120)) - G 1T a1 Variable selector... i}

----- [_:] Funning connters (FC) - Group 20 ’

----- () Frozen counters (FZC) - Group 21 2 Create variable o

----- (] Anslog inputs (AT} - Group 30 B 'L\‘r‘ 0

----- (] Lnalog ontputs (A0) - Group 40 8 4 Unmap item u

----- (] Intsrnal indications (I} - Group 60 8 5 u

----- ] Attributes - Gronp O ana a
Y 1]

Use the default setting and click OK.

Wariable name

@ T the full hievachical name as vaciable name
e network name as prefix
() Custormize the variable name

DHPSTCE MGate5109 BO.0O

[] Hide this window (display agadn with [Shift] on variable creation)

[ Cance]

BO 0 will map to this variable.

Bl MGats5108 Name Description  Variabls Value
""" () Binary inputs Bl Grovpl om0 DNP3TCE Mitats5109.BO.0 0
----- Ul Einary outputs (BO) - Group 10
----- (] Bunming covnters (RC) - Crroup 20 581 0
----- () Frozen counters (F2C) - Group 21 2 0
----- (] Anslog inputs [AT) - Group 30 n 3 u
----- ] Amslog cutputs (40 - Crop 40 R 4 o
----- (] Intemsl indications (1N} - Grroup 80 8 5 o
----- ([ Attributes - Group 0 8 6 o
TR 7 0

Copyright © 2017 Moxa Inc. Page 25 of 39




Moxa Tech Note

MGate 5109 with DNP3 SCADA Application

Use the same method to create the AO 0 variable as below:

-
|=/ DNP3TCP DNP3 mappi

=k MiFate5109

----- [j Binary inputs (B - Group 1

----- (] Binary outputs (BO) - Group 10

----- [_:] Funning comnters (FC) - Gooup 20
----- (] Frozen counters (FZC) - Group 21
----- [‘,,J Analog inputs (41 - Group 30

----- ] Attributes - Group 0

0
----- Cj Tinterial mdicaﬁ::uns (III'I) Gmup 80

Mame  Desription — Variable Walne
~2 10 DNP3TCE MGats5108 400 0000000
a1 01000000

In PcVue Main window, click Configure - Variables > Selector.

et i B ot B

File Edit Display Insert Draw Amange Animate Mode Window | Configure | @)

AW |Hu| X 34

CCOUL /|tHE NN |7

|2) (ﬂ ‘ x h B ‘,q’, 3 Application Explorer...

L=l B=1C A

#¢ Application Architect...

@ Smart Generators...

Project
Preferences

4% Communication

[ Variables ]

| v v ¥

& selector...

Actions * | @@ Domain... &
5° Archives... @ Nature...

Iy Data exports... Associated label...
Station b Population...
Language  »|  Levellabels_
HMI options... %W Alarm syntheses...

Click the AO 0 variable Properties to edit:

G PcWue - Variables

Broadcast modifications...

Save

File  Wiew

| U Add a branch...

(I Add bit..

@ Add register
A Add text..

=-&F Variables tree
- DNE3TCE
= [j MGate51

[j Syster

EE
ot 2@ e

Diescriptinn

Wame
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Because the MGate 5109 only supports DNP3 Level2, the AO variation type
should select 16 Bit under the Source tab.

-~ Register variable DNP3TCP.MGate5109.A0.0 ]

Genersl | Source | Extended attributes | Advanced |

Bounce
it DNP3TCE

DNEP3

Device
| MGate5109 v |
Obiject tvpe

| dnglog outputs (A) - Group 40 -
Point address

0

Varation twpe

iiElit |
%ciﬁnn Floating point ‘

Diouble precizion Floating point
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Under the Advanced tab, configure the Control parameters as below:

— X
- Register variable DNP3TCP.MGate5109.A0.0 S

| General | Sonrce | Extended attrihutes| Advanced |

-] Recorder
----- [] Femote access

------ [] Mo comntest window
&~ Monitoring
- Permanent sean for mindes

(%) Server station

=-is Networking
=] Servers
L [E (Mo list selected)
- Clients

=4 DNE3

[=- I ontrol

=] Control parameters
- (@ Defanlt

() Select before operate
-] LOB

|:| Tze a different address for writing
=] Time tagging
- (® Defanlt
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Under BO 0 variable’s advanced setting, select the CROB parameter. Use
Latching Relay ON and Latching Relay OFF.

=& Variables tree DNP3TCP.MGate5109.80
-] DNP3TCP
- B MGate5100 2 | aff @ @ | af
[ LD
(- g EO Naune -
ﬂ'j Systerm TR0 1A Bit variable DNP

| Grenersl | Source | Extended attributes | Advanced

[ - E (Mo list selected) ~
=4 DHP3
-] Control
£ Control parameters
{ (® Default
() Direct operate
() Direct operate no ack
P (O Select before operate
=] CROB
=] Bitwriting to 0
|:| Tz a different address for writing
=] Fumetion

484 Latching Relay OFF |
e

H[j Eit writing to 1
|:| e a different address for writing

4

J [ cawel ][ somy

2|31|30|29|28|2?|28|‘

Under the PcVue Main window, click New to create a new Mimic. Mimic is
PcVue’s HMI graphic object.

Pl:Eue—Ma'
File Edit Display I[nsert Draw Arrange Animate Mode Window Configure |

Hol| X2 ve bR 2
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Click Insert > Symbol.

& | PcVue - Main window - ARC Informatique (Admin

File Edit Display | Insert | Draw Arrange Animate Mode

D2 W Eema T, % &
w8 i Ir‘ﬂEgE... i
k|| = pMimicl

X ActiveX contral...

ﬁ)? """" I
2|l

j Favorite ActiveX controls..  »

AR

Choose a button symbol.

-
Library COMMANDS -
MName COMMAMDS_PUSH_BUTTOM_ROUMD_FACEPLATE_IMD
Filter i | 2D oo O B Previgw

J COMMANDS_PUSH_EUTTOM_ROUND_ELEC_1BTH_RED_ANI

B COMMANDS_PUSH_BUTTON_ROUND_ELEC_ZBTNS_AMI

B COMMANDS_PUSH_EUTTON_ROUND_FACEPLATE_INDUSTEY_BLACK_&NI

J\ COMMANDS_PUSH_EUTTON_ROUND_FACEPLATE_INDUSTRY_ELUE_ANI
IMMANDS_PUSH_BUTTOM_ROUND_FACEPLATE INDUSTRY GREEN_&NI

J COMMANDS_PUSH_BUTTON_ROUND_FACEFLATE_INDUSTRY_ORAMGE_ANI
J\ COMMANDS_PUSH_EUTTON_ROUND_FACEFLATE_INDUSTRY_RED_AN|
B COMMANDS_PUSH_BUTTON_ROUND_FACEPLATE_INDUSTRY WHITE_&NI

. e

Branch @ [ |nzert

] [ Close

Copyright © 2017 Moxa Inc.

Page 30 of 39




Page 31 of 39

e W R poooe R Pomeees R Pomeeo R b P o
o : : ! ! : : ! : : : ! : :
n_— 1 1 ] ] 1 1 ] 1 1 1 1 1 1
o b AELERE TECEPE ERPEEE oo TECPLRE beeees oo bocsoes 4
(0] : : ! ! : : ! : : _
o : : ! " : : " : : U . .
= e e e S i - g ¢
o : : ; ; : : ; : g o -
a [ R A R A (SN E— 2=z ,85% 283
< ' ' | _ ' g _ ' 4Jl2 3 2% 8 E D <
: ! : : ! S12 £ £
: : ' ' : : ' : ool O & - £ - &
< e bbb SIS E E O 2 D @
m = : : ! ! : : ! : " : ~ 2 2 2 2
I s S A U S SO S S SO -
O 0 Lo n o nn e g 5 2
' ' | | ' ' | ' ' ' 5] s o ||T
0 2 Bl R TN U Y SO S U S SO U - T - A -
o o : : | ! : : ! : : " O F @ a>|wm& 3
' ' ' ' ' ' ' ' ' . B - - 1
o a o e e e n (e ERddifioR
Z A  [}------ bosees Hosas - PR = PO EEEE
: : lxowowm
(] : : R Y2
a £ L R -
= £ : : !
d — i .
- c 2 2 <
< _— 3 =
= . £ 0
o) 2 24 = U I
O = ot =
(=) ° 3 E(B 2 x|l |5 4 &
™ o g o 8| E S 2elf &=
h 2 SRR R R 51
) H m = m [S I N
Q ~ 2 b g Y| w a W gl o o W
e m = 4 m 0 = ;S |l & & &
[ 2 R w 4@z
m e _
U) > _ " " " " " : :
s -8 L ____ { PR ¥ [P Loom e oo | T [N P Lo oo o | TR
= 0 : ! : : : " " "
S y . . . . . . . i
X : _ : : : ! : :
O — : ! : : : " : :
C 2 : _ : : : _ : :
_ Ela BV | S A
< E " " : : : ! : :
2 |1 (AR S S SRS SRS S

Moxa Tech Note

Copyright © 2017 Moxa Inc.




Moxa Tech Note MGate 5109 with DNP3 SCADA Application

Set BO Qs variable in the Bit field. Under Command type, select Reversed.

|.‘ Baz |.‘. S}Imbol‘ ﬁ Bit send |

Comumeit

Command

Bit @DNEZTLP M(rates 108 EC.0

[ Eeversed ] [ ta 0

Wartable

Bending mode

[ Label | | Handled

[ With beep [ Pulse

Aecelerator  None

Dizable mouse click

. ¥

OK || Camel || Help |

Right-click on Mimic to execute Run mode.

-

= Mimicl

Paste here

| [ Align
B Grid E

:| & Background color... o

: Bl Grid color_. :
| =] Window properties... k

' : 9 Mimic translations 3 '

I [T
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If you click this BO 0 button; it would write BO 0 On. Because this object
command type is Reversed, click it again so that it would write BO 0 Off.

I | PcWue - Main window - ARC Informatique {Adminm

Eile Edit Display Insert Draw Arrange Animi

JE2 HY X3 A% |9C

k = Mimicl

ATTRIBUT 14

'F‘__ =

4

e

MGate DNP3 Diagnose:

Paint Information

Binary Cutput  w

Point Index Value Flags Time Updated

0 ON OMLINE 2017-01-06 13:32:43
1 OFF ONLINE 2017-D1-06 13:32:43
2 OFF OMLINE 2017-01-06 13:32:43
3 QFF OMLINE 2017-01-06 13:32:43
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Modbus Slave-BO:

BO.mbs E=8 ol <"
ID=2:-F =01
Alias 00000 |
T oo B
2 BO1 0 3
_3 BO 2 0 in
_4 BO 3 0
_5 BO4 0

Return to Edit mode. Click Draw > Text.

{| PcVue - Main window - ARC Informataue Aammereo I

File Edit Display Insert Qraw|ﬂ.[range Animate Mode Windc

AW 2 | XR]selea EYE
w8 ™ Rotate
EI 27 Color picker
™ & Colordropper : :
e \\ Line
“,}(' [ Rectangle : :
() Rounded rectangle [TTiTTTr
1/ (O Ellipse ' '
m w 12ellipse [T
W 174 ellipse ' '
\\ FI [~~~ ~"~"~"="r==°=°
] Arc . .
- C Pie
- % Polygon i i
O 4 Polyline I S
L - - - w Bezier curve - -
H | .--.--.-D-o Bezier shape [
c A R O
L e s B B B s
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Input text as “##H#H##HH#".

Right-click this text object, click Animate - Text > Register Value.

—————————————————————————————————————————————————————————————————————————————————————————————

- o |
¥ __ I TRt S s SOt o8
; Copy Ctrl+C ; ; : : ;
----- i-----xgele‘ce Delete -"5"""5"""5 -‘-“-.-'I'e;c‘-t"" I
___________ ' Group i a# Textwith color on bit..
i B i i | 2 Text with colar on alarm._.
_____ E..--- : Lock ""E“""E‘"""E 2 | abel...
E ; . . «4* | abel with color on bit...
----- 7" Arrange vt adl Label with color on alarm..
Backface culling ' |« Display register...
----- S A Create symbol. B Display register with colar an bits...
----- WVBA control ol %k Bit..
: : : : im Bit group...
“““ oo e View script so-deooo-booo- - 8L Register bit
: — ' ' P
: B Animate I >| “¥ Color p | S Alarm.
_____ R e -
0 — s, Register value...
' [ Properties list T Text I ’l 9 h
S — i/ Properties... J Symbols » T -
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Select the AO 0 variable in the Register field.

?m‘ | T Text | [ Aspect Bl Text vegister value II

Begister @DNPETCE MGate 5109000

Cormment

Text

O«
O«
O«
O«
et

Regizter ont of
A lewvel

1]
1]
1]
1]
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Right-click this text object and click Animate > Send > Register.

Locoood

_T-'" Group

¥+ Ungroup

g Lock
Unlock

Arrange

Backface culling

J Create symbal

WBA control

ﬁ Symbal project in VBA

B View script

Delete

|E Animate I

[[] Properties list
i) Properties._.

@ Symbol translations

A b -
E : : 7% Bit with color...
1 ------ 'L ------ i- . Double bit...
¥ Color » |& Register... L\‘y
T Text p | %o Text
2 Symbols » Eﬂ Recipe...
Yy Position  » [ =2 Timetable..
i, Visibility » | &4 Region...
9 Languages...
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Select the AO 0 variable in the Register field. Select Keyboard as the Sending

mode.
- ﬂ
T Text | [ Aspect ﬁ Fegister snd ﬁ Text regizter valug

IReg:iSiEI @DNP3ICE MGate5100 A0 0 @I
Corrment
[¥] Displacs walue Format  Luto -
Zending mode
[ Keyboand | [ Btep ] [ Kexvpad ] [ Diefanlt ] [ Direct
[ Keep box
[ Passwond [ Empty field
Lccelerator  None Disable movse click

Right-click on Mimi

c to execute Run mode.

This text object will show the current status as 0. When you right-click on it, a
keyboard to input Control value will pop up. Input 123 and click OK.

:

===

1001\

DHF3TCP.MGate5103.40.0

Current walue I amirnm

1] 65535

Contral value
123
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MGate DNP3 Diagnose:

Paint Information

Analog Output  »

Point Index Value Flags Time Updated

o 123 ONLINE 2017-01-06 11:38:11
1 aQ ONLINE 2017-01-06 11:38:11
Modbus Slave-AO:

AO.mbs E=R[E=R

ID=5F=03

Alias 40000

=

2 AD1 0

m

After Integrated Poll (interval as 60000 ms), this text object’s value will be

updated as 123.

123
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